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FOREWORD 
 
On behalf of the Organising and Programme Committees it is my great honour and pleasure to 
welcome the participants of the Third International Workshop Control & Information 
Technology IWCIT'03 to the Faculty of Automatic Control, Electronics and Computer 
Science, part of the Silesian University of Technology in Gliwice. 
 
The first two International Workshops Control & Information Technology were organised by 
the Department of Measurement and Control, Technical University of Ostrava, Faculty of 
Electrical Engineering and Computer Science, Czech Republic, in 1999 and 2001. Thanks to 
close relationships between this department and the Institute of Electronics at the Silesian 
University of Technology the organisation of this year's workshop was entrusted to our 
Institute. 
 
Fifty two papers have been accepted for this workshop. They will be presented in the 
following oral sessions: 
 

• Control systems 
• Electronic Circuits and Systems 
• Information Technology 
• Signal Processing 
• Telecommunication 

 
We hope that this workshop, like the preceding ones, will prove once more to be a useful 
forum for exchange of your ideas and experiences, helping you to complete your PhD theses. 
 
We wish you all fruitful and inspiring discussions during the Workshop and a pleasant stay at 
the Silesian University of Technology. 
 
 

Zdzislaw Filus 
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Section 1 – Information Technology 
 

Internet teaching and testing file based on Java Server Pages 
Technology 

  

Łukasz Borowik MSc. 
Division of Biomedical Electronics, Institute of Electronics 

Silesian University of Technology, ul. Akademicka 16, Gliwice 44 100, 
Poland 

lborowik@erb.com.pl 

Abstract: The purpose of this study is to develop an easy to use web-based application, 
implemented in teaching and testing medical students and residents. The application is 
written in Open Source Java Server Pages Technology (JSP). The application runs on 
Open Source tools (Linux Operating System, PostgreSQL Database, Tomcat Application 
Server). The application consists of a teaching and testing module, a management module 
and an administration module. Teaching and testing data can by of any type: images, 
movies, documents, and signals. The application has been evaluated in musculoskeletal 
diseases. The database contains 60 normal and pathological cases. 

1 Introduction 
Medical teaching file is a set of well documented, clinical cases. The main purpose is to 
acquaint medical students and residents with cases they can meet in practice. Useful teaching 
file consists of diagnostic quality images (with visible pathologies), cases selected by 
radiologists, well designed structure of a teaching file, big amount of well described cases. 
 
The beginning of radiology and image diagnosis have permitted teaching files to be  printed 
as atlases [1]. Due to high costs the number of cases had to be reduced. The only searching 
possibilities have been given by introducing book chapters and sections. They are easy to use 
and available in book stores yet sometimes very expensive. 
 
The computers opened up new possibilities to present teaching files. The first computerized 
teaching files [2] were very simple, graphical programs distributed initially on floppy disks 
and later on CDs. The cost of media was much lower than a paper edition but users had to 
purchase necessary programs. The main disadvantage was a limitation of cases incorporated 
into the computer program. Improvement of programs made the cases searching possible. 
Computer based teaching files were distributed with a great number of cases. 
 
Significant progress took place when Internet appeared. A communication between medical 
universities and hospitals allowed users to start an exchange of the most interesting 
pathological cases. First World Wide Web pages created the opportunity to design web based 
teaching files with a centralized management. Teaching files of medical institutions were 
freely available worldwide. First Teaching Files contained static pages only, administrated by 
one person. Despite an easy way to create them, it was difficult to maintain such a Teaching 
Files, only the administrators could add new cases. After reaching a certain number of cases 
these teaching files were no longer developed. Some web sites had the possibility to search 
for cases. The most important was a free of charge access to medical teaching files. Yet, the 
user had to have an Internet connection. 
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Nowadays, when new tools for generating dynamic web content are created, developers can 
write web applications based on the newest technologies. Teaching files built on dynamic web 
content technologies include great number of cases, and are easy to administrate. It is possible 
to search for a particular pathological case. New cases can be added by data administrators. 
They are free of charge and accessible wherever an Internet communication is available.  

2 The application program 
The application consists of a teaching and testing module, a management module, an 
administration module (fig. 1).  

 

Web
browser

Apache
HTTP
Server

Tomcat Application Server

Data
layer

Application layerPresentation
layer

Administration module

Management module

Teaching and testung module

JDBC
mailer JSTL

JSP

JSPJSTLJDBC
mailer JavaBeanget_blob

add_blob

mailer
JDBC

JSTL
JSP

get_blob
add_blob

utfs2

Database
server

PostgreSQL

 
Fig. 1. Application diagram [6]. 
 

Teaching data is stored in a database. The data is of any type: images, movies, documents and 
signals. It is easy to develop a plug-in for a new data type. The database structure allows for 
adding any hierarchical teaching file no matter how many branches and cases it contains.  

2.1 Teaching and testing module 
Teaching and testing module allows for browsing all teaching files according to hierarchical 
structure. The user can see only cases marked for the teaching purpose. Everybody can use 
this module. Testing part allows users to solve tests. They are prepared only from cases 
marked for the testing purpose. In some cases a user has to mark  pathologies on the screen. 
After finishing a test, the user can see the statistics. After selecting a wrong answer a correct 
version with a full diagnosis can be displayed. An answer is selected from a list of possible 
answers, created from one correct answer and three answers from cases assign to the same 
branch displayed in a random order. Users can browse through the system statistics: ten most 
often viewed cases and ten newly added cases. A message can be written to the system 
administrator and the data administrators. System allows for creating static web pages 
including medical and technical information. Users can open external Internet links from the 
application. It is easy to search for a particular case. User can also query for cases that fulfill 
the searching criteria. Teaching and testing is provided by a user friendly graphical interface 
available from any web browser (fig. 2). Users with no practice in using this application can 
use help pages with system documentation.  
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Fig. 2. The Teaching and Testing module – solving test. 

2.2 The management module. 
Data administrator module provides tools for managing teaching files owned by a user. 
Authorization is provided through the SSL protocol. Many users can connect to the server at 
one time. Data administrator has access only to teaching files managed by himself. He can 
create any hierarchical structure, no matter how many branches and cases it includes. Data 
administrator has appropriate tools to add, modify and delete branches (of hierarchical tree) 
and cases. A newly added case can be classified as a teaching case, testing case or both. 
Depending on this selection, users can see this case during a teaching session, testing session 
or both. The application allows the data administrator to communicate with administrator and 
other users (including students and doctors). He can also navigate through predefined Internet 
links. For security reasons the data administrator can change the password. It is possible to 
search for particular cases by inserting appropriate phrases into the form. A search is done 
within the entire system. Results are viewed in read-only mode. Teaching file management is 
provided by a user friendly graphical interface available from any web browser (fig. 3). 

 

 
Fig. 3. The management module – adding a case. 
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2.3 The Administration module 
This module is responsible to manage the entire application. Only one user (system 
administrator) can access the module. The authorization is provided through the SSL protocol. 
The administrator can add, or remove data administrators and modify their information, create 
statistics for them.  The administrator is a manager of the teaching file system. He can add, 
modify or delete a teaching file and/or an information content (fig. 4). A newly added data 
administrator is assigned to a teaching file. System administrator is responsible for 
maintaining the database. The administrator can view the database tables, remove temporary 
files, import database from other files and export the database. This module has many features 
extending its functionality (i.e. system of sending and receiving messages, error messages. It 
is also possible to maintain (add, delete and modify) Internet links – defined by the system 
administrator.  

 

 
Fig. 4. The administration module – adding a teaching file. 

3 The application’s platform 
The application is developed in multitier architecture. In this type of architecture the 
presentation layer (web browser), the application layer (application server and web server) 
and the data layer (database server) are isolated. This permits the entire system to be 
organized into different servers whose configuration is appropriate to their functions. A 
simplified schema of a multitier architecture is shown in Figure 5. 

 

Internet
Browser

HTTP
Server

Application
Server Database

Server

Data layerApplication layerPresentation
layer  

Fig. 5. Simplified schema multitier architecture. [3] 
 

The application is built on Open Source servers and using Open Source tools. It uses Linux 
Operating System, PostgreSQL database server, Apache Web Server and Tomcat Application 
Server. The application is platform independent. It can be run on any operating system, with 

4 
 



Section 1 – Information Technology 
 

any database system, any web server and any application server supporting the Java Server 
Pages Technology. 
 
Linux is an Open Source operating system, compatible with POSIX and SYSV and BSD 
extensions. Its features are multitasking, multiuser, multiprocessoring, multithreading, 
international support, network protocol TPC/IP support, reliability and security. 
 
PostgreSQL is an Object-Relational Database Management System. It supports 
SQL92/SQL99 languages and many other features. It has the features which are available in 
big, commercial DBMS. It is also efficient, reliable and features great support from the 
Internet community.  
 
Apache is the most popular web server. It is also available in many operating systems like 
Windows, Linux Solaris and can be used by any type of Internet sites, from static Internet 
pages to complex dynamically generated web pages. It is a fully reliable solution, easy to  be 
implemented in certain needs and actions. Based on the  Apache server many new projects are 
developed. Jakarta is a very interesting one. It has been created in order to assure an Open 
Source server solution with a commercial quality. Tomcat Application Server is its main 
product. It is a recommended implementation of the Java Servlet and Java Server Pages 
Technologies. Tomcat Server is ready to run on any platform (hardware and operating 
system) supporting Java Technology. 

 
Java Server Pages Technology is the Java2 Platform, Enterprise Edition (J2EE) technology 
able to build applications with a dynamically generated web content, such as HTML, 
DHTML, XHTML and XML [4]. The Java Server Pages technology enables an easy 
development of web pages that create dynamic content with maximum power and flexibility. 
The technology is platform independent (Write Once, Run AnywhereTM). This allows  high 
quality tools to be implemented.  There are many Integrated Development Environments from 
vendors like Sun Microsystems, Borland and IBM. JSP allows for the separation of the work 
performed by the author and the developer. Developers write the server-side components 
whereas authors put the static data and dynamic content together in order to build web 
interface. Components such as JavaBeans components, Enterprise JavaBeans components and 
tag libraries can be created and reused.  Another important feature of the JSP technology is a 
separation of the dynamic and static contents. It greatly simplifies the development process  
because a dynamic content is inserted into a static template. The functionality of the web site 
can be extended by using actions, expressions and scripting elements. The JSP Technology is 
a part of the Java 2 Platform Enterprise Edition (J2EE) which brings the Java technology to an 
enterprise computing [5]. 

4 Results and discussion 
The administration module consists of 33 JSP pages (programs). The management module 
contains 32 JSP pages, reusable components: get_blob (provides connection to the database 
and extraction of binary objects), add_blob (provides connection  to the database and addition 
of binary objects). This module also contains JavaBean which yields transferring files 
between a browser and the server. The teaching and testing module consists of 16 JSP pages, 
and reusable component get_blob. All the modules include JDBC database driver, JSTL tag 
library, and reusable component mailer (provides e-mail communication). 
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The application has been evaluated in musculoskeletal diseases, and currently contains 60 
normal and pathological cases. The data set includes CT (Computer Tomography), MR 
(Magnetic Resonance), USG (Ultrasonography) and Nuclear Medicine images. 

5 References 
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[3]  Sun Microsystems: JavaServer Pages Technology White Paper. A simplified Guide. 
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[4] Pelegrí-Llopart E.: JavaServer Pages Specification Version 1.2, Sun Microsystems 

Inc, 2001 
[5] Green R.: Designing Enterprise Applications with the J2EE Paltform, Second 

Edition,  Addison-Wesley, 2002 
[6] Borowik, Ł.: Zbiór edukacyjny dla diagnostyki obrazowej układu kostnego- Praca 

Magisterska, Silesian University of Technology, 2002 
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Application of parametric models to speaker verification  

Adam Dustor 
Silesian University of Technology, Gliwice, Poland 

dustor@iele.polsl.gliwice.pl 
 

Abstract: This paper presents applications of parametric models like Gaussian Classifier 
(GC) and Gaussian Mixture Models (GMM) to speaker verification. Apart from theory, 
practical aspects of speaker recognition in Matlab environment are discussed. Short 
technical description of constructed speaker recognition and verification system is 
presented. All research were carried out on the basis of Polish speech corpus ROBOT 
containing utterances of 30 speakers. The performance of a described speaker verification 
system was discussed and shown in DET curves. 

1 Introduction 
The speech signal conveys several levels of information. The first and the most important 
level of information are the words and messages being spoken. The secondary level concerns 
the identity of the talker. While speech recognition concerns extracting underlying linguistic 
message from the utterance, the speaker recognition is a task of automatically recognizing 
who is speaking by analysis speaker specific information included in spoken utterances. Since 
speech interaction with computers is getting more and more popular, the necessity of 
recognition a human only on the basis of his vocal characteristics becomes visible. 
  
The area of speaker recognition encompasses identification and verification. The purpose of 
speaker identification is to determine the identity of an individual from a sample of his or her 
voice. The aim of speaker verification is to decide on the basis of a voice sample whether the 
speaker is whom he claims to be. Identification is divided into two main categories, i.e. 
closed-set and open-set. In a closed-set identification there is an assumption that only 
registered speakers have an access to the system which makes a decision 1 from N, where N is 
the number of previously registered speakers. In an open-set identification there is no such an 
assumption so the identification system has to determine whether the testing utterance comes 
from a registered speaker or not and if yes it should determine his or her identity. 
Furthermore, in either task the speech can be constrained to a known phrase (text dependent 
recognition) or totally unconstrained (text independent recognition). Text dependent systems 
are usually based on template matching techniques and since they can directly exploit voice 
individuality associated with each phoneme or syllable they achieve better recognition 
performance than text independent systems. Most of the applications in which voice is used to 
confirm the identity claim of a speaker are classified as speaker verification.  
 
In this paper an overview of a speaker verification is first presented. Theoretical aspects of 
parametric models used to represent speaker in an ASV (automatic speaker verification) 
system are explained in the section 3. Section 4 gives a short description of a Polish speech 
corpus ROBOT applied to testing of an ASV system. Constructed ASV system in Matlab 
environment and its achieved performance of verification are discussed in section 5. Finally 
section 6 gives a summary and conclusions. 
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2 Speaker verification 
The general approach to automatic speaker verification consists of five steps: digital speech 
data acquisition, feature extraction, pattern matching, making an accept/reject decision and 
enrolment to generate speaker reference models. A block diagram of an ASV system is shown 
in Fig. 1.  
 

 
 

Fig. 1 Speaker verification system - block diagram. 
 
After data acquisition speech signal is cut into short fragments, which usually last for 20-30 
ms known as speech frames. During feature extraction a set of parameters forming a 
multidimensional vector is extracted from each frame. As a result speaker utterance is 
represented in an ASV system as a sequence of feature vectors. The most popular parameters 
used for ASV are LPCC - cepstral coefficients derived from prediction coefficients or MFCC 
- filterbank based cepstral coefficients [4,9]. Usually to minimize an influence of channel 
variations (changes in a telephone channel) over a period of time these parameters are joined 
with delta parameters [6]. Obtained sequence of vectors is compared with a speaker model by 
means of pattern matching and the similarity between test utterance and speaker model is 
computed. If similarity is high enough then ASV system makes a decision that the speaker is 
whom he claims to be and is accepted by the system, otherwise speaker is treated as an 
impostor and rejected by the system. As a result ASV system requires choosing decision 
threshold. Unfortunately it is very difficult to find apriori its optimum value. Most tests of 
ASV systems are made for decision thresholds varying in a broad range and their performance 
is presented by means of DET curves [8]. Another very desired property of this threshold is 
its independence of a speaker, which means that there is only one threshold for all speakers.  

3 Parametric models 
Since speaker verification is based on similarity calculation between test utterance and 
reference model, it is obvious that the problem of construction a good model is crucial. How 
to find this model and which is the best?  
 
Speaker models can be divided into parametric and nonparametric. Nonparametric models are 
based on vector quantization techniques [2,3] where speaker is represented in a system by a 
small (<100) set of vectors that possibly in the best way represent him. This set is called a 
codebook. During verification each test vector is compared with its nearest neighbour from a 
codebook and the overall distance for the whole utterance is computed. However better results 
of verification can be achieved for parametric models applying probabilistic modeling of 
speakers. In this case speaker is modeled by one multidimensional Gaussian probability 
distribution – Gaussian classifier GC or by weighted sum of several Gaussian distributions – 
Gaussian Mixture Models GMM. 
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3.1 Gaussian Classifier (GC) 
Speaker in this model is represented by a single Gaussian distribution. Let assume that test 
utterance X was cut into K frames so there are K feature vectors of N size. Probability that test 
vector xk was produced by model λ is given by Eq. 1: 

)]()(
2
1exp[

||)2(
1)/( 1

2/12/ µµ
π

λ −−−= −
k

T
kNk xCx

C
xp  (1) 

where µ is the mean vector and C is the covariance matrix. Supposing there is no correlation 
between test vectors, probability that utterance X was generated by speaker whose model is λ 
equals: 

∏
=

=
K

k
kxpXp

1

)/()/( λλ  (2) 

The mean vector and covariance matrix are computed during training phase from all available 
training vectors.  
 

3.2 Gaussian Mixture Models (GMM) 
Speaker in GMM is described by M Gaussian probability distributions, each specified by its 
mean, covariance and mixture weight. Probability that vector xk belongs to speaker equals 

∑
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where pi are the mixture weights, bi(xk) are N-variate Gaussian densities of the form 
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with mean vector µi and covariance matrix Ci. The mixture weights satisfy the constraint that 

1
1
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=

M

i
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The complete GMM model λ of a speaker is parameterized by the set of parameters: 
MiCp iii K2,1        },,{ == µλ  (6) 

Supposing there is no correlation between test vectors, probability that utterance X was 
generated by speaker whose model is λ equals: 

∏
=

=
K

k
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1

)/()/( λλ  (7) 

As GMM have capability to model arbitrary probability densities, speaker models based on 
them achieve the best possible verification results. The drawback of this parametric model is a 
large number of parameters to  compute during training and lack of direct method for 
estimating these parameters from a training sequence as was the case for GC. Fortunately,  an 
iterative procedure called Expectation Maximization EM is used to find λ for each speaker 
during training [2]. Reestimation formulas used in EM algorithm are the following: 

∑
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where a posteriori probability for class i is given by 
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The covariance matrixes in GMM model can be full or diagonal. However, in ASV systems 
usually diagonal matrixes are used, as they yield better results than full covariance matrixes 
and do not require so much training data. For initialization of EM algorithm k-means or LBG 
procedure can be used [3]. EM algorithm requires a lot of training data to estimate parameters 
of GMM properly. As a result of insufficient training data, some of the elements of matrixes 
Ci can be very small leading to singularities in the model likelihood function and degrading 
performance of an ASV system. This disadvantageous phenomenon may be especially seen 
during training GMM of a high order and can be avoided only if variance limiting technique 
is applied [10].  
 
As verification process requires determining decision threshold in order to accept/reject 
speaker, there is a problem of determining its optimum value for each speaker. In real ASV 
systems this problem is usually simplified by application only one speaker independent 
threshold, which requires score normalization. Speaker utterance is then compared not only 
with a corresponding model but also with a “world” model trained by all possible speakers. 
The final score of verification is a ratio of computed probabilities [5]. 

4 Polish corpus ROBOT 
Speaker recognition systems should be tested on the same voice data in order to compare 
different systems or algorithms properly. Such publicly available speech corpora are 
responsible for rapid development in a speech technology. The most often used speech 
corpora are available from the Linguistic Data Consortium LDC [7]. Since they are quite 
expensive, the author decided to test his ASV system on Polish corpus ROBOT [1]. It consists 
of 2 CD with approximately 1GB of speech data. The speech utterances were collected from 
30 speakers of both sexes in a several time-separated sessions to catch intraspeaker 
variability. Recorded utterances consist of words belonging to three dictionaries (L1, L2, and 
L3). Words in L1 and L3 are numbers from 0 to 9 and 10 to 99 respectively. Dictionary L2 
consists only from commands used in robot control (start, stop, left, right, up, down, drop, 
catch, angle). These dictionaries were used to construct seven different sets of utterances 
Z1...Z7. Set Z1 consists of sentences constructed from isolated words from L1 and L2. Z2 
consists of 25 sentences made from L1 and L2 (spoken in continuous manner). Z3 consists of 
5 sentences - isolated numbers 04, 17, 49, 72, 93.  Z4 is made of 11 sequences of numbers 
where each sequence is a 3-element  combination of  numbers  from Z3,  e.g. 04-17-93, 49-
72-93. Set Z5 consists of 5 sentences built from 2, 3, 4, 5, 6 words of dictionary L1 spoken in 
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continuous manner. Set Z6 consists of 5 sentences too but chosen randomly for each speaker. 
Z7 is constructed from 4 subsets of 25 different numbers from L1 and L3 each. Each ".wav" 
file is accompanied by a text file containing phonetic transcription of a spoken utterance.  
Apart from these files there are additional text files containing information about speakers and 
number of utterances for each person. Utterances of speakers were recorded in a quiet 
environment and sampled with 22 kHz. As a result the speech material has far better quality 
than telephone speech which would be the most suitable for testing of ASV performance. 

5 ASV system in Matlab environment 
In order to test described algorithms Matlab application was written. All calculations were 
carried out on a desktop computer with a processor Celeron 700 Mhz and 192 MB RAM. 
During training and testing of the ASV system the same signal processing procedure was 
used. Before feature extraction silence was removed from speech files. Voice activity 
detection was based on the energy of the signal. After silence removing speech was pre-
emphasized with a parameter of α=0.95 and segmented into 10 ms frames every 5 ms. 
Hamming windowing was applied. For each frame 12th order LPC analysis was applied to 
obtain LPC parameters which were then transformed into 18th order LPCC coefficients. 
Windowed signal was also filtered by a mel-scale filterbank (triangular shaped filters acting 
in the power domain) to obtain 18th order MFCC parameters. Each speaker model was 
trained with approximately 90 s of speech after silence removing. All training utterances came 
from set Z3 of ROBOT corpus. Text dependent speaker verification was implemented. Set Z4 
was used to test ASV system. Each speaker provided 11 test sequences of approximately 5 s 
each. As a result there were 30*11*30 verification trials (330 valid and 9570 impostor). For 
each speaker GC model and GMM with 2,4,8,16,32 mixtures were obtained (full covariance 
matrixes). In order to test an influence of score normalization “world” models were also 
trained. ASV system was tested for LPCC and MFCC parameters as they are the most suitable 
parameters for speaker verification [5].  
 
Verification performance was characterized in terms of two error measures, namely the false 
acceptance probability FA and false rejection probability FR. These correspond respectively 
to the probability of acceptance an impostor as a valid user or rejection of a valid user. These 
two measures calculated for varying decision thresholds were used to plot DET curves for 
ASV system. The performance was also characterized by equal error rate EER corresponding 
to decision threshold when FR=FA. 
 
Table 1  EER as a function of model order and score normalization (with and without) in % 

 

 

Model LPCC MFCC 
 with without with without 
GC 2,12 6,06 0,62 1,23 
GMM 2 1,52 4,24 0,32 0,91 
GMM 4 0,65 2,74 0 0,58 
GMM 8 0,33 1,87 0 0,3 
GMM 16 0,15 1,49 0 0,2 
GMM 32 0 1,21 0 0 

From Table 1 it can be seen that the impact of score normalization on verification errors is 
very significant. The only drawback of score normalization is a high computational burden to 
obtain “world” model of all speakers. World models were trained by speech of approximately 
45 minutes length (30*90s). Computation time required to obtain such model was about two 
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hours. For high orders of GMM models it is possible to obtain perfect verification without 
errors. However, it is not the case for bad or telephone quality speech signal which is far more 
often met in practical applications. Unfortunately, such speech corpus was not available for 
the author.  
 
The performance of ASV system for varying in a wide range decision thresholds is presented 
in DET curves in Fig. 2, 3. It can be seen that there is a trade-off between FR and FA errors. 
When in some applications FA error must be extremely low, e.g. banking transactions over 
telephone, then it is necessary to increase decision threshold at the expense of higher FR 
error. 
 

 
Fig. 2 DET curves for ASV system (GC model, LPCC and MFCC parameters, with and 

without score normalization)  
 

 
Fig. 3 DET curves for ASV system (LPCC parameters, with score normalization) as a 

function of model size  
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6 Summary and conclusions 
Paper presents influence of feature parameters, score normalization and model order on 
verification errors. Obtained results indicate that for high quality speech signal it is possible to 
apply speaker verification as an additional method increasing security in access control. 
Further research should concern text-independent verification, which has more practical 
applications and other methods of speaker model construction. The crucial issue is to test this 
ASV system on a different speech corpus with a worse quality of speech. 
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Abstract: This paper discuss using suitable genetic algorithm (GA) in procedures for 
optimal rules and terms elimination of developing system FuzNet [1]. FuzNet is 
developing system for practical identification of Takagi-Sugeno fuzzy models via real 
measured data. In current version of FuzNet is sets decision levels for firing rules and 
terms manually without possibility adaptation their sizes. 

1 Developing fuzzy-neural system FuzNet 
Developing system FuzNet [1] allows create fuzzy-neural net (FNN), parameters 
identification of fuzzy-neural regression model (FNRM) and tests identified model on real 
data. This system has been created as simulator of neural net (NN) extension based on 
backpropagation paradigm.  
 
GA will be use for decision levels optimization in system FuzNet so that there was be 
achieved as best results as possible in procedures for non-effective rules and terms 
elimination compared with fixed expert setting this level. 
 

1.1 Procedure for non-effective rules elimination 
We eliminate such rules for improve model properties that are least meaningful for model 
quality. Decision about rule elimination in system FuzNet is obtained in terms of contribution 
coefficient of cr rule and significance coefficient vr rule. Contribution coefficient of rule we 
determined by the relation:  

∑

∑

=

== L

i
ir

L

i
ir

r

b

a
c

1

1                                                                                                                           (1) 

 
i = 1,…, L  number of measuring training set. 

r = 1,…, R  number of model’s rules. 

 

Relation for determination of coefficients air and bir is given by testing of weight coefficient 
wir:  

wir ≥ LOW,  air = 0 
air = {               (2) 
        else              air = wir 
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wir ≥ LOW,  bir = 1 
bir = {               (3) 
        else              bir = 0 

 
Testing of size of contribution coefficient cr we determine value of first help criterion C1:  
 

 cr  > LEVEL 1, C1 = 1  
C1 = {             (4) 
        else   C1 = 0 

 
Size of significance coefficient r-th rule vr we determine by relation: 
 

vr = max wir                                                                                                                                                                        (5) 
 i 

where wir is given by relation  
 

∏
=

=
n

p
ipipir xw

1

0 )(µ                                                                                                       (6) 

 
Symbol wir is weight coefficient of r-th rule that is obtained when we establish i-th 
measurement of training set, where p = 1, …,n is number of input variables and xip

0 is 
measured variable p-th  of input variable in i-th sample of training set.   

 

Testing of size of significance coefficient vr we determined value of second help criterion C2:  

  vr > LEVEL 2,  C2 = 1 
C2  {             (7) 

else          C2 = 0 
 
Decision about r-th rule elimination from model M (Rr ∉ M) or r-th rule retention in model M 
(Rr ∈ M) we perform according to relation: 
 

1,    Rr ∈ M 
C1 & C2 =  {            (8) 

    else   Rr ∉ M 
 

1.2 Procedure for non-effective terms elimination 
For next model improvement we eliminate such linguistic values from set of terms that aren’t 
included in any rule of model (non-effective terms).  There are eliminated term B on Fig. 1 
and membership function neighbouring terms A and C are modified (dash line). Modification 
be pointed to coverage area of eliminated term.  
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Value 0,25 of cross of modified 
membership function is 
determined according to 
construction of initialized 
model.  
 
 
 

Fig. 1 Example of non-effective terms elimination 
 

2 Optimization of determining specific parameters of 
system FuzNet 

For parameters optimization of system FuzNet has been selected genetic optimization 
algorithm. GA appears from method of natural selection, when subjects with best adaptation 
to assigned conditions have most chance to survive. GA takes into account next natural 
mechanism – mutation that restricts risk of degradation, which is hold in local extreme from 
optimization viewpoint. GA has iteration character. GA not works with separate result in 
particular iterations, but with population. In each iteration GA works with several (generally a 
lot of results, standard value is hundreds) results which are included in population and try 
ensured appearance still better results via genetic operations with these results. Generally 
scheme of GA: 
 

( )τ,,,,,, ΨΩΘ= fPNGA                                                                                             (9)  
 
where P is population contains N elements: { }NSSSP ,...,, 21= . Each elements  is 
string (or set) integer numbers fixed length n which represents problem solution. f specify 
fitness function, which assigned real number to each element: 

NiSi ,...,1, =

 
NiRSf i ,...,1,: =→                                                                                                  (10) 

 
Θ  is parent selection operator, which select u elements from P: 
  

( uPPPP ,...,,: 21→Θ )                                                                                                   (11) 
 
Ω is set of genetic operators, which include crossover operator Ωc, mutation operator Ωm and 
others problem-oriented or implementation-oriented specific operators, which all together 
generate v offspring from u parents: 
 

{ } { } { }vumc OOPP ,...,,...,:,..., 11 →ΩΩ=Ω                                                                  (12) 
 

ψ is deletion operator, which remove v selected elements from actual population P(t). v 
elements is add to new population P(t+1) after it:  
 
 

16 



Section 1 – Information Technology 
 

( ) { vOOtPtPtP ,...,)()()1( 1+ }Ψ−=+                                                                (13) 
 

τ  is stop-criterion: 
 

{ falsetruetP ,)(: → }τ                                                                                                 (14) 
 

Parent selection operator Θ and genetic operators Ω have stochastic character, deletion 
operator ψ is generally deterministic.   
 
GA is characterized by those features especially:  

- Wide range limits of utilization than classical optimization methods. Its quite universal 
methods formalization from optimization problem viewpoint. Limits of their practical 
using are in long computation time mainly.   

- Don’t work with local parameters of optimized procedure, but operate with global 
structure – chromosome, whereof is these parameters encrypted.    

- It’s blind search procedures, which does not required additional information for 
control of calculation on principle (as gradient methods for example). GA needs 
formulation of fitness function [2] only for orientation of optimization progress. 
However, additional information may decline time markedly, that is needed for 
finding of optimal solution. 

- GA using statistic transitional rules for control of searching procedures in contrast to 
other methods. 

 
Basic scheme of GA:  
1. Generating initial population (initial population is usually generated randomly or it is 

obtained as set of known suitable solutions via other heuristic method eventually). 
2. Valuation of each member via fitness function.  
3. Selection of specified number of parents and generating defined number of offspring via 

crossover operator applied on selected parents, valuation of offspring.  
4. Composition of new population (by reduction of current population via integration of 

offspring). 
5. Mutation and new calculation of fitness function for mutated members). 
6. If doesn’t achieved condition of stopping then repeat from step 3. 
7. Result is member with best value of fitness function. 
 
[2] discuss selection of suitable GA. We need choose such GA for practical intention that will 
be able to work with smallest population and nevertheless will be converge to global 
minimum with sufficient probability at minimum numbers of iteration steps. I adjudicate GA 
with sexual reproduction and GA without sexual reproduction during selecting of suitable 
GA.  
 

- GA without sexual reproduction: Organized selection [2] is use for parents selection. 
By crossing is created number of members matching to half population. Population of 
next generation (iteration) is create from best offspring and parents (Size of population 
stay constant during running GA), offspring needn’t be inserted into population when 
its value of fitness function isn’t better than value of current population.  

- GA with sexual reproduction: Members contain one chromosome. Population is 
divided into two parts according to sex in this version of GA. Pertinence to sex is 
determined by sexual gene. 
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There are generate number of offspring by crossing that is equal to half size of population, 
method of creating population is similar as previous variant with difference that it respect 
offspring sex which is insert to corresponding population part according to sex gene. For 
selection of parents is use organized selection again. 
 
It was found in practical tests of GA that after implementation restricted lifetime it is possible 
avoid to degeneration of population in mostly cases. Degeneration of population is hold in 
local extreme from optimization viewpoint. Removed members are duplicated by new 
members that are created via random generating. 
 
There are selected Gray code [2] for encrypt parameters to chromosome which is useful by 
reason of bypassing so-called Hamming barrier [2]. 
 
It was selected GA with sexual reproduction contains one chromosome with restricted 
lifetime parameter 10 iterations, uniform crossing [2] and genes of type 3/3/5 after considered 
properties of each GA. First number is numbers of bits in gene (gene always presents 1 bit 
outside) and next two values characterizing border of “shade zone” – second number is 
maximal value of gene that is consider as 0, third number is minimal value that is consider as 
1. Chromosome is compound of genes, each gene presents 1 bit of value which is represented 
by chromosome. However, gene contains more than 1 bit (using redundancy encrypt). Bit 
values inside gene are mapped on outside value of gene (0 or 1) via specific map function 
when border between 0 and 1 isn’t crisp, but exists so-called “shade zone” where value 
carried by gene is determined randomly.  
 
Selected GA embodied very well properties during searching optimum and in contrast to 
variant without sexual reproduction, quality of this algorithm no depend on restricted lifetime 
too markedly. Practical results show that implementation of restricted lifetime for this GA has 
stabilizing effect from adaptability viewpoint (There are reduce difference between best and 
worst achieved result when we repeat run of GA). Is necessary to observe that GA without 
sexual reproduction is simpler for implementation and need less processor time also. Size of 
population was selected on 400 members.  
 
GA objectives will be optimization of decision levels LEVEL 1, LEVEL2 so that was achieved 
almost best optimum results in procedure for non-effective rules and terms elimination as 
compared to fixed expert setting of this levels. 
 

3 Conclusion 
Actual state of project solution is in final form stage of FuzNet that has been replenished with 
necessary functions and procedures. There are functions for non-effective rules and terms 
elimination and functions for calculation average (AvgE) and quadratic (RMSE) error of 
model especially: 
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where k = 1… K is range of training set. 
 
Last-mentioned functions are very useful for efficiency test of GA because upon size of error 
model we can monitor process and performance of selected GA in procedures for non-
effective rules and terms elimination and make decision about optimal setting parameters of 
GA upon this information.  
 
There are made structures for GA with sexual reproduction and for comparison was made 
algorithm without sexual reproduction also, functions for conversion from binary code to 
Gray code and reversely, functions for decoding value from chromosome, structure for 
storage value that is represent by chromosome and last but not least simple fitness function 
for check on function of creating GA also upon requirements on GA. 
 
This paper has been elaborated in support of grant resources CEZ 13. 
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Abstract: Ubiquitous computing is a new era in the evolution of computers. After the 
mainframe and personal computers (PC) phases, the third phase, the phase of ubiquitous 
computing devices begins. This paper focuses on some techniques of dealing with streams 
of data from multiple various sources (e.g., motion detectors, temperature sensors, etc.) 
and getting relevant information from the data. Popular knowledge discovery/data mining 
techniques, namely Bayesian networks (used widely in the field of artificial intelligence), 
are employed as reasoning engines. 

1 Introduction 
Ubiquitous computing (ubicomp in short) is an emerging area of contemporary information 
technology. Since its foundation in late '80s by Mark Weiser of Xerox PARC [1], the area has 
deeply changed from a visionary phase to a recognized research discipline. The area covers 
systems (environments) consisting of various, heterogeneous elements, esp. electronic 
devices, which surround people and are present in much greater numbers that they used to be. 
They are also much better integrated with people who use them. The ubicomp systems 
designers aim at the highest possible utility [2]. They claim that it is the technology that must 
adjust to the people’s needs, not vice versa. The utility thus can be for example: a fully-
automatized living place (Aware Home Project [3]) or, just being non-disruptive (Notification 
Platform of Microsoft [4]). Moreover, ubicomp systems seem very likely to support elderly 
and disabled people in the near future [5, 6]. To achieve those goals, some elements of 
computing systems must be hidden from users' eyes, and possibly may be integrated into the 
environment (like sensors, cameras, wireless servers). All those parts are working calmly in 
the background. This is why ubicomp is often referred to as calm technology [7]. 
 
A fully functional ubicomp system requires a great software support [8], namely: (1) libraries, 
containing sets of specific procedures, (2) frameworks, which provide a generic, flexible and 
scalable base for ubicomp applications, (3) toolkits (e.g., Context Toolkit [9]), which facilitate 
the process of creating ubicomp services providing common functionality and reusable 
components, (4) service infrastructure (i.e., middleware systems [10, 11]), offering a whole 
ready-to-work technology and tying all the elements together. Advanced data processing 
algorithms are also employed in such systems. Information (after having been collected) has 
to be analyzed. This is the place for data mining and knowledge discovery techniques. 
 
This paper is organized as follows: first, a sample system is introduced (Section 2), then a 
generic ubicomp system is presented (Section 3). Next, advantages of Bayesian networks to 
be employed as the reasoning engine are shown in Section 4. The paper is summarized in 
Section 5. 
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2 Sample ubicomp system 
Notification Platform [4] developed by The Decision Theory and Adaptive Systems Group 
(DTAS) at Microsoft Research is one of the most mature existing ubicomp system. The 
authors of the project highlight the psychological aspects of human-computer interaction. It is 
widely known that people have quite limited cognitive abilities: we cannot share our attention 
into many things, we easily get disrupted and finally, we hardly can remember short-term 
information, especially one supplied in great amounts. Since we are surrounded by many 
sources of potentially disruptive information sources, a super-system (taking over other 
systems) my be very useful. The system could collect information from its sub-systems and 
then make decisions whether to pass the pieces of information to the end user.  
 
The main purpose of Notification Platform (which is the super-system in this case) is to 
decide whether to inform the user about incoming messages (e.g., e-mail, instant-messaging 
information) or not. For every message collected by Notification Platform a so-called 
expected cost of delayed review is computed. If the cost is of a fewer value than a certain 
threshold, the message is going to be set aside, and must wait for more appropriate time. 
Otherwise, the message will be passed to the user immediately. 
 
There are two types if information that reach Notification Platform: contextual information 
and messages themselves. The context is taken into consideration when taking decisions 
about passing a message to the user (in context here we mean the answer to the following, or 
similar, questions: what is the user doing? is she focused on something? is she relaxed? 
smiling? laughing?). An important issue of this project is that the meaning of the messages 
also contribute to the context - the fact that a message has been classified as a spam message 
can greatly influence the expected cost of delayed review.  
 
Certainly, the main sources of contextual information are various sensors. By a sensor we 
understand not only a hardware sensor but any source of data (which can be a software 
module or even a whole application). For instance, Notification Platform examines the 
activity the operating system, which may be treated as a specific sensor in this case. Next, the 
lower level data is processed into higher level data. For instance, the information `there are 10 
applications running and taking 12 per cent processor’ may be transformed into the 
information `the user is working hard’.  Sensors used here include: cameras, microphones, 
calendar, personal electronic organizer, programs being run, computer mouse pointer and 
possibly many more. The cameras are used to get facial expressions of the user, thus the user's 
attention can be examined. Microphones are constantly in the listening mode getting 
additional information from the environment. Personal organizer's entries and all running 
programs are also valuable source of information and contribute to the overall context. 
 

3 Generic multisensor ubiquitous computing system 
The application described in the previous chapter shares some features with several others, 
e.g., Smart Kiosk [12] and MIRA [13]. Initially, such systems use sensors to get relevant 
informations about the world of interest. In this article we discuss systems of the architecture 
shown in Fig. 1. Such a system is typically used to acquire so-called contextual information 
and is a good base to create context-aware applications [14], i.e., applications, which are 
aware of their actual situation (location, devices in proximity, etc.). 
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Figure 1: Generic multisensor ubiquitous computing system 
 
The left part of the figure shows a group of sensors. Every sensor generates a stream of data, 
which we call here lower level context. The data could be temperature, light level, orientation, 
a detected ID number, etc. Naturally, the information collected here (e.g., that the temperature 
at the sensor 1 is 20 degrees) may be directly conveyed to the context-aware application. Very 
often however, we use many sensors to acquire much more reliable context information [15]. 
Every sensor contributes to, what we call, higher level context.  
 
An example: we would like to know the temperature in a room. Since it is a sunny day, a 
single sensor could be reached by sunlight, thus affecting its sensed temperature. In a 
multisensor environment (say, a pair - a temperature and light sensor), there are more than 
one stream of data. Even a simple reasoning mechanism may take advantage of an additional 
light sensor to be warned: `be careful - it is sunny today’. Moreover, in case of multiple 
temperature sensors, only those most reliable ones may be used to compute the higher level 
context temperature. The context engine in the Fig. 1 (known also as an aggregator [9] or 
context synthesizer [16]) generates more abstract information than that acquired from sensors, 
e.g., `there are 3 to 5 people in the room’ or `Adam has just left’. The top level context is the 
highest abstraction level of the contextual information. It makes use of all data from sensors, 
user preferences, former behavior of the user and, sometimes, it even makes some predictions 
about user's future actions. For example, when in a room is about 27 degrees Celsius and the 
system detects that there is a small child in the room, the system would say: `It is far too hot’. 
Once acquiring such information, a cooling system might be turned on. 
 

4 Using Bayesian networks to reason under uncertainty  
Context engines shown in Fig. 1 perform quite an important action: they reason under 
uncertainty. The uncertainty in the ubicomp systems comes from many sources. Firstly, 
sensors are usually not fully reliable. For instance, a motion detector may be able to detect 
people in 95 per cent of cases. On the other hand, some sensor may be more prone to cause 
false alarms, e.g., a face detector claims it has recognized a particular person while it has not. 
Yet another thing is that context engines acquire data from multiple sensors which all may be 
used to acquire a single information, e.g., two or more motion detectors contribute to 
information that a person is (or is not) in the room. The reasoning problem described here is 
usually referred to as classificaton. 
 
Classification in ubicomp systems is non-trivial since two sensors can provide the context 
engine with totally different information. Additionally, as it occasionally happens, data from 
some subset of sensors is not accessible (we say in such cases then data is incomplete). Data 
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can also be spoiled by some external influences (e.g., the influence of sun rays on a 
temperature sensor). Such data is referred to as noisy. The last issue is that ubicomp systems 
may be very big and complex. Accumulating evidence and taking advantage from as much 
information as possible requires employing special techniques. 
 
Bayesian networks (or belief networks, BNs) have been chosen for their attractive properties 
for an ubicomp environment [17]. BNs are acyclic directed graphs, consisting of nodes and 
arcs (that link the nodes together). Nodes represent random variables, while arcs - 
dependences among them. Note that dependencies between variables do not rely on actual 
probabilities of variables. Moreover, in spite of the name, Bayesian networks do not require 
any Bayesian statistics (e.g., naive Bayes classifiers) to be employed in definition the 
dependences (but they usually are). A simple Bayesian network is depicted in Fig. 2. 
 
 

 
 
 
 
 
 

Smoking 

Lung cancer 

Genetic   
predispositions

 
Figure 2: Simple Bayesian network 

 
 
Arrows of the arcs show which node influences the other, e.g., if there is an arrow from the 
'smoker' node to the 'lung cancer' node it means that smoking may cause lung cancer - not 
necessarily vice versa. But it does not forbid us to reason about smoking habits of a person 
given her medical record. Since Bayesian networks determines a joint probability for all 
variables (represented by nodes), two methods of reasoning are provided: top-down and 
bottom-up [18]. A top-down reasoning is when we know that a person smokes 50 cigarettes 
daily and we would like to know what are the odds that the person has a lung cancer. Bottom-
up reasoning is when be know that a person has lung cancer and we would like to know the 
probability that she smokes more than 50 cigarettes daily.  
 
The most important advantages of Bayesian networks are as follows: 
 

• Bayesian networks provide an economical representation of data and relations among 
them: a node is usually related to up to several other nodes, and no other information 
is needed to compute the desired values. All those advantages make Bayesian 
networks potentially very good tool to be introduced to ubicomp systems. 

• Bayesian networks can easily handle incomplete data. This point is especially 
important when the number of sensors in the system is not known a priori (e.g., due to 
dynamic, ad-hoc nature of the system) or in `unreliable' systems, where every stream 
of data may appear and disappear in time. Bayesian networks always give result 
(usually referred to as most probable explanation, MPE), even if that explanation may 
be quite uncertain. An example of dealing with missing data may be Monte-Carlo 
(sampling) method to compute a non-existent variable from the rest. 

• Bayesian networks allow to learn about casual relationships. Many artificial 
intelligence/knowledge discovery techniques are not that flexible. Once learned, they 
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cannot adjust their behavior to newly happened situations, especially short-term and 
casual. 

• when combined with Bayesian statistical techniques, Bayesian networks allow using 
domain knowledge and data. It is crucial in context-aware systems, which usually use 
very detailed models of certain environments. Models of human behavior and physical 
phenomena may be linked with the Bayesian network in relatively easy way. In the 
example above we used some characteristics of sensors as domain knowledge. 

• Bayesian networks help avoiding so-called over-fitting of data, which is a very 
common problem in machine learning. Over-fitting is usually caused by complexity of 
the model very adequate for specific test data but not for general data. BNs very often 
imply simplicity so over-fitting rarely appears. 

 

5 Conclusions 
This paper discussed knowledge ubiquitous computing systems’ need for good reasoning 
techniques. Bayesian networks are a very interesting choice. They can be combined with 
other knowledge discovery technologies such as neural networks and fuzzy sets and 
techniques/algorithms that allow automatic network generation, introduce dynamism to the 
network, etc.  However, the strengths and weaknesses of the methods and techniques 
available must be taken into consideration before they are going to be chosen as a reasoning 
engine for a ubicomp system.  
 
Ubicomp systems, in spite of their undoubted utility, raise many questions concerning privacy 
issues. Some of them seem to be of big-brotherish type. Many people may not be willing to be 
under constant computers' (and probably - other people's) surveillance. Even in such cases 
reasoning techniques could be employed to compute expected cost of loss of privacy versus 
increased utility and comfort of our lives. 
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Abstract: Business management requires analysis of large amount of different data and 
choosing steps, based on gathered information, aimed at all firm’s aspects. It’s an analysis 
of problems, which could lead to financial distress. Such a prediction is based on different 
financial ratios which can show different signals. That’s why synthetic measures must be 
created, they must give clear answer, based on a complex analysis of such factors as 
liquidy or business’s efficiency. In this article an application of the discrete dynamical 
system’s models as a new method of financial distress prediction will be proposed.  

1 Introduction 
The symptoms of financial distress appear usually earlier than the effects of the coming crisis 
will have catastrophic results on firm. It should be emphasized, that situations where it is 
necessary to evaluate condition are universal and may be concern as being made internally 
and externally. The external condition evaluations contain cases of analysis of credit risk 
made by banks. In case of these subjects, credit risk estimation allows capital donors to avoid 
'lost credits'. 

 
There exist methods of evaluation of chosen aspects of firm’s functioning, based of financial 
analysis ratios, which allow estimating particular areas of business. Their biggest difficulties 
in deploying are different signals which can be generated by ratios from different groups (e.g. 
bankruptcies of efficient firms). In such cases it’s impossible to make a clear decision without 
using synthetic measures, that allow to estimate overall business’s state. 

 
 The past Beginning of crisis Crisis appears Bankruptcy

Normal functioning Hidden crisis Visible crisis

E1 E2 E3 E4 

P1 P2 P3

 
Fig. 1 Stages of crisis and areas where Early Warning System can be used 
 
Early Warning System, in case of financial distress, should help to identify crisis’s symptoms 
in P2 period. In this period firm is entering area where its existence can be put in danger. Clear 
proofs of crisis cannot be observed without firm’s investigation. Thus crisis exists but isn’t 
clearly visible. It’s crucial to find out, that firm is heading for a distress (bankruptcy in the 
worst case) in time when rescue procedures can be used (P2), rather than in time where 
crisis’s presence is obvious and it is much harder to make healing steps (P3).  
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2 Previous researches 
First quantitative model, estimating financial distress probability, was model constructed by 
E.I.Altman [1] or [2]. Using LDA (Linear Discriminant Analysis) Altman created a model, 
which even now is a point of reference for most of researchers. Discriminant analysis was the 
most popular method of financial distress prediction e.g. [4] till middle of the eighties. 
 
However LDA usage is problematical because of the requirements of variable’s normal 
distribution, which has not the confirmation in reality. This as well as others limitations (e.g. 
the linear character of division of multidimensional space) forced to develop alternative 
methods of the crisis’s prediction. Another popular method used since eighties is logit 
analysis, which was first deployed by J. Ohlson'a [8]. 
  
The nineties began the period of neural network usage in systems forecasting enterprise crisis. 
Among many works from this period Wilson and Shard [12] or Tyree and Long [11] can be 
mentioned. Researches on usage of neural networks in crisis prediction last and newer kinds 
of nets are used (Tung, Quek, Cheng [10] or Atiya [3]).  

3 Results of preliminary experiments 
An experiment database contained 110 financial statements, 66 from bankrupt firms and 44 
from existing (in the moment of database construction). A set of financial ratios was 
calculated using financial analysis. From this set, after significance tests, a group of 8 
variables was separated. These variables were used as bankruptcy indicators. In the first case 
all 8 variables were used, in other case only 4 variables, with highest significance levels, were 
deployed. 
 
Experiments were done with usage of 3 different classification methods. At the beginning, 
two simplest methods were used: Nearest Neighbor and Nearest Mean. These algorithms are 
examples of clustering classification methods. Clustering bases on a space division onto areas 
where similar values of class assignment can be observed. It’s a simple, but in many cases 
effective method. Especially there, where strong non-linearity exists and it’s hard to calculate 
assignment function. The results of classification based on clustering rules can be found in 
Tables 1 and 2. 
 

Table 1 Classification results, Nearest Neighbor used  

 Actual  Actual  

4 variables Bankrupt Non-
bankrupt 8 variables Bankrupt Non-bankrupt 

Bankrupt 46 24 Bankrupt 54 27 

C
lassified Non-bankrupt 20 20 Non-bankrupt 12 17 

 

27 



IWCIT’03 
 

 
Table 2 Classification results, Nearest Mean used 

 Actual  Actual  

4 variables Bankrupt Non-
bankrupt 8 variables Bankrupt Non-bankrupt 

Bankrupt 35 10 Bankrupt 45 17 

C
lassified Non-bankrupt 31 34 Non-bankrupt 21 27 

 
In next stage the most popular method of financial distress was used – Linear Discriminant 
Analysis (LDA). The coefficients of 2 discriminant functions were calculated (Table 3) using 
this method. A cutoff point was set at level of 0, where values above meant firm from ‘non-
bankrupt’ group.  
 
Table 3 The values of LDA functions coefficients 

Variables LDA coefficients 
(4 variables) 

LDA coefficients 
(8 variables) 

C1 -0.3957 0.59089 
C2 2.4853 -0.08902 
C3 0.5873 -0.14498 
C4 1.4949 1.9716 
C5 - 0.012686 
C6 - 0.716 
C7 - 1.1535 
C8 - 0.051774 

 
Using created LDA functions classification procedure was undertaken. The results of LDA 
classification can be found in Table 4. 
 
Table 4 Classification results, Linear Discriminant Analysis used 

 Actual  Actual  

4 variables Bankrupt Non-
bankrupt 8 variables Bankrupt Non-bankrupt 

Bankrupt 61 24 Bankrupt 57 25 

C
lassified Non-bankrupt 5 20 Non-bankrupt 9 19 

 

4 Static vs. dynamic 
Analysis of researches undertaken so far show a static attempt to problem of the financial 
distress prediction. Static evaluation is being made on a base of values from certain moment 
in time. Consideration of character of the reality leads to a conclusion that past also has effect 
on business’s current outcome. The past affects make crisis prediction a dynamic problem 
instead of a static one. Therefore deployment of dynamical systems is thought to be a better 
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problem’s solution than a static model, where probability of distress is calculated without 
bygone financial data. 
  
The admitted methods used in crisis prediction do not operate well in transition economies, 
where business conditions are not so formed as conditions in countries where free market 
economy lasts for tens of years (Table 5). Thus model’s verification performed in conditions 
of an emerging market may be treated as an excellent, demanding test for a method of crisis 
prediction. 
 

Table 5 The Comparison of LDA classification quality in different market conditions (Poland 
and the USA) 

Classified 

Altman 2000 (USA) Pietruszkiewicz 2003 (Poland) Actual 

Bankrupt Non-bankrupt Bankrupt Non-bankrupt 

Bankrupt 90.9 % 9.1 % 92.4 % 7.6 % 

Non-bankrupt 3.0 % 97.0 % 54.5 % 45.5 % 

 

As it can be seen in Table 5, LDA quality of ‘Non-bankrupt’ group classification in case of 
transition economy is very low (prediction error is higher than correct prediction). Therefore 
new methods of prediction of financial distress must be developed, methods that will be more 
sophisticated and thus more adequate to challenging requirements of today’s world . 
 
The previous researches were based on static methods of estimation of firm's abilities to 
survive. A firm definitely is a dynamic object, therefore consideration crisis also as a dynamic 
phenomenon can be considered as a good attempt. 
 

ig. 2 A comparison of static and dynamic firm’s rating 

he Discrete Dynamical Systems are free from the defect mentioned above. Therefore the 
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deployment of DDS in process of firm's condition estimation will be closer to processes 
taking place in the reality. 
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5 Proposed method 
Due to limitation of existing methods of financial distress prediction forecasting, a new 
alternative will be tested. In this method DDS (Discrete Dynamical System) model will be 
used. DDS in the linear form (and state-space) can be presented as:  

 
 

kkkkk
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uBxAx

+=
+=+1 (1) 

 
 
 
where: 
uk – input variables, 
xk – state variables, 
yk – output variables, 
 
A parameters estimation (object identification) process is a next step that will be undertaken 
by author in future experiments and papers. The results of preliminary experiments shows that 
known methods of financial distress prediction aren’t adequate to polish conditions, where 
market’s transition is still proceeding and firms aren’t functioning in environment. Thus an 
application of Discrete Dynamical Systems could be a chance to improve capabilities of 
methods of financial distress. 
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Abstract: Vertical partitioning (VP) is an optimization method that can be successfully 
applied to query-intensive information systems such as data warehouses. The research 
presents the mixed partitioning solution with non-uniform vertical fragments created 
within horizontal partitions. Then the issues that should be considered in VP algorithms are 
described. One of these issues is the cooperation between vertical partitions and indices 
built on an examined table. Finally the possibility of automated VP in self-managing 
systems is discussed. 

1 Preface 
Vertical partitioning was recognized as a database performance optimization technique a long 
time ago, but it has not been widely used in real systems. In the vast majority of transactional 
systems there is actually no need to partition the data vertically. Standard non-partitioned 
schema is well-known, universal, and efficient enough to answer a variety of questions. 
 
With the advent of data warehouses [1] and their huge data volumes, the search for more 
effective storage and faster access methods has been intensified. Data warehouse advanced 
applications such as OLAP (on-line analysis systems) and DM (data mining) systems 
particularly need – not only efficient algorithms, but also especially well-fitting database 
structures. The basic optimization techniques developed for these kinds of systems comprise 
of specific indices (bitmap, projection, bit-sliced, star join, bitmap join), access algorithms 
(star query, star transformation), data storage techniques (DataIndex, data cubes, 
compression), materialized views and data partitioning [2,10]. 
 
Horizontal partitioning (HP) is a common solution applied to data warehouse fact (base) 
tables [3]. This technique divides (partitions) data into smaller subsets, to limit the volume of 
information processed by database and to facilitate parallel execution of queries. Various rules 
have been introduced to govern the division (e.g., affinity based, cost base, data driven [2]). 
The most practical solution is to partition data by a certain attribute of the time dimension 
(e.g., year, quarter or month). This method corresponds to the key role of time in OLAP/DM 
analysis. Another crucial feature of HP by time attribute is the natural possibility to choose 
the length of the maintained time-window of information (e.g., 5 years) and to archive older 
data (partitions). HP also has some disadvantages, for example, it may decrease the system 
performance if the submitted queries span more than one partition and is sensitive to changes 
in users’ activity patterns. 
 
Vertical partitioning (VP) divides data by attributes that form the schema of the object. The 
groups of attributes are created to match the requirements of queries that are submitted by 
users. Partitions usually comprise attributes that are often used together. Depending on the 
design assumptions, the created vertical fragments can be overlapping or non-overlapping. 
The main drawback of VP is the necessity to join the data for queries that affect multiple 
partitions. This operation is more expensive than the one, which is performed on disjoint 
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horizontal partitions. Therefore, VP is very sensitive to changes in users’ activity patterns and 
may cause performance problems for new emerging queries. This partitioning strategy 
requires occasional verification, which may indicate the need to rebuild the partitioning 
schema. In this case, the maintenance costs may be high. VP should not be used, if queries 
involve most of the attributes of the object and when densities of retrieval are relatively small. 
Despite the drawbacks of both horizontal and vertical partitioning, the possible gains from 
using these techniques cannot be omitted. 
 

2 Vertical partitioning in data warehouse designs 
The main advantage of using a VP table is faster access to data for queries that relate to 
columns stored in one of its partitions. VP tables are especially useful in cases of very big 
tables (in size and in the number of columns) and queries (especially full scan operations) that 
use only a vertical subset of their data. Data warehouse environments, which are often 
affected by performance problems, are the main areas of the application of partitioning. 
 

2.1 Non-uniform vertical partitioning 
The two ways of partitioning offer potential optimization, but the practical advantages of HP 
make this technique superior to VP. I believe that the most promising solution is mixed 
partitioning with the dominance of HP. HP by the time attribute is evident in data warehouse 
systems, and it should always be considered as the main partitioning technique. Within 
horizontal partitions, which can have considerable sizes themselves, vertical partitions can be 
created. To meet the requirements of queries exactly, it is proposed to introduce the 
non-uniform VP, which means that in every horizontal partition its vertical partitioning 
schema may be different (Fig.1). This proposition is derived from the premise that query 
patterns may differ per horizontal partition (time period). Queries that refer to the newest data 
may concern other attributes than queries referring to older information. The daily reports 
may present current values, the OLAP analyses may operate on longer period data and then 
concentrate on the most up-to-date information, whereas data mining techniques usually 
engage the whole set of data. 
 

 

 

 
 
 
 
 
 
 
 

 
 

ID1  ID2 ID3 F1 F2 
100 1 1 2.3 1.1 
100 1 2 3.4 2.2 
…     

200 1 1 8.1 2.3 
200 2 2 9.2 4.1 
…     

300 1 3 7.4 2.3 
300 2 1 5.2 2.1 
…     

ID1 ID2 ID3 F1  F2 
100 1 1 2.3  1.1 
100 1 2 3.4  2.2 
…      
      

ID1 ID2 ID3 F1 F2  
200 1 1 8.1 2.3  
200 2 2 9.2 4.1  
…      
      

ID1 F2  ID2 ID3 F1 
300 5.2  1 3 7.4 
300 2.1  2 1 2.3 

Fig. 1 Non-partitioned table and its implementation as a horizontally and vertically 
  partitioned object 
 
The next extension to the storage schema presented on Figure 1, may include diversification 
of database page sizes used to store vertical fragments, which may further improve 
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performance. For the same performance reason, the vertical partitions can be overlapping (see 
below). 
 
The implementation of VP should be transparent to users. The realization of partitioning on 
the database management system level does not generate additional maintenance costs and 
preserves the original schema of the object. The implementation of both horizontal and 
vertical partitioning services on the application level may be troublesome and less effective. 
 

2.2 Factors that influence the vertical partitioning algorithm 
There have been many VP algorithms proposed [e.g., 4,5,12], as they generate results with 
regard to various sets of parameters. The input data to the non-uniform VP algorithm for a 
data warehouse system should define appropriate subsets of queries for every horizontal 
partition. Any individual important query that is likely to appear in the system should be 
analyzed. The anticipated frequency, importance and the type of every query should be 
defined, whether it is a scan or point query and what volume of data it affects. VP by nature is 
intended to accelerate queries that concern large volumes of data. Therefore, point queries 
should have reduced impact on the result or should not be considered at all. The range of 
a query determines the collection of horizontal partitions it affects, and within which it will 
further influence the creation of vertical partitions. Other important inputs to the algorithm are 
the sizes of attributes of the object to be partitioned. The overall information can be written 
down in the form of attribute usage matrix [4]. 
 
Two other factors can influence the outcome of the partitioning process: 

• The implementation of the security subsystem 
• The user on-line activity that is not covered by the set of specified important queries 

 
The security policy that is to be implemented in the system often has a considerable impact on 
its design [11]. The more complex the policy is (e.g., requires row-level security), the more 
compound are the queries executed by a database. The securing process is often realized as an 
automatic on-line modification (rewrite) of the users’ queries according to the current access 
control rules. For that reason, every query that is issued in the secured system, 
additionally uses the attributes on which the security is based, and this fact should be 
reflected in the attribute usage matrix. 
 
Other problems arise directly from the nature of data warehouse and on-line analytical 
systems. Whereas it is often possible to define the set of important queries (e.g., standard 
reports and analysis), there is the additional huge suite of unpredictable queries that can be 
issued interactively by users. These non-standard queries may suffer severe performance 
problems when the partitioning schema does not favor these kinds of questions. The problem 
may be named “the worst query problem”. The most basic representation of the worst query is 
simple select * from table statement (this can be supplemented by the where clause that 
limits the data to specific horizontal partitions). This scan query affects all attributes located 
in all vertical fragments. Therefore this query, associated with the appropriate frequency 
factor, should be added to the attribute usage matrix. The frequency factor should be 
chosen carefully. If the worst query frequency is set too high, the partitioning algorithms tend 
to form only one partition which schema is identical to the initial table. 
 
Both of the described factors bring about tighter ties between attributes, which usually 
results in less number of vertical partitions. 
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Because of the volume of data, the basic VP algorithms should generate non-overlapping 
partitions. Whereas the overlapping VP is not recommended for data warehouses, it may be 
useful for systems with fine-grained access control. In this case the attributes used in 
security procedures should be replicated in every partition that eliminates the unwanted join 
operation between vertical fragments. To preserve the possibility of record identification 
within partitions, the implementation of VP in data warehouse systems should not duplicate 
the primary key in every fragment, but should be based on the introduction of artificial 
surrogate keys. 
 

2.3 Vertical partitioning and indexing 
To provide the most effective database schema, the partitioning should be considered together 
with other optimization techniques, especially with indices. Having assumed the existence of 
HP, a designer should choose the appropriate VP and additional indexing. 
 
There are many index types designed especially for data warehouses. The question arises 
whether – with the increased use of these indices – the introduction of VP may still bring 
better results. As VP supports the reads of partitioned data, the query benefits from VP in both 
selection and projection phase of its execution. In the selection phase, VP supports the faster 
access to non-indexed information, because the data can be read quicker for examination. On 
the other hand, if the selection phase is realized by the use of indices and produces the result 
set containing the identifiers of accepted records (ROWIDs), then the profit of faster reads of 
the selected data is still more evident. Therefore, one can classify VP (HP) as different and 
independent level of optimization, which closely co-operates with existing indices.  
 
The co-operation can be so close that the concept of vertical partitioning may be unified with 
the idea of indexing. The proposed projection index [9] consists of a stored sequence of 
attribute’s values. The structure of the index is very simple and its contents are identical to the 
column on which it is based. The index can be especially useful in performing sum, average 
and column-product operations, and it behaves like a single attribute vertical partition. The 
similar but more advanced idea lies behind the concept of the positional index [7] (also called 
DataIndex [8]). In this case, the indexed data is taken out form the table and stored only in the 
index. This allows to avoid the duplication of information and the estimated storage savings 
are considerable. Positional index evidently partitions the data vertically. In data warehouse 
applications, the positional index should be defined on every attribute constituting the primary 
key of a fact table. The fact columns remain non-partitioned. There are also examples of 
systems [6] that use the architecture of fully partitioned objects, in which every attribute is by 
definition stored in a separate vertical fragment. This eliminates the problem of VP sensitivity 
to the query patterns. 
 

3 Vertical partitioning in self-managing systems 
As database systems become increasingly complex, their designers and administrators lose 
their ability to trace dependences and interactions among database components. The runtime 
maintenance and optimization of a database storing a large number of tables and performing 
huge quantities of complex multidimensional queries becomes a very troublesome task. To 
avoid the loss of processing efficiency and assure sufficiently quick responses to changing 
demands systems must be self-managing. 
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Database optimization modules gather information that helps run user queries. Additionally to 
data statistics and histograms, the DBMS may collect texts of queries, their execution times 
and table usage statistics. The system itself (relying on this information) may develop a new 
adapted database profile and change its current physical database schema. The subjects 
monitored in up-to-date data warehouse systems usually include indexing and aggregation 
strategies. More sophisticated physical storage reorganization algorithms could manage the 
parameters of horizontal and vertical partitioning, page sizes of a database storage unit 
and even migration of database objects (or its partitions) among different storage devices. 
The rule of migration should trigger the move of more frequent accessible objects to faster 
devices. In the case of VP, different partitions can be stored on different devices effectively 
accelerating the read operations. The reorganization algorithm can be called out on a timely 
basis or on occurrence of specific events (e.g., data warehouse loads). Self-managing 
databases will lead to systems without explicit indexing and partitioning, which will be done 
automatically without the assistance of an administrator.  
 

4 Summary 
The performance is one of the most important factors in a database system. The efficient 
execution of users' queries is especially crucial in data warehouse environments, in which 
users intend to do interactive analysis of data and apply complex data mining algorithms. 
Vertical partitioning is one of many optimization methods that can be successfully deployed 
in such critical systems. When applied within the horizontal partitioning – to further improve 
the system response – the non-uniform vertical partitioning may be implemented (Fig.1). This 
solution may be the most optimal for the existing query pattern. 
 
Various factors affect the outcome of the algorithm that is used to determine vertical 
fragments. The optimal VP algorithm applicable to a data warehouse system should address 
the following issues: 

• Creation of overlapping fragments with regard to storage limits 
• Undefined query patterns in OLAP systems (the worst query problem) 
• Impact of the security subsystem 
• Application of indices (projection, positional, bitmap, btree) 
• Characteristics of queries: frequency and importance factors, type (point or scan) 
• Characteristics of attributes: size 

Before application of the results generated by the algorithm, the impact of VP on the data load 
(ETL) processes should be considered. The introduction of partitioning usually induces 
additional processing on data modification (DML) operations, and may unacceptably prolong 
the data load operation. 
 
Despite the introduction of new indexing methods (that in fact implement vertical 
partitioning), the traditional (mixed) VP can still be useful. The projection and positional 
indices cannot be (so far) composite (defined on several attributes) so they favor the query 
patterns concerning single attributes. Furthermore, they are not the optimal solution to answer 
every query (e.g., they have not the feature of evaluating the Boolean operations as bitmap 
indices have). The projection index requires additional storage and maintenance cost. In real 
data warehouse systems the use of VP may still be more efficient than the application of the 
described new solutions. 
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Traditional VP should be considered as a reasonable alternative between the ordinary non-
partitioned and the novel fully partitioned systems. With regard to new requirements 
(e.g., security, changing query patterns) and the introduction of new types of indices, it seems 
that the number of vertical partitions should not be to high – two or three fragments created to 
optimize the execution of specific questions might be the most optimal solution. 
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Abstract: The paper is specialized in problems of software support for creation and 
evaluation of fuzzy models. The subject of the paper is the library of procedures, which are 
realized in the C programming language. In programs, which are created in the C 
programming language, these procedures allow creating fuzzy models with inputs, outputs 
and knowledge bases, including their modifying and evaluating results. The library with 
procedures is complying with the ANSI C standard, which ensures its full compatibility 
with the C programming language compilers (ANSI C compatible) for various 
microprocessors. 

1 Introduction 
In many processors, which support the implementation of fuzzy systems through the use of 
the special instructions (fuzzy instructions), we are encountering the problem, that these 
implemented instructions allow to build only the simple fuzzy systems. As an example, we 
will use processors HC12 series (manufactured by Motorola) in this paper. 
 

2 Disadvantages of the implemented fuzzy instructions of 
the processors HC12 series 

The shape of input values is definable only through the use of trapezoidal wave of 
membership function (eventually by some modifications of this wave – triangular wave, 
singleton). The fuzzy variable can acquire only values from the integer interval <0, 255> 
(only 256 values). The membership function can also acquire only values from the integer 
interval <0, 255>. (Of course, we are meaning here the membership function, which is 
implemented in the Motorola processors HC12 series. So, the result of this function 
(instruction MEM) is the integer value in the range from 0 to 255. When we divide this result 
by the number 255, we’ll get the real value of the membership function.). The output variable 
can acquire only values of the singleton shape. There is only one method implemented in the 
processors HC12 used for defuzzyfication (the weighted average method), which is described 
in the literature [1]. It is possible to use only the crisp number for the request input. 
Implemented instructions support only the Mamdani model, not the Takagi-Sugeno model. 
All disadvantages mentioned here are described in detail in the literature [4]. 
 

3 “fuzzylib” - the library of the fuzzy procedures 
So, this were some problems and disadvantages of the implemented instructions of the 
Motorola processors HC12 series, which are largely limiting the possibilities of these 
processors to work with various types of fuzzy systems and are limiting themselves to the 
small group of fuzzy systems only. For this reason was necessary to create a tool, which 
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would extend a possibilities of working with fuzzy systems and would give a possibility to 
use the processor HC12 more effectively in the selected area. The library of fuzzy procedures 
named “fuzzylib” became this tool. 
 

3.1 List of all procedures implemented in the library “fuzzylib” 
Now, we’ll name all the created procedures, which the library “fuzzylib” contains. The 
procedures are showed without input parameters and without return values. They are divided 
into basic groups according to its function. 
 
The procedures used for editing input and output variables: 
1) Procedure AddFP 
2) Procedure AddFPInValueT 
3) Procedure AddFPInValueE 
4) Procedure ModifyFPInValueT 
5) Procedure ModifyFPInValueE 
6) Procedure DeleteFPInValue 
7) Procedure DeleteFPInValuesChain 
8) Procedure DeleteFPIn 
9) Procedure GetFPInValueT 
10) Procedure GetFPInValueE 
11) Procedure GetFPInLength 
12) Procedure GetFPInValuesChainLength 
13) Procedure AddFPOutValueT 
14) Procedure AddFPOutValueE 
15) Procedure AddFPOutCChain 

16) Procedure AddFPOutValueC 
17) Procedure ModifyFPOutValueT 
18) Procedure ModifyFPOutValueE 
19) Procedure ModifyFPOutValueC 
20) Procedure DeleteFPOutValueC 
21) Procedure DeleteFPOutCChain 
22) Procedure DeleteFPOutValue 
23) Procedure DeleteFPOutValuesChain 
24) Procedure DeleteFPOut 
25) Procedure GetFPOutValueT 
26) Procedure GetFPOutValueE 
27) Procedure GetFPOutValueC 
28) Procedure GetFPOutLength 
29) Procedure GetFPOutValuesChainLength 

 
The procedures used for editing the rule base: 
30) Procedure AddRule 
31) Procedure AddRuleValue 
32) Procedure ModifyRuleValue 
33) Procedure DeleteRuleValue 
34) Procedure DeleteRuleValuesChain 

35) Procedure DeleteRule 
36) Procedure GetRuleValue 
37) Procedure GetRulesLength 
38) Procedure GetRuleValuesChainLength 

 
The procedures used for editing requests: 
39) Procedure AddCrispValueAsk 
40) Procedure AddFPValueAsk 
41) Procedure AddFuzzyValueAsk 
42) Procedure AddFuzzySetTAsk 
43) Procedure AddFuzzySetEAsk 
44) Procedure ModifyCrispValueAsk 
45) Procedure ModifyFPValueAsk 
46) Procedure ModifyFuzzyValueAsk 
47) Procedure ModifyFuzzySetTAsk 

48) Procedure ModifyFuzzySetEAsk 
49) Procedure DeleteAsk 
50) Procedure GetAskType 
51) Procedure GetCrispValueInAsk 
52) Procedure GetFPValueInAsk 
53) Procedure GetFuzzyValueInAsk 
54) Procedure GetFuzzySetTInAsk 
55) Procedure GetFuzzySetEInAsk 
56) Procedure GetAskLength 

 
The procedures used for evaluating the results and for managing these results: 
57) Procedure CheckData 
58) Procedure Fuzzification 
59) Procedure EvalueCuts 
60) Procedure DeleteCuts 

61) Procedure GetCutValue 
62) Procedure GetCutsLength 
63) Procedure EvalueOutput 

 
The procedures used for managing main pointers, memory and error variables: 
64) Procedure AddPointers 
65) Procedure SelectPointers 
66) Procedure DeletePointers 

67) Procedure GetPointersLength 
68) Procedure FreeMemory 
69) Procedure GetError 
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3.2 The short description of the procedures 
The procedures used for editing input and output variables: 
These procedures are used for adding, deleting and viewing variables in the system, for 
adding, modifying, deleting and viewing values belonging to them. It is possible to work with 
input values, whose fuzzy values are expressed by a membership function of a trapezoidal or 
exponential wave. If we use the inference model Mamdani, values of the output variables can 
be expressed in the same way. But we can also use the Takagi-Sugeno model. In that case the 
output variables will acquire values in the shape of the regression function. 
 
The procedures used for editing the rule base: 
It is a group of procedures, which enable to work with a rule base of the fuzzy system. The 
rules can be added, modified, deleted and of course also viewed by individual procedures. 
 
The procedures used for editing requests: 
The procedures contained by this block are used for adding, modifying, deleting and viewing 
requests.  The requests could be set by entering a crisp number, fuzzy number, using the value 
of an existing fuzzy variable or through the use of a common fuzzy set with a membership 
function of the trapezoidal or exponential wave. 
 
The procedures used for evaluating the results and for managing these results: 
These procedures are the most important procedures the library “fuzzylib” contains. There is 
placed the procedure named “Fuzzyfication”, which is used to perform the fuzzyfication of 
the inputs. There is also the procedure named “EvalueCuts”, which is used for evaluating 
values of all cutting coefficients of the values of output variables. The procedure 
“EvalueOutput” is used to perform the defuzzyfication of the results and is offering even five 
methods, how to do the defuzzyfication (weighted average (centre of gravity), centre of sums, 
smallest of maximum, largest of maximum, middle of maximum). Important is also the 
procedure “CheckData”, which is used to perform the correctness check of the user created 
structure of inputs and outputs, so that there will not arise any errors during the evaluating of 
results. 
 
The procedures used for managing main pointers, memory and error variables: 
Through the use of the procedures the library “fuzzylib” contains, we are able to create not 
only one, but even more different autonomic fuzzy systems. This is possible by using the 
pointer structures (described in detail in the literature [4]), which are used for storing all data 
in the memory. Each fuzzy system is created by specially connected pointer chains with the 
beginning in the starter pointer. These starter pointers can be grouped into another chain, so 
there can arise more separated fuzzy systems. This is possible just because of the procedures 
from this block. 
 
Functions of all the procedures from the library “fuzzylib” are in detail described in the 
literature [4], including the meaning of their inputs, outputs and error messages. 
 

4 Choosing the programming language for implementation 
of the procedures of the library “fuzzylib” 

During programming of the processor HC12 is the work with implemented instructions 
MEM, REV, REVW and WAV being done using the low-level programming language – 
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assembler (this involves many other processors with the fuzzy technology support). The work 
on this level is (according to compiling the code) very reliable, because we are working 
directly with processor’s instructions and so we don’t need to use any compiler, which 
converts a program’s text into sequence of instructions of the concrete processor when 
programming in a high-level language, and which can do some error during the compilation. 
But the low-level programming can be (from the side of a programmer) very difficult and 
during the solving of complex tasks it becomes blind and is causing, that the programmer 
does many needless mistakes. Because of the lucidity and simplicity of the library “fuzzylib” 
programming, there was used the high-lever programming language supported by many 
compilers, not only for the Motorola processors HC12 series, but even many others, and it 
was the language C. 
 

4.1 Implementation of the procedures in the high-level 
programming language C 

So, the implementation of the procedures of the library “fuzzylib” was made in the 
programming language C. All data structures and procedures were implemented though the 
use of basic commands of the language C, procedures and constants of these libraries: limits, 
float, stdlib and math. These are ones of the basic libraries of the language C, which are 
matching the norm ANSI C, and which are supported by majority of compilers (made for 
HC12 for example by ImageCraft, Cosmic or Metrowerks). For data storing were used only 
the dynamic data structures (various modifications of a dynamic linear list), which means, that 
the only limitation of the amount of informations the fuzzy system being created contains, is 
the dynamic memory of the used processor. The individual procedures were implemented so, 
as they could be maximum resistant against various types of errors, which can be caused by 
programmer, but also by the system, on which is the program, using the procedures, running. 
The errors caused by the programmer are mostly easily predictable and detectable (for 
example a wrong entered procedure parameter or using the procedures in the wrong order). 
But the procedures from the library “fuzzylib” are also protected against mistakes, which 
wouldn’t even occur. It is for example the lost of the address in a pointer variable. If we for 
example create a list of input variables through the use of the procedures, it should be in 
abstract passable from the first item to the last one. But the procedures working with the list, 
doesn’t believe this, and check the passability of the list every time it is used by them. If they 
detect, that the list is not passable, they will end themselves and their output is the current 
error value. In this way we can prevent any problems, which occur by accidental 
disconnection of the list (lost of the address of the next item in the list), and prevent any 
crashes of the program. 
 

5 Testing the procedures 
All the procedures from the library “fuzzylib” were tested through the use of short test 
programs, written in the programming language C. The correct function of the procedures was 
tested including various error situations, which could occur during their using (for example 
wrong entered procedure parameters or breaking the connecting pointers in the dynamic data 
structures).  But this was only one part of the testing process. The next testing phase should 
present, that through the use of the procedures of the library “fuzzylib” is possible to create a 
fully functional fuzzy system. Therefore the program “fuzzyprg” was created through the use 
of these procedures in the programming language C for the HC12 platform, and for the PC 
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platform there was created the program “FuzzyHC12” in the programming language Delphi. 
The programs are described in detail in the literature [4]. 
 

5.1 Example of the test done 
Through the use of the programs “FuzzyHC12” and “fuzzyprg” there was created a fuzzy 
system. The same fuzzy system was also created by the program MATLAB version 5.3 using 
its fuzzy toolbox. The symbols E and F are parameters of the exponential wave of the 
membership function according to the following formula: 

2
2 F)(x

E2
1

ef(x)
−−

=  (1) 
 
Input fuzzy variables: 
 
The name of the variable: Input1 
The shape of values: exponential wave (Gaussian curve)  
 
Table 1  Values of the input variable Input1 

Name E F 
H1 10,25 -100 
H2 12,4 -60 
H3 6,2 -15 
H4 20,6 50 
 
The name of the variable: Input2 
The shape of values: exponential wave (Gaussian curve)  
 
Table 2  Values of the input variable Input2 

Name E F 
H1 10,68 250 
H2 21,4 180 
H3 32,9 60 
H4 12,6 -40 
 
 
Output fuzzy variable: 
 
The name of the variable: Output 
The shape of values: regression function 
 
Table 3  Values of the output variable Output 

Name The shape of the regression function (x1 and x2 are requests on Input1 and Input2) 
H1 y = 2x1 + 3x2 -5 
H2 y = 1,8x1 – 6x2 +2 
H3 y = 5x1 -2,4x2 +10 
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The rule base: 
IF (Input1 IS H1) AND (Input2 IS H1) THEN (Output IS H1) 
IF (Input1 IS H1) AND (Input2 IS H2) THEN (Output IS H1) 
IF (Input1 IS H1) AND (Input2 IS H3) THEN (Output IS H2) 
IF (Input1 IS H1) AND (Input2 IS H4) THEN (Output IS H3) 
IF (Input1 IS H2) AND (Input2 IS H1) THEN (Output IS H1) 
IF (Input1 IS H2) AND (Input2 IS H2) THEN (Output IS H3) 
IF (Input1 IS H2) AND (Input2 IS H3) THEN (Output IS H3) 
IF (Input1 IS H2) AND (Input2 IS H4) THEN (Output IS H2) 

IF (Input1 IS H3) AND (Input2 IS H1) THEN (Output IS H1) 
IF (Input1 IS H3) AND (Input2 IS H2) THEN (Output IS H2) 
IF (Input1 IS H3) AND (Input2 IS H3) THEN (Output IS H2) 
IF (Input1 IS H3) AND (Input2 IS H4) THEN (Output IS H3) 
IF (Input1 IS H4) AND (Input2 IS H1) THEN (Output IS H1) 
IF (Input1 IS H4) AND (Input2 IS H2) THEN (Output IS H2) 
IF (Input1 IS H4) AND (Input2 IS H3) THEN (Output IS H3) 
IF (Input1 IS H4) AND (Input2 IS H4) THEN (Output IS H3) 

 
Entering request: 
Input1 = -83 
Input2 = 150 
 
Fuzzy model used: 
Takagi-Sugeno

Results: 
FuzzyHC12: -200.40 
MATLAB: -200,00 
 
As we can see from the numbers above, both programs are presenting nearly the same results. 
The fact, that the results are not absolutely the same, can be caused by for example various 
errors in calculations, when the programs work with numbers with floating decimal point. 
  
There had been obviously much more similar tests done and all with positive results. Two 
other tests can be found in the literature [4]. 
 

6 Conclusion 
The library of the procedures - “fuzzylib” was created because there had been the demand of 
extending the possibilities of microprocessors in the area of fuzzy modelling. At the 
beginning this demand arose only at Motorola processors HC12 series, but later the library 
was implemented as well as it was complying with all processors programmable in the high-
level programming language C according to the norm ANSI C. Its implementation in the 
language C, which is one of the most used high-level programming language, its portability 
and the immunity against various errors do from it a very strong tool useful for creating 
program applications using the methods of fuzzy modelling. 
 
This paper has been elaborated by the help of grant resources FRVŠ 2003 number 1740. 
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Abstract: The paper presents the research on possibility of using genetic programming for 
an automatic generation of animation of three-dimensional characters (avatars). The 
animation of avatars became a relevant issue in the industry for film, video and games. 
There is a great demand for the solutions that provide true automation of the extremely 
time-consuming animation process. There are researches on creation of autonomous, aware 
of environment, animated characters capable of independent planning of their motion. In 
the proposed approach the animated avatar is treated as an automation executing some 
internal program so that to achieve some well defined goal. This program is created using 
genetic programming technique. 

1 Introduction 
Three-dimensional human-like characters (avatars) are commonly used nowadays in 
interactive systems and the entertainment industry. They are especially popular in movies and 
video games. Although the quality of pictures has been considerably improved during the last 
years the animation is still a major problem. Modern animation packages for film and games 
production apply keyframing approach, which enable the automatic generation of sequences 
between key frames previously created by an animator, and have incorporated limited 
environment awareness and a degree of collision avoidance. However, animated characters 
still move without goals and enough autonomy to make complex decision and interact 
efficiently with their surroundings and other characters.  
 
In recent years there has been a fair amount of research directed toward the goal of 
developing avatars for simulation environments. Much of this work has focused on generation 
of realistically moving human figures (using inverse and forward kinematics) rather than on 
giving characters some autonomy. Therefore any enhancements to avatar behavior repertoire 
are usually very specific with limited scope for extendibility or generalization. Because of 
that, most of the work still have to be done by the animators.  
 
In presented research the author is concentrating on generation of autonomous, intelligent 
behaviors that a virtual human must use to attain its goals in complex environment. There 
were several attempts to make the animated characters more intelligent [1, 6, 7, 8]. Some 
effort has been done so far to achieve this goal using various AI techniques [1], among them 
reinforcement learning (RC) [5]. The RC has been also adopted to control motion of the 
robotic arms [9]. Application of genetic programming presented in this paper seems however 
to be a new contribution. 
 

2 Genetic Programming 
When describing genetic programming, genetic algorithms should be mentioned because of 
their influence on the farmer technique.  
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Genetic algorithms are highly parallel mathematical algorithms that transform populations of 
individual objects (typically fixed-length binary character strings) into new populations using 
operations patterned after natural genetic operations such as sexual recombination (crossover), 
mutation and fitness proportionate reproduction (Darwinian survival of the fittest). Genetic 
algorithms begin with an initial randomly generated population of individuals and then 
iteratively, evaluate the individuals in the population for fitness and perform genetic 
operations on those individuals to generate a new population.  
The important thing established by John Holland, who presented the pioneering formulation 
of genetic algorithms for fixed-length character strings ([2]), is that the genetic algorithm is a 
mathematically near-optimal approach to adaptation. Genetic algorithms also differ from most 
iterative algorithms in that they simultaneously manipulate a population of individual points 
in the search space rather than a single point in the search space. 
 
Genetic programming is an extension of the genetic algorithm in which the genetic population 
consists of computer programs. The book [3] demonstrates that genetic programming 
provides a way to search the space of possible computer programs to find a program which 
solves, or approximately solves a variety of problems from a large number of fields. 
 
Computer programs in genetic programming are represented as parse trees with node types 
chosen by the programmer and depended on the problem domain. Random programs are 
created by choosing a random node type for the root, then choosing a random node type for 
each of its arguments, continuing recursively. A fixed number (say 1000) of individuals 
formed that way create an initial population. Each individual computer program in a 
population is measured in terms of how well it performs in the particular problem 
environment. The measure is called the fitness measure and its nature varies with the problem. 
For example, in the situation of an avatar moving from randomly chosen point to the door the 
fitness could be the distance between the avatar and the door. The closer this value is to zero, 
the better the computer program is. Typically, each computer program is run over a number of 
different fitness cases so that its fitness is measured as a sum or an average over a variety of 
representative different situations. In the mentioned problem these fitness cases represent a 
sampling of different initial avatar’s positions. Usually the computer programs in generation 0 
have a very poor fitness. Nonetheless, some individuals in the population are more fitted than 
others and these differences in performance are exploited by genetic programming. 
 
The two primary genetic operations for modifying the individuals undergoing adaptation are 
Darwinian fitness proportionate reproduction and crossover. The former operation copy 
randomly chosen individuals into the next generation with the fitter individuals more likely to 
be chosen. The crossover operation starts with choosing two parental programs from the 
population with a probability equal to its normalized fitness. Then a random subtree is chosen 
in those individuals and those subtrees are swapped. By recombining randomly chosen parts 
of somewhat effective programs, we may produce new computer programs that are even fitter 
in solving the problem. 
 
Once a population of individuals is created that way, the original individuals are discarded 
and the fitness is assigned to new ones and the process repeats. The force driving this highly 
parallel, locally controlled, decentralized process consists only of the observed fitness of the 
individuals in the current population. This algorithm produces populations of computer 
programs which, over many generations, tend to exhibit increasing average fitness in dealing 
with environment. 
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3 Avatar simulation 
In order to assess suitability of using genetic programming to animate characters capable of 
independent planning of their motion the author of this paper tried to teach an avatar a task 
consisting of moving to a door from randomly chosen point and opening the door. In this 
section the details of experiments are described. 
 

3.1 Experiment setup 
The virtual world in our experiment consists of space limited from one side by the wall with a 
single door. The avatar used in the experiment is capable of executing nine functions, namely: 
• moving forward by a constant distance 
• turning right by 90° 
• turning left by 90°  
• moving left arm forward and backward by 10° (Fig. 1c, 1d) 
• moving right arm forward and backward by 10° (Fig. 2c, 2d) 
• moving left forearm forward and backward by 10° (Fig. 4a, 4b) 
• moving right forearm forward and backward by 10° (Fig. 4c, 4d) 

• swinging left arm left and right by 10° 
(Fig.1a, 1b) 

• swinging right arm left and right by 10° 
(Fig. 2c, 2d) 

The avatar communicates with the environment 
which provides him with information about 
illegal actions (moving through the wall or the 
closed door, rotating an arm by unnatural angle,  

Fig. 1 Rotation of the avatar’s left arm  
 

etc.) and direction to the door from the point of 
view of the avatar. 
Avatar task is to came to door and open it. 
 
In the implementation of the problem described 
above the graphics package 3D Studio Max with 
the Character Studio is used to display the 
created world model and the avatar. 

Fig. 1 Rotation of the avatar’s right arm  
 

In order to implement the creation and 
evaluation of populations of computer 
programs describing a behavior of the avatar 
the author used Microsoft Visual C++ .Net and 
the Open Beagle framework for Evolutionary 
Computations ([4]).  
By means of COM technology information 
about collisions and door orientated position of 
the avatar are communicated from 

Fig. 3 Rotation of the avatar’s left (a,b) and 
right (c,d) forearm 
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the 3D Studio Max to the evaluation system and information about avatar’s motions are 
communicated from the evaluation system to the 3D Studio Max. 
 
In order to use genetic programming we have to define primitive functions, with which the 
avatar’s behavior is built. There are fifteen functions executing movements (mentioned 
above) avatar is capable of doing: 
• The function MF causes the avatar to move 10 unit forward in the direction it is currently 

facing. If the avatar is facing the wall or the closed door the movement is not executed 
and penalty is assign for this illegal motion. 

• The function TR turns the avatar 90° to the right 
• The function TL turns the avatar 90° to the left 
• The functions LAF, LAB, LAL, LAR rotate the avatar’s left arm by 10° in the way shown 

in adequate figures : 1a, 1b, 1c, 1d. If rotating the arm is unnatural for human a penalty is 
assign. 

• The functions RAF, RAB, RAL, RAR rotate the avatar’s right arm by 10° in the way 
shown in adequate figures : 2a, 2b, 2c, 2d. If rotating the arm is unnatural for human a 
penalty is assigned. 

• The functions LFF, LFB rotate the avatar’s left forearm by 10° in the way shown in 
adequate figures : 3a, 3b. If rotating the forearm is unnatural for human a penalty is 
assigned. 

• The functions RFF, RFB rotate the avatar’s right forearm by 10° in the way shown in 
adequate figures : 3c, 3d. If rotating the forearm is unnatural for human a penalty is 
assigned. 

All this functions take one parameter. 
Apart from functions listed above there are also two functions which show the position of the 
avatar.  
• The function WD takes three functions as parameters but only one is executed. The space, 

where the avatar is moving is divided into three subspaces (subspace in front of the door, 
subspace on the left of the door and subspace on the right of the door). The fact which 
function is run depends on where (in which subspace) the avatar is. 

• The function DA takes four functions as parameters, from which only one is executed 
according to the direction the avatar is currently facing.  

All this functions as a parameter take functions listed above or the function NF (NULL 
FUNCTION) which doesn’t take any parameters and do nothing. The function NULL is 
necessary to stop animation. 
 
When a human programmer writes a computer program, human intelligence is the guiding 
force that creates the program. In contrast, genetic programming is guided by the pressure 
exerted by the fitness measure and natural selection. This fact makes choosing adequate 
fitness function one of the most important task when using genetic programming.  
The fitness measure for the discussed problem is computed as follows: 
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where f(i,t) is the fitness of an individual i at generation time step t, di is distance between the 
avatar’s hand and the door’s handle , s is the number of movements done by the avatar and ad 
is the value of the penalty, if the avatar doesn’t face the door. 
The fitness is bigger for better individuals in the population. 
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The other parameters used during evolution are summarized in Table 1. 
Table 1  Evolution parameters 

Objective Find a computer program which, when executed by the avatar 
moves the avatar to the door and open it. 

Terminal set NF 
Function set MF, TR, TL, LAF, LAB, LAL, LAR, RAF, RAB, RAL, RAR, 

LFF, LFB, RFF, RFB, WD, AD 
Fitness cases 20 fitness cases (different starting positions of the avatar) 
Fitness Equation (1) 
Population size 500 
Max number of generation 500 
 

3.2 Training Results 
The initial random population (generation 0) was, predictably, highly unfit. Computer 
programs that appeared in that population usually make the avatar move in circle rotating his 
arms in different directions. Then populations between generation 0 and generation 50 
register slow improvement in their average fitness (from 0.0873716 to 0.126787 for 
generation 50). From generation 50 to 116 we can observe rapid increase of average fitness 
from 0.126787 to 0.670874. Then the situation stabilize and a growth is almost imperceptible. 
Figure 4 shows average fitness of populations throughout generations. 
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Fig. 4 Average fitness of populations throughout generations 
 
The best individual of all generations had a fitness of 0.913346 and is shown below: 
TR(AD(MF(NF),TR(LFF(WD(MF(NF),WD(MF(NF),LAF(NF),LFF(WD(MF(LFF(LFB(LF
F(TR(NF))))),TR(WD(MF(NF),LAF(NF),TR(NF))),LFF(LFF(TR(TR(NF))))))),TR(NF)))),A
D(NF,LFF(AD(TR(TR(LFF(MF(LFB(NF))))),TR(LFF(RAB(MF(LFF(LFB(RFF(NF))))))),N
F,LFF(TR(LFF(WD(TR(NF),LAF(NF),TR(NF))))))),NF,RAF(NF)),MF(MF(LFF(MF(LFF(
WD(AD(AD(TR(NF),NF,NF,NF),LFF(MF(RAF(TR(NF)))),AD(TR(TR(NF)),TR(TR(TR(N
F))),NF,NF),LFF(MF(LAF(NF)))),NF,RAF(NF))))))))) 
 
The avatar using above computer program could open the door. 
 
For further several evolution processes the author observed similar results. 
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4 Conclusion 
In this paper we have shown that the genetic programming paradigm can be used to create 
computer programs that can control behavior of autonomous virtual humans. The generation 
of the avatar’s response to different inputs from the environment was completely automatic. 
However, the results obtained in this experiment aren’t entirely satisfying. For example the 
fittest computer program makes the avatar do unnecessary movements. The other problem 
involves making the avatar’s motion look natural. Solution to these problems, in the author 
opinion, can be found in the formulation of the fitness function. We can also improve 
performance of evaluation algorithm by choosing different evolution parameters.  
On balance, the genetic programming seems to provide promising techniques for automatic 
generation of animation of three-dimensional characters, but further research should be done 
to obtain more satisfying results. 
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Abstract: Sniffing is the act of getting all the information that is sent through a local host 
or network. Originally used as a testing and maintenance method it is now commonly used 
by hackers as a way to steal confidential data in computer networks. Sniffing is possible in 
global and local networks. The latter case is especially dangerous because of the level of 
trust that users usually have in local resources. Sniffing is rather hard to detect. However, 
the way sniffers work gives an opportunity to detect such activity in a network. 

1 Introduction 
Sniffing computer networks is the method for stealing confidential data. This activity is 
especially dangerous in local area networks where users are mostly trusted. However, as 
different statistics show, most computer attacks originate from inside of the network and are 
performed by internal users. This should be the reason to make computer networks secured 
against internal attacks, but common configurations found in many computer nets focuses on 
attacks from the Internet, giving internal users full freedom of actions. 
 
Network sniffing is not evil as itself. It is very helpful mechanism from the administrator’s 
point of view. It is very useful for diagnosing network problems, is also commonly used in 
network analysis software and is the base for work of intrusion detection systems. 
This article focuses on sniffing local area networks built with Ethernet using the methods 
usually used by computer intruders. Some countermeasures against those techniques are also 
described. 
 

2 Network type recognition 
Sniffing can be successfully performed only after proper determination of media used in 
LAN. Network built with shared media is very susceptible to sniffing. Switched media widely 
believed to be more secure, gives not much more then just a performance gain, because of 
several techniques known to make sniffing successful in this kind of networks.  
 
Each network card available has its own, unique number also known as MAC address. Each 
packet on the wire is accepted by the interface if it is destined for the interface (packet’s 
destination address is equal to interface MAC address) or it is a broadcast packet. All other 
packets are filtered out by card’s internal filter. When this filter is switched off, card works in 
promiscuous mode. In this mode all packets, that are available, are accepted and transferred to 
the upper network layer. 
 
Turning the promiscuous mode on is the way to recognize network type used in LAN. If 
shared media is used all packets are available to the network sniffer. If switched media is used 
only broadcast packets and those destined for our card will be available. If shared media is 
used sniffing is nothing more then just turning on promiscuous mode and capturing packets. 
This task is trivial and will not be discussed in greater detail here. Techniques for detecting 
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interfaces working in promiscuous mode are described in general paragraph about detecting 
sniffers in local network. 
 

3 Sniffing techniques 
Sniffing in local networks can be done using one of methods described below. 
 
Promiscuous mode. Works only in networks using shared media, by abusing promiscuous 
mode. 
 
ICMP router advertisement. This ICMP message informs new network nodes about 
available routers. Spoofing router address gives access to all network traffic destined for 
external network but is not useful for local network traffic, since it is performed on node to 
node basis and omits router. During node initialization no authorization is performed so router 
address is easy to spoof. 
 
Switch port reconfiguration. Most network devices (switches) allow to specially configure 
chosen port for administrative tasks by mirroring all transferred data to this port. Abusing this 
configuration allows for installing network sniffer which has access to all data sent through 
LAN. 
 
Hardware devices and wiretaps. There are devices which allow for connecting additional 
node to the wire without changing its software characteristics. This technique is very rare as 
involves money needed for device purchase and physical access to the wire is also necessary. 
 
Switch jamming. Switch includes RAM which is needed for storing MAC addresses of nodes 
connected to ports of the switch. Ideally it would be one node connected to one port, but often 
networks has more complicated structure and one port is used through another switch or hub 
by several nodes. The amount of available RAM is limited, generating several hundreds or at 
most thousands of random MAC addresses will make this cache memory full. Some devices 
in this situation will switch to repeating mode (device starts to behave like a hub).  
Following tcpdump printout shows some of the spoofed packets used during attack performed 
on local switch (random spoofed addresses printed in bold): 
 
83:13:ee:3e:e7:ac 4b:bd:fe:29:f2:dc 0.0.0.0.55518 > 0.0.0.0.60762: S 
2131100487:2131100487(0) win 512 
94:67:1d:d:29:e5 63:41:f0:77:db:ab 0.0.0.0.29398 > 0.0.0.0.58370: S 
1224448858:1224448858(0) win 512 
88:2e:89:5a:1e:5f 99:24:9f:44:12:fe 0.0.0.0.46403 > 0.0.0.0.47475: S 
83161203:83161203(0) win 512 
65:b8:fc:3b:d9:47 c7:c3:ec:d:ab:db 0.0.0.0.58421 > 0.0.0.0.32170: S 
776368318:776368318(0) win 512 
 
Generating those packets on LAN resulted in access to the traffic from zo-guest3 which was 
also connected to the switch under attack: 
 
08:15:57.763790 209.15.64.192.http >  
zo-guest3.iinf.polsl.gliwice.pl.1138: F 4135549768:4135549768(0) ack 
631772690 win 8760 (DF) 
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08:16:54.123768 www2.interia.pl.http >  
zo-guest3.iinf.polsl.gliwice.pl.1144: F 2833187666:2833187666(0) ack 
645701151 win 65535  
 
ICMP redirection. ICMP redirection message is sent to the node when there is another router 
in the network which would route packets from that node in more efficient way. Often this 
message is sent when network configuration is dynamic or complicated and nodes have only 
basic knowledge about network they work in. Spoofing messages allows for convincing node 
to send packets to intruder’s node instead of a router which again gives it possibility to sniff 
traffic destined for external network. 
 
MAC flooding (MAC duplicating). Switch saves MAC of connected nodes in internal cache 
memory. Contents of this memory is automatically updated according to data sent in packets. 
Sending packets with spoofed MAC addresses will result in poisoning switch cache, which in 
turn will start to send us packets destined for other node. Such action is possible if connection 
hijacking is to be performed – destination node will not get packets which will be intercepted 
in this way. If sniffing is the expected result then sniffing node will have to resend sniffed 
packet to its real destination – either by using special software (e.g. fragrouter) or by 
broadcasting all packets. Another problem during such attack is that original node will still 
send packets which will revert switch to its proper configuration. This can be avoided by 
performing DoS attack against this node or by sending spoofed packets often enough to make 
changes in switch “permanent” (hence: flooding). 
Example of packets used during such attack run from node 0:a0:24:aa:c2:c against node 
0:a0:24:a:d9:aa are presented below (0:1:2:dc:8b:75 is router address): 
 
0:1:2:dc:8b:75 0:a0:24:a:d9:aa 157.158.77.65.29388 > 
157.158.77.122.80 : S 1224448858:1224448858(0) win 512 
0:1:2:dc:8b:75 0:a0:24:a:d9:aa 157.158.77.65.29388 > 
157.158.77.122.80 : S 1224448858:1224448858(0) win 512 
 
ARP poisoning. This is the technique which abuses insecurities of ARP protocol. This 
protocol was designed with performance in mind not security. ARP is Address Resolution 
Protocol and allows for translating network layer IP addresses to link layer MAC addresses. 
Each node stores MAC addresses of nodes it is talking to achieve performance gain. Also 
each packet received is used to refresh ARP cache memory if it contains any changes. 
Spoofing ARP requests is the easiest way to update ARP cache with false entries. According 
to those entries host will send packets to intruder’s host as long as this entry remains valid 
which is several minutes in many operating systems. After expiration of an entry host will 
broadcast ARP query which is the signal for the intruder that ARP poisoning has to be 
reactivated. Some systems (e.g. Linux) does not update its ARP cache according to data 
contained in ARP queries. Those systems are still vulnerable to this attack through ARP 
responses. 
Example of ARP poisoning against host zo-guest3 is given below. Intruder spoofs local 
router (moon) address. ARP poisoning was performed with arpspoof tool. 
Spoofed addresses are printed in bold. 
 
0:a0:24:aa:c2:c 0:a0:24:a:d9:aa 0806 42: arp reply 157.158.77.65 is-
at 0:a0:24:aa:c2:c 
 
In the meantime intruder sees following traffic: 
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16:54:55.474559 arp reply moon is-at 0:a0:24:aa:c2:c 
 
After successfully poisoning cache memory intruder receives packets from attacked host: 
 
16:54:57.603800 zo-guest3 > zeus: icmp: echo request 
16:54:58.609218 zo-guest3 > zeus: icmp: echo request 
 
Which should be forwarded to the destination host using for example fragrouter: 
 
fragrouter: base-1: normal IP forwarding 
157.158.77.122 > 157.158.1.3: icmp: type 8 code 0 
 
After successful attack arpspoof updates poisoned ARP cache with proper entries: 
 
0:1:2:dc:8b:75 0:a0:24:a:d9:aa 0806 42: arp reply 157.158.77.65 is-
at 0:1:2:dc:8b:75  
 
Sniffing all connections of a host in LAN is possible after broadcasting spoofed packet, this 
broadcast must exclude sniffed host in order to avoid address conflicts which will become 
visible to the user. 
 

4 Detecting sniffers 
Sniffing in general is passive so theoretically it is undetectable. However promiscuous mode 
has impact on TCP/IP stack – operating system generates several responses to packets that are 
not filtered out in this mode. This is the basic method for detecting nodes in promiscuous 
mode. Sniffing on switched media is no longer passive since it involves generating specially 
crafted packets to the attacked host. Some tools (e.g. arpcop) that allows sniffing discovery 
work by monitoring network traffic and alerting on different anomalies seen on the wire (like 
changed IP-MAC associations). Some other techniques that allows discovery of sniffers on 
LAN are presented below. 
 
Decoy method works by making false connections with specially configured server. 
Connections made to this server are monitored. This method gives only the possibility to find 
out that effects of sniffing are used against the server. It does not allow for identifying and 
locating the sniffer. 
  
DNS method. Sniffers often resolve IP addresses to domain names during sniffing. Injecting 
packets with strange IP addresses is method to force sniffers to ask for domain names for 
those addresses.This way monitoring DNS traffic allows to detect sniffing activity. 
 
Latency test. Sniffing heavily loaded network can result in system performance decrease. 
During this test response time from the host is checked then network is overloaded with false 
requests and response time is measured once again. If response time has increased 
considerably then host is probably sniffing the network. This method is very unreliable and 
prone to false positives. 
 
ARP method. This technique assumes that host have to know its peer MAC address. If host 
does not know MAC address associated with IP address - address does not exist in LAN, then  
this assumption is true. Test starts with sending false requests to host that is supposed to be 
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sniffed. Then requests to host supposed to be sniffing are sent. If host responds to requests 
without sending ARP requests than it has to know MAC address from sniffing. 
Ping method. During this test packet with IP address of host to be tested is sent with invalid 
MAC address.  If the host responds then it has to work in promiscuous mode since it did not 
filtered out packet not destined to him (MAC address was invalid). 
 

5 Summary 
Sniffing is especially dangerous in local area networks, what is more important it is also quite 
easily performed using tools available freely on the Internet. Countermeasures that can be 
taken against sniffing can be divided into two groups: methods that make sniffing impossible 
and methods that makes sniffing results unusable. The first group includes methods like: static 
hosts configuration, filtering ICMP messages, careful hardware choice and its configuration. 
The latter group includes methods involving secure user authorization and connection 
encryption. Switched networks are not safe from sniffing, only its proper configuration can 
make sniffing harder then in simple shared media Ethernet. Without it switches are devices 
which give nothing more than a performance gain. 
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Abstract: The paper contains state of the art in a discipline of genetics and human DNA and 
describes the analysed data representation, results of the research and own conclusions. The 
cardinal aim of this publication is to show in a simple and intelligible way the results of 
researches and analyses over human tumour. Methods applied in this research are aimed at 
maximum level of correct diagnosis and classification of different kinds of advanced 
tumour in human body what is very difficult and complicated problem.  

 
1 Introduction - Genetics and Genomic 
 

In a history of biology and medicine during the recent few dozen years huge changes can be 
observed. They are related with discoveries in a discipline of molecular biology and genetics, 
building and functioning of complex structures such as : nucleic acids of DNA and RNA. All 
these areas of research are conducted consistently and lead to recognition of all structures and 
mechanisms that initiate and control functioning of human organism, give understanding how 
it works and what functions fulfils its genetic code. We should emphasize that this became 
possible thanks to a very fast development of techniques and technologies used in medicine, 
genetics and especially in genomics. We have to realize that every cell of multicellular 
organism consists the complete human genome, built of genes. However, profiles of 
transcription of genes in individual tissues and even in individual cells are different. 
Differences in profile of transcription do not result from kind of tissue or cell only. Profile 
transcription of the same tissue is different in different periods of life, such as : stage of 
embryo, new-born child and adult man. Changes in profile of transcription are caused also by 
external phenomena such as stress, disease or even style of life. We may say that organism is 
sum of many different profiles of transcription of its genome, spread both in space ( cell, 
tissue, organs) as and in time ( current state of men development, state of health etc.).            
A method which uses technique of inverse transcription made possible the simultaneous 
investigation of gene expression up to few hundred genes, in a few dozen minutes. Next stage 
of development the molecular biology and genomic more closely, is to work out the system of 
hybridization of several thousand genes with possibility of simultaneous reading and analysis 
of data. This technique of analysis has been named DNA microarrays and it became               
a standard in research of gene expression. This technique made possible to analyse and 
observe influence of chemical and physical factors on human organism. We have to 
remember that all what has been created and changed stays under control of genes because 
human as every alive creature, possesses own individual genetic record contained in a double 
DNA threads of cellular nucleus. We call this record genome. A gene, sequence peer of 
alkalis, decides that we have such colour of skin, hair, shape of ear, indirectly, that we are 
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small or tall that we have susceptibility of getting weight or are slim. Also, our potential 
illnesses are coded in genes. DNA microarray technique permits simultaneous analyses, 
taking into account influence of chemical substances and biological changes on genes 
expression. This technique promises that in the near future, patients will be subjected by         
a complex genetic examination and this will enable to detect all potential and real threats of 
diseases in early stage, permit doctors to create the detailed genetic classification of diseases 
and then, application of individual therapy. Therapies based on genetic classification of 
diseases can be very individualized and therefore optimised. It will be possible to inform 
about necessity to apply a prevention or early treatment. This is very probable because 
applying the DNA microarrays to analysis of neoplasmics tissues has shown that individual 
varieties of disease are remarkably characterized by specific profiles of transcription. That 
way we obtain unusually precise diagnostic tool which  permits immediate qualification of      
a type and stage of tumour. While the DNA microarrays seem to be an effective tool for 
precise diagnosis and tracing of tumours development, full understanding of these disease will 
require further investigation. Understanding of relationships between DNA rules description 
gene expression and human body functioning are the main problems. It has to be discovered, 
how activity of thousands of genes effects a cell tissue and organ construction as well as the 
whole organism. However, it seems that far the first time in a history an advance of 
technology has reached a level high enough to study and analyse multilevel and complex 
phenomena, such as tumours, with great precision. 
 
2 TUMOUR 
 

During a whole life, all cells of our body are divided and these new cells replace old dead 
cells. This process is controlled closely and fission in normal cells are regulated very exactly. 
Every tissue which cells have capability of fission can be a tumour starting point.                   
A mechanism of transformation of neoplasmic healthy cell is not well-known yet. The final 
effect of transformation is increase of cells with changed genetic record and written 
characteristics of tumour. When dividing, those unhealthy cells are passed into the next 
generations. Tumour may also result an incorrect differentiation of cells. Then, incorrect gene 
expression is observed. Therefore, different outside factors can upset processes of cellular 
fissions and lead to increase of neoplasmic cells. We may say, that tumour is present when 
cells begin to divide in an uncontrolled way. Such cell is not sensitive to signals from outside 
and inside of a human body, has unlimited ability to replication, building of an own blood 
supply and invasion of healthy tissues. Term tumour is used for both, malicious and 
nonmalicious tumours. Main common characteristic of these two groups of diseases is 
creation of specific tissues. We should remember that tumour develops together with human’s 
organism and can arise in every period of life, even in mother's womb. This process is solid, 
irreversible and harmful for organism. Tissue of low diversity and tendency to constant 
enlarging is the process result. It reveals great demand for energy and other substances gained 
at the cost of other tissues. 
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2.1 TUMOUR and CANCER 
 

The basic division of tumours :  
 

TUMOUR 
 
 

    
BENIGN   MALIGNANT 

 
 

CANCER DIFFERENT 
MALIGNANT  
TUMOURS 

 
Not every tumour is the malicious one, however every cancer is the malicious tumour. Cancer 
is the best known form of tumour because it covers over 90% of all malicious tumours 
appearing in Poland, at almost every part of a body. Chemical compounds (gases, another 
substances contained in air, in water, in tobacco, in food, paints) physical factors (nuclear 
radiation, ionising radiation) and biological factors (some viruses) are the most important 
factors causing tumour. All these factors contribute to development of tumour, however no 
one of them is carcinogenic individually. Tumour is a result of many components, such as 
age, genetic predisposition, general state of health. 
 
2.2 SYMPTOMS, DETECTING, TREATMENT 
 

At the early stage of tumour development, symptoms are not visible. If a tumour development 
process is not stopped, then it may cause pain pressure of nerves and blood vessels, bleeding, 
violate organ functions. When tumour is diagnosed, investigations can be performed, such as : 
RTG, CT, USG. To confirm the diagnosis a tumour tissue biopsy is performed. Nowadays, 
DNA microarrays technique application is studied and developed very rapidly. This technique 
makes possible designation of active genes for individual tumour types and difference of such 
gene expression from healthy ones. When healthy cell becomes tumourous, numerous 
changes in gene expression take place, changing a transcription record and gene expression. 
 
3 Types of DNA microarrays 
 

DNA microarrays enable simultaneous analyses of sequences of large number of genes. 
Currently, the main application fields of DNA microarrays are gene expression analysis and 
genetic analysis. Changes in gene expression, due to pathological processes, such as cancer 
and viral diseases and due to cellular responses to medication, can be visualized by DNA 
microarrays as changes in the fluorescent pattern. DNA microarrays are also used to detect 
small differences in genes between individuals. DNA microarrays are very small glass or 
silicon supports with hundreds of thousands of different oligonucletides or cDNAs on their 
surface. Target DNA or RNA from a sample mixture binds to certain oligonucleotides or 
cDNAs on the surface, and these are identified by emission detection. The methods utilize 
hybridization, base pair formation in which complementary strands of DNA bind together. 
Target DNAs or RNAs are identified by their positions on the surface, and a quantity of each 
target is measured by strength of its emission. These oligonucleotides and cDNA are called 
probes, and the targeted DNAs or RNAs can be detected by hybridization reactions with 
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probes on the surface of the DNA microarray. DNA microarray contains tens of thousands of 
oligonucletides or cDNAs attached on the surface. Thus, tens of thousands of genes or RNAs 
can be simultaneously detected on a single array. The photolithographic fabrication method 
yields very high-density DNA microarrays (the GeneChip) but length of probes is limited. 
Densities of DNA microarrays, fabricated by robot spotting, (Stanford type) are about one-
tenth of those of GeneChip, but they can load very long oligonucleotides or cDNAs. The 
Stanford type needs self-construction of arrays, but is flexible for custom preparation. The 
GeneChip arrays with a single base variation are easily fabricated by the photolithographic 
method. 
 
3.1 Photolithographic fabrication of high-density DNA microarrays - 
GeneChip arrays 
 

The high-density DNA microarrays technique uses photolithographic fabrication method, 
used also in semiconductor fabrication. The parallel synthesis strategy and solid-phase 
synthesis of nucleic acids, well known from combinatorial chemistry. In 1994, Affymetrix 
commenced manufacturing and selling of the first DNA microarrays, GeneChip arrays, which 
were loaded with hundreds of thousands of oligonucleotides. Their technology is one of the 
rare cases of combination between technologies used in information and electronic fields, and 
those used in the life science field. Figure 1 shows a process of the photolithographic 
fabrication of high-density oligonucleotide arrays. In this process, bases attached to the 
surface are protected by photo-labile protecting groups. Before initiating the coupling 
reaction, protecting groups can be photo-chemically eliminated by light, in a predefined 
region, and the coupling reaction commences when bases are added. By continuing this 
process, hundreds of thousands of different oligonucleotides can be synthesized on a very 
small area of glass support. Since the yield of coupling reaction on the support is less than 
100%, the length of oligonucleotide is limited. The GeneChip array was the first commercial 
DNA microarray and swiftly spread into laboratories because of its ready availability as off-
the-shelf products, notwithstanding the inflexibility of custom production. 
 

 
Fig. 1. Process of fabrication of oligonucleotide arrays. Light is directed through a mask to 

deprotect and activate selected sites, and protected nucleotides couple to the activated 
sites. The process is repeated, activating different sets of sites and coupling different 
bases, allowing arbitrary DNA probes to be constructed at each site. 
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Fig. 2. Example matrix and enlarged fragment.  
 
3.2 Robot spotting fabrication of DNA microarrays with pre-
synthesized probes (Stanford type microarray) 

 

In 1995 Stanford University and Howard Hughes Medical Institute succeeded in fabricating 
cDNA microarrays, using a robot spotter and reported the first application of cDNA 
microarray to the gene expression studies. Novelty in their technology for the fabrication of 
DNA microarrays is use of high precision, high-speed robot spotter and cDNA or pre-
synthesized oligonucleotides as probes. Use of the high precision, high-speed robot spotter 
allows researchers to prepare high-density microarrays on a very small area of solid support 
with good reproducibility. Use of cDNA or pre-synthesized oligonucleotides as probes gives 
researchers flexibility to prepare their own microarrays with their choice of probe content.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig. 3. Fabrication scheme of DNA microarrays with pre-synthesized probes using a robot 
spotter. 
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After hybridization, the microarrays are scanned with a laser fluorescent scanner. Since DNA 
microarrays can identify numerous genes at the same time, they are mostly used in the fields 
of gene expression and genetic analyses. 
 

 
 
 
 
 
 
 

 
 
 

Fig. 4. Process diagram of gene expression analysis on DNA microarrays. 
 

Messenger RNA (mRNA) extracted from target tissue is labelled with green fluorescent dye 
and mRNA from reference tissue is labelled with red fluorescent dye. They are co-hybridised 
on DNA microarray with cDNA as probes. The DNA microarray is scanned with a laser and 
fluorescent patterns are memorized in a computer. The patterns are superimposed on the 
computer screen and analysed. If quantities of both mRNAs are the same, the overlapping part 
turns yellow. If mRNA in the target tissue is more abundant in the reference tissue, the 
overlapping part turns green, and will turn red in the opposite situation. This way, researchers 
can tell which genes are activated or suppressed in the target tissue. This method enables 
researchers to conduct quantitative gene expression studies and has become an indispensable 
method in genetic and pathological studies. 
 
3.3 Similarity and differences 
 

Table 1. Features of DNA microarrays : 
 
 
TYPE                                               Affymetrix array  Stanford type microarray 
 
Manufacturing method        Photolitographic fabrication         Robot spotting of pre- 

synthesized probes 
Probes            Oligonucleotides(limited length)      cDNA or oligonucleotides  
          (no limited length) 
Density (cm-2)            up to 500 000           up to 50 000 
Custom preparation           Not flexible           Flexible 
Availability            Readily available          Need construction or  

(off-the-shelf products)  purchase of arrayers 
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Chapter 3 - figures and content were used from [1,2,3,4]. 
 
4 Methods used for analysis 
 

The first step in analysis of microarray data is extraction of quantitative information from the 
images resulting from the readout of image analysis. A second general step in analysis of this 
data is collection of data into a database that supports mathematical analysis. Preliminary 
analysis of the data proceeds in two stages. In the first stage, the data from each experiment 
are assessed for overall quality, and to judge difference between the experimental sample and 
the reference sample. At the next level, experiments are compared against each other, 
allowing visualization of similarities or differences at gene expression. Visualization of gene 
expression data along with information from various genome databases is the most effective 
way of deciphering the statistical relationships within the data samples.  
 
Table 2 Methods used for analysis [5,6]: 
 
class discovery Hierarchical clustering, k-means clustering, multi-dimensional 

scaling, self-organizing maps 
class comparison F-test (F-statistic) or t-test (t-statistic ) method, total number of 

mis-classifications score, signal-to-noise statistic, multi-
dimensional scaling weighted gene analysis, analysis of variance 

class prediction support vector machines, multi-layer perception artificial neural 
networks 

 
5 Conclusion 
 
We have possessed a new and modern diagnostic tool, which enables simultaneous study of 
thousands of genes. It gives huge cognitive and research possibilities, possesses more and 
more wider use in diagnosis, clinical investigations. 
The main problems, to be solved in a near future are :  

-  reduction of to be processed and analysed, thousands of data (even over 22 000) 
- assembling and selection of all numerical values. 
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Abstract: A computerized approach to the assessment of skeletal maturity is based on 11 
features extracted from 6 regions of interests (ROI). Features and images are stored in a 
relational database. The data access interface is based on a web browser. Patient data and 
features are displayed in a table form, ROIs and entire images may be displayed in a 
compressed jpeg format as well as diagnostic DICOM standard. Three user groups with 
various access permission have been introduced. 

1 Introduction 
Bone age assessment is a procedure which is performed in pediatric radiology quite 
frequently. It is performed on the basis of a radiological examination of a left hand wrist. The 
difference between assessed bone age and the chronological age indicates abnormalities in 
skeletal development. Due to small radiation and simplicity, the method is a useful procedure 
in the diagnostic of disorders in skeletal and metabolism development. Determination of the 
bone age is based on the analysis of ossification centers. 
 
Two methods are commonly used in the clinical diagnosis. One, the most popular, is the atlas 
matching method [1]. The images of the left hand wrist are compared with atlas patterns, 
classified according to the age and sex of patients. The age related to each pattern estimates 
the bone age. The main disadvantages of this method are its subjective nature and, comparing 
to other x-ray exams, long time of the image analysis. Inter- and intra-observer discrepancies 
in assessment of bone age many reach up to 6 months. 
 
Another technique is a Tanner-Withehouse method [2]. It uses a detailed analysis of every 
centre of ossification. Each stage of skeletal development is assessed to one of eight classes. 
The bones are described in terms of scores. The sum of scores is the basis for the bone age 
assessment. This method is quite objective, yet, its complexity and longer time of the analysis 
(about 20 min) causes that its clinical application does not exceed 20%. 
 
A few years ago a project on the computerized approach to the image analysis and assessment 
of the bone age has started. The image analysis is performed in two phases. The background 
suppression [3] and location of six regions of interest [4] is followed by the extraction of 
predefined features [5]. 
 
The method applied to the feature extraction depends on the stage of skeletal development. 
In the early stage of development the epiphyses are separated from metaphyses. Extracted 
features describe the shape and size of the metaphyses, the distance between the bones and 
normalize contrast between bone and soft tissue. In the advanced stage of skeletal 
development, the gap between epiphysis and metaphyses disappears. Stage of epiphyseal 
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fusion is assigned by subjecting the horizontal details component at the second level of 
wavelet decomposition [6]. 

2 Data 
The analysis is performed on left hand wrist radiographs from a normal population. The 
images are grouped according to the ethnic origin, sex and chronological age. 
Since the images are acquired from a normal population, the chronological age reflect the 
skeletal age. 
 
Each of the stages of development is described by 11 features extracted from each region of 
interest. At the age of about 10 it is possible to make both types of the image analysis. It 
permits each region to be described by 22 features. 
 
All ROIs are saved as separate image files, left hand wrist image in DICOM and jpeg formats, 
a set of 66 features, and the patient data are to be stored in the database [7]. 
Relevant patient data including chronological age, date of birth, date of examination, race, 
sex, height, weight, trunk height, Tanner maturity index and stage of development have also 
be collected. 

3 Application server 
Application server ensures a database access. Their basic tasks are: data access control and 
user-friendly data management. The application includes several modules that perform 
selected tasks (Fig.1). 
 
 

  
 Fig. 1 Application server 
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3.1 Database communication module 
Database communication module allows for connects the database server and the application 
servers (Fig. 1). An SQL query operation results in a transfer of data between the servers. 
After finishing the operation the results are sent to applications. This module includes 
functions controlling correctness of all operations and informing the user about the emerging 
errors. 

3.2 Graphical user interface module 
The graphical user interface is the main module of application server. Its main goal is to 
supply useful tools allowing a user to manipulate data to present results. The GUI contains 
also verification functions. Each user group has distinct privileges to particular data sets. All 
user groups have an access to browse and to search the data. Based on selected criterions (sex, 
age), a query initiates a transferred to the database communication module. 
When the query is completed, the results are presented in the form of a table (Fig. 2) 
 

 
Fig. 2 Screen of data 
 
Along with the hand image (jpeg), regions of interest and features reflecting the stage of 
development are displayed. Patient data is shown bellow the hand image. 
A click over the hand image initiates a full resolution image display. 
 
For the sake of presentation clarity only one patient record is displayed on screen at a time. 
User can access other patient by entering the back and next button. 
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3.3 Image analysis communication module 
The image analysis is performed by an external system independently from the application 
process. The entire sets of data (features, ROIs, and images) are sending to a buffer. The 
application program keeps monitoring the buffer for a new input. 

3.4 User’s administration module 
The access to the system is different on each stage. Every user can be assigned to one of 4 
groups. The users data is kept in the database and managed by special module. It is able add 
or delete user, or to modify the data. 

4 System platform 
The database system consist of two elements (Fig. 3): the database server and the application 
server, running on a UNIX platform. 
 
 

 
 Fig. 3 Database system 
 
As a database server a PostgreSQL is used. It has been selected because of: many possibilities 
(using transaction, views, triggers) reliable work, security of data (every finished transaction 
is written on hard disk). 
 
The application server is based on the Apache server. To create the application software PHP 
script language (PHP: Hypertext Preprocessor) has been implemented. A code of the PHP 
program is included in HTML documents. Before sending a page to the user web browser it is 
sent to the interpreter which executes accompanying code. In this way the application is very 
efficient and all tasks are done by the server. 

5 Summary 
This paper presents the system which uses the web-technology for computer assisted bone age 
assessment. The main element of this system is the database, which consists of about 100 sets 
of data with referring images. The system is intended as a digital version of hand atlas. 
Currently new data is being added to the system. New query functions will give more 
advanced browsing possibilities. 
  
In the future a clinical image data will be added in order to allow for clinical implementation 
of the computer assisted bone age assessment. 
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Abstract: This article aims to review the operational risk management using Bayesian 
Belief Networks and its implementation in an Expert System. Taking into consideration 
both quantitative and the qualitative character of risk's factors, herein all attempts to 
operational risk's measurement will be based on probabilistic methods – BBN. Presented 
BBN will be implemented as a knowledge base in an Expert System, which creates the 
basics of its deduction mechanisms. The BBN ensure the desirable elasticity of deduction 
mechanisms together with possibility to code expert’s subjective knowledge and to store 
the quantitative data used in the statistical analysis. 

 

1 Introduction to Operational Risk 
Operating risk is relatively new notion, therefore there isn’t a precise definition. One of the 
existing definitions, which may be found in the subject's literature, proposes to consider 
operational risk in two aspects. The first proposal is indirect formulation, where the OP 
(Operational Risk) notion contains all risks occurring in enterprise, except of market risk, 
credit risk and financial. On the contrary, the direct approach defines OP as all losses 
consequent from inadequacy of internal processes, staff, events or external systems [4]. The 
losses, resultant from influence of risk factors generating the operational losses, are not only 
financial, but also contain the threats of reputation losses. Therefore, one should demonstrate 
the meaning of threats mentioned above and tend to elaboration of suitable standards of 
suchlike risk management in the integration with other kinds of risk, it means with market 
risk, credit risk and liquidity. 

 
Administrative risk is connected with threats forming inside the enterprise. It includes first of 
all, the processes of activity planning on operational level, tactical as well as strategic.  
Moreover, op-risk is also connected with flows of information. Beside internal factors, also 
external ones have significant influence, where first of all changes in the environment should 
be mentioned that often appear through growth of competitiveness of other business 
organizations and through technical progress. 

 
Legal risk is the everlasting uncertainty caused by changes of legal rules. This kind of risk 
makes it necessary for an enterprise to adjust itself appropriate to the current regulations. 

 
The transactional risk is connected with disturbances forming in the settlements of accounts 
and the systems of payments, it depends on technical nature problems and thus from 
technological risk. 
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The technological risk is being increased by breakdowns as well as pauses in working of the 
computer systems. It may be a result of staff's mistakes, intentional faults, or else 
inappropriate management informing system. This risk relates to personnel risk as well as 
administration one. 

 
Personnel risk is a straight result of employees's skills and their behaviours. It escalates by 
consequences of lack of professionalism, fraud cases, or else by breaking safety rules and 
inappropriate usage of computer technology accessible in the workplace. 

 
The companies must undertake correct identification procedures of factors generating 
operational risk and connect cells of internal audit. They also have to create rules, procedures 
and adequate mechanisms of internal audit. The operational risk management skills depend 
mostly on a proper information flow between all employees. Therefore, the methods of 
analysis and the estimation of operational risk level have increasing significance in the area of 
Decision Support Systems, the Expert Systems, Management Information Systems, and other 
computer systems like project, analytic or accounting. 

2   Expert Systems as tools supporting operational risk 
management processes 

The conception of Expert Systems (ES in abbr.) bases on computer programmes, designed to 
do complex tasks, particularly the extraction of conclusions and decision making on a ground 
of knowledge aggregated in a way similar to man's reasoning. It can be said that ES main 
application was to replace experts. Basic ES systems grouping distinguish advisory systems 
(presenting a set of solutions for user, assessing their quality), systems making decisions 
without man's presence and faultfinding systems (presenting a problem and then its proper 
solution) [2].   

 
The high-level of given expertises should be one of the distinguishing features of an expert 
system. That means problems solving, and offering strategies allowing to imitate knowledge 
and the experts intuition. First of all, the quality of expertises depends on degree of 
complication of an expert system, while this depends on amount of definitions of suitable 
rules describing the scope of heuristics from given domain. Additionally, work with such 
system should ensure the substantiation of received solutions on every stage of the deduction 
process. Creating an expert system based on the knowledge it’s essential to code information 
related to given field's problems. The information incoming from experts, often is a result of 
many years of their experiences. Such a method of creation allows to use information multiple 
and effective.   

 
A central element of an expert system is the knowledge base defined as detailed, logically 
related set of data, along with logical rules enabling its use. This set contains information 
gathered from domain experts. There are objects’ descriptions and their dependences, ways of 
solving problems, facts and heuristics [6]. The expert systems’ knowledge base is mostly 
based on problems of representation, logging and usage of knowledge. Moreover, explanatory 
procedures and learning methods play important role. 

 
It can be noticed that the knowledge base is separated from rest of elements, being parts of an 
expert system: work memory, deduction mechanisms and user's interface. The work memory, 
also called as workspace is subject to continuous reviews and updates, which is being done by 
usage of knowledge stored in the knowledge base. The basic task of work memory is short-
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lived storage of data related with present problems. The process of previews and updates such 
is being done by usage of the deduction mechanisms that is a collection of rules representing 
parts of domain. The deduction mechanisms as element controlling an expert system are 
started by user in the moment of consultation initiation. Such a mechanism, using formal 
logic, responds for a choice and order of deduction rules. In ES class systems two kinds of 
inferences are in usage:  forward inference and backward inference, their role is to check 
whether the system starts its work from premises or from conclusions. The joint forward and 
backward deduction sometimes can be found is situations were attempts to increase the 
system's efficiency were made. The independence of deduction's rules makes it possible to 
add new rules to the knowledge base, thereby influencing on possibilities of expert system’s 
extension. In order to prevent the nascent difficulties during searching of complex knowledge 
bases it is feasible to segment knowledge in separate sets of rules. 

3 Probabilistic modelling 
The probabilistic methods allow better probability interpretation, using both logical and 
statistical interpretations. The statistical probability interpretation relies on a rule, according 
to which it’s possible to estimate unknown probability of some events on the ground of 
information, estimating their frequency of occurrence. The logical interpretation of 
probability is not based on subjective opinions, but it aspires to increase sureness if some 
hypotheses by facts [1]. Presented herein interpretation of probability permits estimation of 
hypotheses probabilities on the ground of the facts, as well as probability of facts on the 
ground of the statistical observations. Usually in practice gathered information is used to 
estimate probabilities related to domain's characteristic and then they are applied in 
mechanisms of probabilistic inference, where estimated values are being attributed to 
hypotheses. It may happen that the sets of probabilities are hypotheses on which ground, one 
infers about probabilities of observation, what means inductive prediction process. The 
mechanisms of inference, described above, in most of cases rely on Bayes’s Rule and are 
defined with term of 'probabilistic methods'. The most popular ones are Bayesian Networks, 
methods leaning on minimum length of code and methods of Bayesian Classification. 

 
Bayes’s Rule allows to estimate a posteriori probability of h hypothesis as a 

conditional probability Pr(h/D) [1]. 
 

)Pr(
)/Pr()Pr()/Pr(

D
hDhDh =  (1) 

where:  
- D denotes a set of data, potentially influencing on estimation of hypothesis’s probability, 
- Pr(h) is a probability of h hypothesis, in case where D doesn’t have an effect on h, 
- Pr(D) is a probability of occurrence of D data, without prior assuming about correctness of h 
hypothesis, 
- Pr (D/h) denotes a probability of occurrence of D data, assuming that h hypothesis is true. 
Bayes’s Rule together with the chain rule, which can be presented as a series of conditional 
probabilities [3]:  
 

)()/(),...,/()...,/(),...,,( 132,2121 nnnnnn hPhhPhhhPhhhPhhhP −=  (2) 

 
and with other laws coming from probability theory, create fundaments for bayesian networks 
being examples of stochastic models. 
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The base of stochastic models sets up simulation architecture for an expert system based on 
numeric models of simulated domain and functional dependencies that allow defining rules in 
form of cause-effect networks or the probabilistic Bayesian Networks. 

 
The Bayesian Networks, also called as BBN (Bayesian Belief Networks), are a  systematic 
representation of expert's knowledge about particular phenomenon, factors modelling it and 
mutual interactions between them. The essential advantage of the BBNs is their flexibility of 
inference, which predisposes it as an excellent knowledge base. As a group of graphic 
inferentially-analytic models, having the ability to code the subjective expert's knowledge and 
statistical analysis of quantitative data, BBN offers opportunity to estimate probabilities of 
complex hypotheses. They receive form of structure, where descriptive variables, that mean 
the parameters, are model nodes, and one-way connections between them are representation 
of detected or assumed statistical dependences. A whole network is an image of problem's 
structure. However the local connections between parameters are quantified in form of array 
of conditional probabilities [3]. The deduction about state of particular events may be 
executed in both directions both forward and backwards. 
  
The first stage of building network's structure is defining nodes and then detecting 
dependences between them with cause-effect character. An optimum structure, based on 
descriptive factors, is generated this way. The next step is to construct arrays of conditional 
probabilities, making up the quantitative model's specification. The creation of network as 
well as the filling up arrays of probabilities makes it possible to carry out inferences - 
propagation of events that means updating probabilities distributions on the ground of new, 
available observations. Complexity of some problems requires usage of algorithms 
decomposing the networks. As result, problem may be split on a series of smaller problems, 
simpler to solve. Partition on subnetworks is made by separation in nodes containing observed 
events. 

 
The structure presented below shows an example where BBN grades possibility of mistakes 
occurrence caused by workers. This network is a part of Bayesian Network identifying the 
potential op-risk in the area of personnel risk. The BBN introduced on fig. 1 was initiated, it 
means that input data was put into it. These considerations are theoretical model and are based 
on author's subjective knowledge. The inference, showed as an example, was carried out 
using propagation algorithm introduced by Lauritzen & Spiegelhalter [5]. 

 
The introduction of any changes in nodes makes it possible to execute propagation 
procedures, to read new probabilities distributions, thus making decision undertaking easier. 
Knowledge of every node's state is unnecessary to start the propagation. The flexibility of 
Bayesian Networks allows to inference on the ground of information contained in some of 
nodes. 
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Fig. 1  An example BBN’s structure, identificating possibility of employees’ mistakes (with  
  observed states of a three nodes) 

 
The ability to inference and to make diagnosis in conditions of incomplete information and 
also unusual flexibility of Bayesian Networks, appearing as a susceptibility to improving 
network's structure by introduction of  new nodes the as well as detection of new relationships 
advocates a BBN's implementation  as a knowledge base in Expert Systems. Possible 
decomposition of network is an additional advantage in cases where complex problems 
require segmentation of knowledge base. 

4 Summary 
Technological progress increased chances of financial losses, together with higher possibility 
of loss of reputation. The growth of significance of factors generating operational risk 
intensifies problem's complexity, which relates to operational risk management process. 
Therefore it is so essentially to elaborate appropriate tools improving this process. 

 
The presented hereby ability to inference and to make diagnosis in conditions of incomplete 
information and also unusual flexibility of Bayesian Networks, appearing as a susceptibility 
to improving network's structure by introduction of  new nodes as well as detection of new 
relationships advocates a BBN's implementation in a knowledge base in ES system supporting 
op-risk management. Taking into consideration both quantitative and qualitative character of 
op-risk's factors it is possible to claim that usage of Bayesian Belief Networks in such a case 
is highly accurate. 



Section 1 – Information Technology 
 

5 References 
[1] Cichosz, P.Cz.: Systemy uczące się. Wydawnictwo Naukowo – Techniczne, Warszawa 

2000 (in Polish) 
[2] Domański, Cz.D: Statystyczne systemy ekspertowe. Wydawnictwo Uniwersytetu 

Lódzkiego, Łódź 1998 (in Polish) 
[3] Fenton, N.F.: Probablity Theory and Bayesian Belief Nets. Computer Science 

Department of Informatics and Mathematical Sciences. Queen Mary and Westfield 
College, London 2000 

[4] Geiger, H.G.:Regulating and Supervising Operational Risk for Bank. Conference 
„Future of Financial Regulation: Global Regulatory Reform and Implications for 
Japan”. Tokyo 2000 

[5] Jensen, F.J.: Implementation Aspects of Various Propagation Algorithms in Hugin. 
Department of Mathematics and Computer Science Aalborg University, Aalborg 1994 

[6] Kisielnicki, J.K., Sroka, H.S.: Systemy Informacyjne Biznesu. Agencja Wydawnicza 
„Placet”, Warszawa 1999 (in Polish) 

[7] Mulawka, J.M.: Systemy ekspertowe. Wydawnictwo Naukowo – Techniczne, 
Warszawa 1996 (in Polish) 

 

71 



IWCIT’03 
 

Internet Based Engineering Design in Distributed Environment of 
Virtual Organization 

Maciej Witczyński 
Institute of Electronics 

Faculty of Automatic Control, Electronics and Computer Science 
Silesian University of Technology, Gliwice, Poland, 

witczynski@ciel.pl 

Abstract: The paper highlights a new paradigm of collaborative engineering work 
performed within Virtual Organizations (VOs). A concept of VO and technologies 
supporting it are shortly introduced. Among these technologies one can find a Web 
Services standard and related to it Tool Registration and Management Services (TRMS). 
The aim of the presented Ph.D. work is to enrich the existing TRMS with additional 
functionality that will allow the Engineering Design Virtual Organization (EDVO) to 
perform a design process effectively. This will be achieved by R&D of new system that 
will arise from TRMS – namely Design Project Management System (DPMS). In the paper 
the DPMS specifications are defined. They are derived from requirements for an ideal 
collaborative engineering infrastructure used in VO. The architecture of the DPMS is also 
presented. 

1 Introduction 
At the very beginning Internet served mostly researchers in exchanging scientific and 
technological information. Through years it has developed to a global network with an 
immense spectrum of applications. Especially invention of WWW (World Wide Web) by Tim 
Berners-Lee [1] in 1991 influenced its universality and further strengthened its role as enabler 
for wide area collaboration. Use of Internet and possibilities it offers causes gradual 
transforming of engineering work model from traditional to new one more agile and virtual 
characterized with easy access to information and close cooperation among remotely localized 
coworkers. This model is often called a paradigm of collaborative engineering. 
 
Recently, the interoperability between designers participating in collaborative engineering 
started to get attention. There is a need for techniques tailored to make easier the 
communication, coordination and data sharing in groups of designers. The reason is obvious: 
the complexity of the design of integrated systems is increasing very fast. In this situation 
Internet and latest information and telecommunication technology (ICT) developments come 
with a help giving possibilities for establishing organizations that are entirely built upon new 
information infrastructures. These organizations referred as Virtual Organizations (VOs), 
sometimes also as “Virtual Enterprises” (VE) or “Extended Enterprises” (EE) [2], are 
networked organizations that are characterized by a dynamic and time-limited collaboration 
between partners. They are based on information infrastructures that support collaborative 
design in a distributed environment. Examples of such infrastructures are indicated in this 
paper. Development of a new one is further proposed. 
 
The paper is organized as follows. The next section describes general VO concept, VO 
characteristics and specific Virtual Web Organisation (VWO) concept which best fits to 
Engineering Design Virtual Organisation (EDVO). Section 3 gives information about software 
implementation paradigms for EDVO with special stress to service based paradigm. Essential 
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features of an engineering design collaborative infrastructure useful for the EDVO are also 
referred here. In the following section 4 an overall architecture of Tool Registration and 
Management Services (TRMS) is described. TRMS is a collaborative engineering architecture 
developed within EC project E-Colleg which gives possibility for design tool integration. Section 
5 describes a structure of Design Project Management System (DPMS) that is derived from 
TRMS. Despite TRMS functionality it should have additional features which improve 
cooperation of distributed designers within an EDVO. Potential benefits for an EDVO creation 
and operation are also depicted. In the last section conclusions on the DPMS capability are 
provided. 

2 Virtual Organization concept and characteristics 
 

2.1 VO definition 
Virtual Organizations are the new phenomena that have arisen lately in the Internet and 
domain of distributed computer-aided design and manufacturing systems. There is no one 
clear definition of VO since many authors use their own definition of VO. Nonetheless Butlje 
and van Wijk tried to point out key characteristics of VO and consequently construct general, 
working definition: “A Virtual Organization is primarily characterized as being a network of 
independent, geographically dispersed organizations with a partial mission overlap. Within 
the network, all partners provide their own core competencies and the co-operation is based 
on semi-stable relations. The products and services provided by a Virtual Organization are 
dependent on innovation and strongly customer-based.”[3]. 
 
Terms “Virtual Organization” and “Virtual Enterprise” are often used indistinctly. There are, 
however, differences between their detailed meaning. The VO has a broader meaning. VE is a 
special type of VO relating to alliance of enterprises. According to professors L.M. 
Camarinha-Matos and H. Afsarmanesh the definition of VE is following: “A virtual enterprise 
is a temporary alliance of enterprises that come together to share skills or core competencies 
and resources in order to better respond to business opportunities, and whose cooperation is 
supported by computer networks.” This understanding suits very well to the idea of 
Engineering Design Virtual Organization (EDVO) about which one can read further. 
 

2.2 VO characteristics 
Key characteristics of VO include: dematerialization, delocalization, asynchronization, and 
temporalization.  
 

2.2.1 Dematerialization 
Traditional enterprises products are usually physically material. With increasing virtualization 
the products become potentially immaterial. Dematerialization has the following virtual 
manifestations: virtual product and service, telework, virtual teams, virtual organization, 
virtual community. 
 

2.2.2 Delocalization 
Delocalization is related to the three dimensions of the virtuality. Enterprises become 
independent with space/capacity. They do not need a particular location and they exist in 
cyberspace. 
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2.2.3 Asynchronization 
Asynchronization is the release of the time in organizations, which gives possibility for more 
communication and interactions. Organizations become potentially time-independent (24-
hours organization. Asynchronization makes a contribution for the separation of temporal and 
spatial conditions (Virtualization).  
 

2.2.4 Temporalization 
Temporalization is related to the life cycle stages of VO/VE (Fig 1). VO life period is 
described as a circular process of establishment, dissolution, around or reestablishment. The 
virtual enterprise creation processes starts from customer problems and/or market gaps and 
needs identification. The market chances are noticed. During the operational phase the 

solutions are developed, deployed and 
optimized. The market is very fast 
changing so the existing potentials must 
be used and adapted to the market 
requirements. Since the virtual enterprise 
lives on its potential relations, that’s why 
new projects and project teams can be 
introduced and at last can be 
supplemented possibly by new enterprise 
organizations. Therefore, virtual 
enterprises are created from the 
beginning as a temporally limited co-
operation. 

 
Fig. 1.  Life cycle stages of a Virtual Enterprise, 

(Camarinha-Matos and Afsarmanesh [2]) 
 

2.3 EDVO as a Virtual Web Organization 
When geographically distributed teams of engineers cooperate with each other in a common 
project for designing a new product they can do it within the VO [4]. We prefer to call such a 
VO, an Engineering Design Virtual Organisation (EDVO). This type of VO from the 
organizational point of view can be realized with use of Virtual Web Organization (VWO) 
concept that consists of three main organisational elements (Fig 2). The basis is the dynamic 
“Virtual Corporation” as the operational, value-creating unit of the VWO. Due to certain VO 
characteristics (e.g. temporalization) mechanisms which support the formation, co-ordination and 
operation of “Virtual Corporations” are necessary. For that use the sub-concepts of the “Virtual 
Web Platform” and the “Net-Broker” have been developed [5]. 
 
2.3.1 The Virtual Corporation 
The basic idea of the virtual corporation is that it is a partnership that is created when it is 
needed. The virtual corporation is a temporary network of independent companies linked by 
information technology to share skills, costs, and access to one another’s markets. Each 
partner company contributes only with its core competencies. Compared to the ability of a 
single company, this approach dramatically increases the partnership’s ability to compete on a 
large scale. Virtual corporations are dynamic and flexible deriving from the stable company 
network and aim to deliver the highest customer value. 
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2.3.2 The Virtual Web Platform 
This organizational element is to help the difficult search of suitable partner companies which 
fit together in terms of mutual trust, organizational culture, business processes and ICT 
systems in order to build a virtual organization. The virtual web platform is an open-ended 
collection of pre-qualified partners that agree to form a pool of potential members of virtual 
corporations. It can be seen as a store of resources, capabilities, and core competencies from 
which the necessary items are employed to meet customer expectations and market 
opportunities. Additionally, the stable virtual web network is the platform where the member 
companies agree on certain standards, rules and regulations, which are supposed to facilitate 
the co-operation in virtual corporations. The virtual web platform offers a rather stable 
environment in which trust, bonds and common visions can prosper.  

 
 
Fig. 2.  The Virtual Web Organization concept [5] 
 

2.3.3 The Net-Broker 
The third sub-concept of Virtual Web Organization is a central management unit called “Net-
Broker”. It helps companies to form strategic partnerships, organize network activities and 
identify new business opportunities. Its mission is to distribute the network concepts, promote 
co-operation, organize groups of companies, and connect them to the product designers, 
marketing specialists, training providers, and industry services programs. The net-broker of 
VWO carries out three main following management processes: the initiation of the Virtual 
Web Platform, its maintenance, and the formation of Virtual Corporations. When the virtual 
corporation is formed the net-broker withdraws from the co-ordination tasks in the partnership 
and either a lead operator or multiple leadership takes over the management of the virtual 
corporation. Net-brokers are professional network management firms, either external service 
companies that are employed by virtual webs, or the net-broker firm is as a joint venture of 
the web members. Concepts similar to VWO are very common and popular in VO 
community. 

3 Service based collaborative engineering environment 
Engineering design can be realized in various ways according to a form of a collaborative 
infrastructure used and available supporting technologies. Among different implementation 
paradigms the most suitable for engineering distributed design are workflow based paradigm, 
service based paradigm, knowledge management paradigm, multi agent systems, relational 
and federated data bases, shared work spaces, and portals [6]. None of these approaches itself 
satisfy all needs of a distributed engineering design architecture. Which one is the most 
significant depends on the type of engineering performed. Often collaborative environments 
comprise functionalities typical for several of the above mentioned paradigms. Irrespectively 
what kind of system is used and what type of engineering is performed, designers always have 
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to use design tools, which, in such collaborative environments, usually are organized as 
distant simultaneously available services. In this situation, service based paradigm seems to 
be a central one because it facilitates design tool management which is necessary for making 
distributed collaborative engineering possible. 
 
Web Services (WS) is an example of environment with service based implementation 
paradigm. Generally speaking, the WS architecture integrates distant applications through 
Internet standards like XML, HTTP and SOAP. Organizations can use it internally or 
externally within dynamic VE/VO. WS provide possibility for secure business processes 
execution and exposition in the network area outside of firewalls. It gives possibility for 
business processes encapsulation and publishing as services. Such services can be searched 
and subscribed by other services [7]. Encapsulated components can be isolated such that only 
the business-level services are exposed. This results in separating between components and 
more stable and flexible systems. WS are based on universally agreed specifications, which 
influences their interoperability. Any web service can interact with any other web service. WS 
can be written in any language. Any device which supports WS communication technologies, 
like HTTP and XML, can both host and access WS. Thus WS allow ubiquitous access from 
any platform. These main features of WS: stability, interoperability, ubiquity, accessibility, 
flexibility, together with some additional ones: security, reliability, excellent service delivery, 
scalability, manageability, constitute main features desirable in collaborative environment 
used in EDVO. 

4 Tool Registration and Management Services 
Above-mentioned requirements for collaborative environment used in EDVO are fulfilled in 
large extent by Tool Registration and Management Services (TRMS). This architecture is 
projected and developed within EC project E-Colleg [8]. The Web Services basic architecture 
[9] was a conceptual basement for TRMS development [Fig 3]. 

 
 
Fig. 3.  WS basic architecture (A) versus TRMS general architecture (B) 
 
A general architecture of the TRMS (Fig 3 B) in the simplified perspective includes five basic 
components: 

1) Global Tool Lookup Server (GTLS) responsible for tool search, tool and user data 
bases management, and security policy; 

2) Tool Server (TS) responsible for tools sharing and tool invocation management; 
3) Data Base (DB) Server containing two databases: a native XML DB Exists with tool 

descriptions and relational DB HSQL with information on users; 
4) Client with a simple GUI allowing login to the system and its administration; 
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5) Advanced Network Transport Service (ANTS) which is a SOAP web service that 
enables routed data transport through gateways and firewalls [6]. 

The communication is realized through HTTP/SOAP protocols and XML is used as a data 
transfer format. All sensitive data are encrypted and digitally signed. 

5 Design Project Management System 
The TRMS system is supposed to federate members of an organization, thus it is perfectly 
suited for the EDVO. Certainly it works in the open Internet as WS but in difference to WS it 
unifies the federation members giving possibility for clear security policy and administration. 
In the TRMS concept except for services that are understood as design software tools, there 
are users who are comprehended as designers with their computers. The aim of author’s work 
is to enrich the existing TRMS with additional functionality that will allow the EDVO to 

perform a design process effectively within 
a distributed environment and fulfills 
additional essential requirements for 
distributed collaborative engineering 
environment. Main components of DPMS 
system correspond to core elements of the 
TRMS (Fig 4). These are: CMU - Central 
Management Unit that incorporates GTLS 
of TRMS plus additional functionality; 
VOMS - VO Member Server that 
incorporates TS and Client of TRMS plus 
additional functionality; and ANTS - 
Advanced Network Transport Service 
(based on SOAP). 

 
Fig. 4.  Overall DPMS architecture 
 
Additional functionality incorporated in CMU and VOMS of DPMS are: 

1) Support for VO life cycle and Project Management: 
- Proposed design projects registration, 
- Automatic search and selection of potential partners in projects with possible 

workflow suggestions, 
- Groupware functions – for contract negotiations and also for information 

exchange among partnership companies, 
- Planning and scheduling; 

2) Workflow management and design integration: 
- Extended tool descriptions include their possible places in potential workflows, 
- User descriptions include their core competencies and tools, 
- Workflow conducting (synchronic and asynchronic design sub-task realization 

with their verification), 
- The whole design project verification (e.g. alternative workflows realized and 

their effects); 
3) Mapping tasks to tools and automatic invocation of tools: 

- Proper description and registration of tools in Tool DB (in relation to different 
potential design tasks), 

- Automatic placement of design task in a workflow. 
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It is obvious that additionally proposed functionality must be supported by enhanced Client 
Interface. Since the TRMS has been realized in JAVA that is compatible with all major 
operating systems, the development of DPMS has been continued on the same platform. 

6 Conclusions 
TRMS constitutes good basis for collaborative engineering environment used in an EDVO. Its 
most significant functionality is distant design tools management, cooperating users 
management, and secure firewall crossing. Its architecture is conceptually similar to WS, 
which induces its key characteristics like stability, interoperability, ubiquity, flexibility, scalability, 
and security. WS is a system designed for business applications. It is difficult to say how 
relevant it is for complex engineering design tools used in collaborative engineering. Due to 
this fact, the TRMS intended as the design tool management system comes as an effective aid. 
 
On the basis of TRMS the new system is being developed called DPMS. It is a distributed, 
flexible system that combines high security with open communication. It gives possibility for 
distant engineering collaboration with secure XML-based data exchange via SOAP through 
integrated dynamic TRMS. Developments of collaborative extensions to design tools will 
allow advanced user interaction. Additional elements supporting the EDVO life cycle and 
project management are also very important in this infrastructure as they will integrate efforts 
of distributed teams of design engineers. 
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Abstract: This paper discusses the use of Web Services to make the data stored in 
geospatial databases available to the internet world. The Open GIS Consortium standards 
for geographic data formats (GML), discovery of data and relations (Catalog Services), 
communicating with geospatial Web Services (Web Feature Services) as well as their 
usage scenarios are introduced subsequently. Finally, possible improvements and 
challenges concerning performance, standardization and semantics are presented. 

1 Introduction 
Geographic information systems (GISs) store raster and vector digital maps, and satellite and 
aerial images. They provide functions for retrieving, analyzing, manipulating, and displaying 
data. A distributed GIS consists of sites connected to a data communication network, each site 
itself an autonomous GIS with data and processing functions. A distributed GIS may present a 
single database image to the user and provide transparent data access. Data distribution and 
connection paths may stay hidden. The user can access the system as though all the data and 
functions come from one site. A distributed GIS has advantages in data sharing, reliability, 
and system growth [1]. 
 
With the emergence of internet technologies, distributed GIS evolved into Web server-based 
GIS (Web GIS). Web GISs let users download data set from Web server and: display it from a 
Web browser, use other software to display it or analyze it or run a Java applet in Web 
browser downloaded with a data set for better graphic display. Such architecture enables to 
integrate a collection of existing Web GISs into a system that provide more transparent and 
efficient access with use of Java Applets and CORBA or DCOM. When visiting a site, users 
can query any of the data sets stored at any of the participating sites and request the data they 
want. The system decides where and how to obtain the data, then makes the data available to 
users. This approach has one severe drawback, though. The lack of standards defining data 
formats, protocols and interfaces, resulted in creating many vendor-specific binary standards, 
that cannot seamlessly cooperate with each other. To overcome that shortcoming, 
standardizing consortiums, such as OGC Consortium, agreed to develop appropriate standards 
with the extensive use of XML documents, that can be structured via XML Schema 
documents. 
 
The next step in Web GIS evolution is incorporating the set of the World Wide Web 
Consortium’s (W3C) standards concerning Web Services. The W3C developed the Simple 
Object Access Protocol (SOAP) and related standards that extend XML so that computer 
programs can easily pass parameters to server applications, and then receive and understand 
the returned semi -structured XML data document. Such standards enable each internet client 
to communicate with Web Service being and internet interface of a Web GIS system. 

79 

mailto:mswid@star.iinf.polsl.gliwice.pl


IWCIT’03 
 

2 Web GIS conformed to the OGC specifications 
To facilitate geographic data sharing and interoperability with use of XML, international 
standards have been developed, including the OpenGIS specifications (OGC) [2]. The OGC 
specifications deal with issues of XML geographic data formats, interfaces and scenarios. 
 

2.1 GML 
Geography Markup Language (GML) is an XML grammar written in XML Schema for the 
modeling, transport, and storage of geographic information. GML provides a variety of kinds 
of objects for describing geography including features, coordinate reference systems, 
geometry, topology, time, units of measure and generalized values [3]. 
 
A geographic feature is "an abstraction of a real world phenomenon; it is a geographic feature 
if it is associated with a location relative to the Earth”. So a digital representation of the real 
world can be thought of as a set of features. The state of a feature is defined by a set of 
properties, where each property can be thought of as a {name, type, value} triple. The number 
of properties a feature may have, together with their names and types, are determined by its 
type definition. Geographic features in GML include coverages and observations as subtypes. 
A coverage is a sub-type of feature that has a coverage function with a spatial domain and a 
value set range of homogeneous 2 to n dimensional tuples. A coordinate reference system 
consists of a set of coordinate system axes that is related to the earth through a datum that 
defines the size and shape of the earth. Geometries in GML indicate the coordinate reference 
system in which their measurements have been made. 
 

2.2 Catalog Services 
Catalog services support the ability to publish and search collections of descriptive 
information (metadata) for data, services, and related information objects. Metadata in 
catalogs represent resource characteristics that can be queried and presented for evaluation 
and further processing. Catalog services are required to support the discovery of registered 
information resources within a collaborating community [4]. 
 
The query capabilities of the Catalog Interface are intended to provide a minimum subset of 
capabilities while providing maximum flexibility for enabling alternate styles of query, result 
presentation, and query languages. The flexibility goals are accomplished through the use of a 
query service call that contains the parameters needed to establish the query /result 
presentation style and a query expression parameter that includes the actual query and an 
indication of the query language used. The interoperability goal is supported by the 
specification of a minimal query language based on the SQL WHERE clause in the SQL 
SELECT statement. The ability to specify alternative query languages allows for evolution 
and higher levels of interoperability among more tightly coupled subsets of Catalog Service 
Providers and Consumers. To facilitate translation of information between implementation 
profiles XML is used to package the elements of a query, and to package the structured 
information being returned from a query. The specification of Catalog Services does not 
require the use of a specific schema (metadata structures, dependencies, and definitions), but 
the adoption of a given schema within an information community ensures the ability to 
communicate and discover information. 
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2.3 Web Feature Service 
Web Feature Service (WFS)  specification allows a client to retrieve geospatial data encoded 
in Geography Markup Language (GML) from multiple Web Feature Services. The interface is 
defined in XML and GML must be used to express features within the interface [5]. 
 
Data manipulation operations include the ability to: create, delete, update, get or query 
features based on spatial and non-spatial constraints. A WFS request would proceed as 
follows: 
• A client application would request a capabilities document from the WFS. Such a 

document contains a description of all the operations that the WFS supports and a list of 
all feature types that it can service. 

• A client application (optionally) makes a request to a Web Feature Service for the 
definition of one or more of the feature types that the WFS can service.  

• Based on the definition of the feature type(s), the client application generates a request as 
specified in this document. 

• The request is posted to a web server. 
• The WFS is invoked to read and service the request. 
• When the WFS has completed processing the request, it will generate data set in GML. 
 

2.4 OGC conformant Web GIS 
The architecture of an OGC conformant Web GIS (Fig. 1) consist of Client application, 
Catalog Services (optional) and Web Feature Services. The client application can retrieve  
appropriate metadata from Catalog Services with use of GET/POST HTTP method and XML. 
The request may be received by Catalog Services and then distributed to other servers. This 
step may be omitted, as WFS may also be requested for its capabilities and posts back its 
features described in a GML document. When Client application collected all the needed 
metadata, it could post a request for data to central WFS, that would distribute request and 
then merge the results, or to all appropriate WFSs and merge the results on its own.  
 

 
 

Fig. 1  An OGC conformant Web GIS 
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A choice of scenario can be made according to the following premises: 
• The use of Catalog Services may be costly in a sense of the size of data to process and 

transmit, but they usually gather metadata from a wide area in a systematical manner, thus 
may direct us to sites with useful information we knew nothing of. 

• A client application may rely on the mechanisms of metadata and data management 
implemented in the WFS or may request each WFS’s capabilities it needs, and then 
perform the task of retrieving and merging data on its own. However, the second approach 
is suited for simple queries, where few WFSs are involved and no sophisticated query 
optimization and merging algorithms are needed. 

3 Possible improvements and challenges 
The idea of Web GIS with use of Web Services is relatively new, thus there are many 
improvements to make and many challenges to face. The Author chose three major ones, 
which are discussed subsequently. 
 

3.1 The use of Web Services’ standards 
The Catalog and Web Feature Service specifications base on internet standards such as HTTP 
and XML, expose interface that can be accesses via HTTP GET/POST methods and  XML, so 
they meet general requirements of Web Services. But Web Services’ standards comprise also 
communication protocols and document description formats not supported by OGC 
specifications.  
 
The W3C developed the Simple Object Access Protocol (SOAP) and related standards that 
extend XML so that computer programs can easily pass parameters to server applications, and 
then receive and understand the returned semi-structured XML data document. SOAP is 
augmented with an interface definition language called Web Services Definition Language 
(WSDL). Each Web Service publishes its interface as a WSDL document that completely 
specifies the service’s request/response interface so that clients and client tools can 
automatically bind to the Web Service.  SOAP has been compared to Microsoft's Distributed 
Component Object Model (DCOM) and the Object Management Group [OMG] Common 
Object Request Broker Architecture (CORBA). Like DCOM and CORBA, SOAP provides 
the framework to enable two cooperating software programs to interoperate, but SOAP allows 
cooperation over the public Internet using vendor-neutral XML-based protocols [6]. 
 
Suggested improvement bases on an idea of incorporating these missing standards to enable 
client applications to accesses the Web Service implementing Web Feature Service interface 
just the same way they access any other object class with no need to manually code and 
decode XML request/response XML documents. An appropriate tool (e.g. Microsoft .NET 
Framework and Visual Studio .NET) could read the WSDL and translate the class definitions 
into the programmer’s language (C++, Java, C#, Visual Basic, VBscript, Jscript, or any other 
language.) The tools could build the proxy and stub code required to communicate between 
the Client and the remote Web Feature Service. 
 

3.2 Query algorithms 
The Catalog Services and Web Feature Services query languages are based on SQL. A query 
in the SQL is declarative and can usually be executed using several different strategies, 
especially when multiple Web Services are involved. The difference in response time may be 
as large as several orders of magnitude [1]. In many aspects, queries in a Web data integration 
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GIS differ from those in a nonspatial Web data integration system. This holds true for the 
query optimization procedure. The current optimization techniques for a nonspatial Web data 
integration system include minimizing the set of Web sources to access and minimizing the 
queries sent to each one. When optimizing a query in a Web data integration GIS built as Web 
Services, we must take into account another two important factors: the sizes of the data to 
process and transmit, and characteristic of SOAP protocol. Queries in a Web GIS may involve 
conducting many costly spatial operations on geospatial data and transmitting geospatial data 
across a network. Geospatial data (such as digital maps and satellite images) may be very 
large. Reducing the sizes of the data to process or transmit significantly improves a query’s 
efficiency. It seems reasonable to develop a query optimization algorithms that aim to achieve 
a short response time. The approaches used in such algorithms should include minimizing the 
set of Web Services and minimizing the sizes of the data to process and transmit. The 
optimization algorithms could combine heuristic and statistical techniques, e.g. a sets of 
heuristic rules and a cost model. Such an algorithm would target finding an efficient (though 
not necessarily the best) strategy for each query. 
 

3.3 Ontology-driven GIS 
Another challenge is to incorporate techniques associated with Web Services and Semantic 
Web, as many times the need for information is so demanding that it does not matter if some 
details are lost, as long as integration is achieved. Although standards for data exchange are 
necessary and useful for the transfer of large amounts of data, they lack the capability of also 
transferring the meaning associated with the piece of information when it was first created. 
For integration to be efficient and to deliver the kind of information that the user is expecting, 
it is necessary to have an agreement about the meaning of the entities of the geographic 
world. For this kind of integration of information to happen among computerized information 
systems it is necessary first to have explicit formalizations of the mental concepts that people 
have about the real world. Such an explicit formalization of our mental models is usually 
called an ontology. By integrating ontologies that are linked to sources of geographic 
information we create a mechanism that allows geographic information to be integrated based 
primarily on its meaning. The use of an ontology in the specific case of GIS leads to what is 
called Ontology-Driven Geographic Information Systems (ODGIS) [7]. 
 
ODGIS enables users to query for not fully defined information and base on the effects of 
semantic agents work. The benefits of this approach are as follows: 
• Minimal interface to GIS. Some of the human-computer interaction necessary on today’s  

web is eliminated. The agent could identify the appropriate ontologies, geospatial data, 
and other agents and deliver desired information. 

• Decision-time reasoning. A pre-existing interface to requested information would not be 
in place and explicit interfaces to new information would not need to be created. 

• Disaggregation of spatial data. The semantic agents are able to disaggregate and deliver 
the minimum amount of spatial data preferred by the user. 

 
The implementation of such a semantic web-based system will require an ability to gather, 
synthesize, learn and reason efficiently with large quantities of heterogeneous data, derive 
conclusions for plausible solutions and deliver them to end-users. There are numerous 
difficult problems in dealing with just the reasoning component of the problem. For example, 
we assume that ontologies in the semantic web may be connected in arbitrarily complex ways 
and may have borders that are unknown (i.e., they are open-ended). This means that reasoning 
and decision making will often need to operate in the presence of "partial knowledge".  
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A second key issue is balancing quality of service (QoS) with computational effectiveness. 
Any system that wants to guarantee efficient reasoning must sacrifice something - usually, 
correctness and expressiveness [8]. 
 

4 Conclusions 
The use of Web Services imposes new requirements and opens new doors for OGC Web 
GISs, but when these requirements are met, Web GISs could improve its performance, 
become fully conformant with W3C standards, support ontology-driven data retrieving as 
well as spatial decisions. 
 

5 References 
[1] Ju Wang, F. and Jusoh, S.: Integrating Multiple Web-based Geographic Information 

Systems, IEEE MultiMedia, IEEE, January-march 1999 
[2] Open GIS Consortium, http://www.opengis.org 
[3] OpenGIS Geography Markup Language (GML) Implementation Specification, 

version 3.00, http://www.opengis.org/techno/documents/02-023r4.pdf 
[4] OpenGIS Catalog Services Specification, ver. 1.1.1, 

http://www.opengis.org/techno/specs/02-087r3.pdf 
[5] OpenGIS Web Feature Service Implementation Specification, version 1.0.0, 

http://www.opengis.org/techno/specs/02-058.pdf 
[6] The World Wide Web Consortium and especially the XML, SOAP, and Web 

Services directories, http://www.w3.org/ 
[7] Fonseca F.T.: Ontology-Driven Geographic Information Systems, A Thesis, 

University of Maine, May, 2001 
[8] Casey, M.J. and Austin, M.A.: Semantic Web Methodologies for Spatial Decision 

Support, International Conference on Decision Support Systems in the Internet Age,  
2002. Cork, Ireland. 

84 

http://www.opengis.org/
http://www.opengis.org/techno/implementation.htm
http://www.opengis.org/techno/implementation.htm
http://www.opengis.org/techno/implementation.htm
http://www.w3.org/


Section 1 – Information Technology 
 

Methodology of Creating and Tuning Neural Network Models  
 

Ing. Martin Moštěk 
VŠB – Technical university of Ostrava 

martin.mostek@vsb.cz 

Abstract: The paper is aimed on problems solving design and tuning of Takagi-Sugeno 
fuzzy models application in predictive control scheme. The main part of work is dedicated 
to methodology of training data set generation, which is necessary to create Takagi-Sugeno 
fuzzy models. The paper contains some numerical simulation experiments to prove 
designed methods. 

Introduction 
Modern theory of regulation is still developing new ways to protect best quality of regulations 
in often complicated conditions of practical realizations. One of many possible solutions is 
using the predictive control systems. For regulation complexes systems, where classical 
simple controllers (PID, etc.) are not functional, are most frequently used the predictive 
regulators. 
Investigation characteristics of predictive regulators proved, that quality of regulation is 
directly depend on quality of the predictive model. Important position in area of self-learn 
models methods takes artificial neuronal networks, which are product of science artificial 
intelligence. The neural networks constitute a means for identifications models by the help of 
measured training data sets. 
Disadvantages of a model obtained by using conventional neural networks are total absence 
possibilities of verification specific structure and parameters of identified model. In many 
accounts the neuronal networks bring very good results, with a procedures for realization 
fuzzy sets and fuzzy logical operations, which enable identify rule of fuzzy models. 
So are created the hybrid fuzzy-neural networks. The fuzzy neural networks are often 
designed for structural and parametric identification of the fuzzy models type Takagi-Sugeno. 

1. The Fuzzy-neural models of type Takagi-Sugeno 
Fuzzy neural models are structures, which make use of environment neuronal networks to 
automatic identification rules of fuzzy models. For identification are used a measured input-
output data (training set). Fuzzy-neural models of the Takagi-Sugeno type are formalized by 
linguistic entry [1]: 
 

IF (x1 is A1 ) and (x2 is A2 ) and ... and (xn is An ) THEN y = f (xp ),  p = 1, ... , n. 
 

The Takagi-Sugeno models are the basis of model for predictive control. For their 
identification is used artificial neuron networks environment which use the special procedure 
- FuzNet. This procedure makes identification with the input-output measured dates (training 
set) [2]. 

1.1 Nonlinear predictive control with fuzzy model 
Structure of the nonlinear predictive control with fuzzy models rise from principles published 
in [3]. Keynote of this control structure is using a procedure for optimalization of a nonlinear 
problem which is based on single neuronal model scheme. It is solved an analogical work, 
like at teaching neuronal network, when are scales changed so, that for existing input of a 
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network is produced required output. In the event of control we don’t modify scales, but 
inputs of the vector networks (model) by that way, that outputs model maximum answer to 
required output. Scheme of that predictive control system is on next picture. 
 

 
Fig. 1 Scheme predictive control system 

 
To minimize controlling criteria is necessary to have a neuronal model scheme of a predicate 
output not only for the next step, but for the whole predictive horizon. This function performs 
so-called more-stepping neural predictor. The schema more-stepping predictor for 
optimization control is on the following picture. 
 

 
Fig. 2 Schema of more-stepping predictor 

1.2 Identification of Takagi-Sugeno models by using procedure 
FUZNET 
For realization of the more-stepping neuronal-fuzzy predictor was used the evolutional fuzzy-
neuronal system FuzNet (described in [4]). This system allows creating a fuzzy-neural 
network FNN, identifying parameters of a fuzzy-neuronal model and testing identified the 
model on real dates. This system arose as an extension simulator of neuronal network which 
is based on the algorithm Back Propagation [5]. 
 

2. Methodology of generation training set for identification 
FNTS models 
Before than it is possible identify fuzzy neuronal model type Takagi-Sugeno (FNTS), we 
must investigate properties of tested model system. Understanding of character, dynamic and 
static properties of system is important to create an acceptable train set. Information which is 
included in training set fundamentally approach characteristics of FNTS model, that's by this 
one set adapted. The Aim of disposition of acceptable training set is generating kind of input 
signal u(t), or more precisely - succession of samples or signal values, which past passage 
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through the model system recapturing maximum static and above all dynamic character of 
model system [4]. 
Once of method, by the help of it is possible this finding obtain, is for example transient 
characteristic h(t), which define responses of existing system transmission Gs(s),  on unit step 
function 1(t). 

{ }






 ⋅== −−
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 (1) 
where h(t) is transient characteristic system transmission of existent system G(s). 
 
Because of pertinent numerical formulation of transitional characteristic for understanding 
character of the system and their dynamic and static quality  inadequately it, is necessary for 
surveyed systems generate  graphical representation of transitional characteristics h(t). 
From transitional characteristics it is possible to determine settling time of transitional plot 
Tust(t), which is important for finding about behavior of model systems. By virtue of length of 
duration transitional action diagnosis Tust(t), it is possible to establish optimal sampling time 
TS(t) (Time Sampling). 
 

2.1 Acceptable sampling time TS(t)  determination 
During testing different type of models with different experimentally adjusted values of 
sampling time TS(t) for a given system followed on, that it is optimal to vote sampling time 
so, so that we gained minimally seven samples to the settling time transitional plot Tust(t). 
This finding describe the following formula. 

][
7

)()( stTtTS ust≅
 (2) 

In case, that we don’t reach minimally seven samples during the settling time plot, dynamic 
and static characteristics of model system are not adequate intercepted in training set. 
 

2.2 Generation input signal u(t), preset variability coefficient K  
As an acceptable signal for teaching FNTS models is used a sequence of quadrangular pulses 
about randomly frequency and amplitude, whereas for practical use is area of amplitude 
changes limited by maximal and minimal value. For our case of fuzzy-neuronal model is used 
function PRS for environment Matlab, from author Magnus Norgaard [7]. Function is solved 
so, that in stochastic moment is changed her value to new stochastic value. A frequency of 
signal changes is possible to change in the range from constant signal up to white noise, by 
variability coefficient K setting. 
Theoretically as a most suitable training signal is kind of signal, which has equally 
represented dynamic and static characteristics, so after series of step changes with different 
amplitude follow static value with various amplitude and again set step changes about various 
amplitude and so on. By presetting of variability coefficient K, we can reach equable 
substitution steps changes and static values. By experimental presetting coefficient K for 
variety of tested systems, has been discovered the finding, that by setting high frequency step 
(big value K coefficient ), are created impulse steps which are too thin for displaying response 
of tested system, that means, that information of monitored system are lost. In addition 
duration persistence of next static values (with different amplitude) is often too small, than 
that the training sets intercept static behavior of model system. Therefore the FNTS model, 
which is adapted by this set, is inferior and unfitting for the predictive regulation. Detailed 
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display of training signal which is created with thus badly adjusted coefficient K, is on picture 
nr. 3. 
Summary of previous finding about presetting coefficient variability K leads us to design a 
procedure of his determination. Variability coefficient K must be selected so, that in time 
series are randomly generated input square pulses, and where (except by other) are included 
impulses, whose width Timp meets the conditions 

][)(4 stTT ustimp ≅  (3) 
and impulses, which satisfy conditions 

][)( stTT ustimp ≅  (4) 
where Tust is settling time of the identified system. 
 
On the picture nr. 4 is example of training signal with suitable adjusted coeff. variability K. 

                  
Fig.3 Train. sig. with badly adjusted coeff. K,       Fig.4 Train. sig. with suitable adjusted  
( u(t) red line, y(t) blue line )                  coeff. K, ( u(t) red line, y(t) blue line ) 

3. Check on of simulation results 
For checking of the predictive control system was randomly third order system chosen with 
unknown traffic delay.  Transmission of the system Gs(s), is in the following formula. 

  (5) 
At first we examining on the system diagnosis of transitional characteristics. Transitional 
characteristic is on next picture. 

 
Fig. 5 Transitional characteristic of system Gs(s), ( 1(t) red line, h(t) blue line ) 

 

88 



Section 1 – Information Technology 
 

This graph shows that, it is system with derivative character and with negative fixed values. 
Settling time of transitional plot Tust(t) for these system is Tust(t)=10s. Now we can establish 
value Tust(t) for the formula (2) and after rounding, TS(t) = 1,5 s. And when, it is identified 
acceptable sampling time TS(t) for existing system, we can already come up to the parts of 
generating optimal input signal u(t). Now we can access to proper practical generating the 
training sets and with help of the platform FUZNET we can create FNTS models, which are 
checked experimentally in the process of predictive regulation. 
 

3.1 Loss rate function 
For examination of experimental regulation process quality has been used in [4] numerical 
parameter integral quadratic criteria SSE (Sum of Squares of the Error). 

[∑
=

−=
samplesofnumbertotal

i
iwiySSE

1

2)()( ]  (6) 

where total number of samples presents number of sampling moment for whole time duration 
of regulation process. 
Generally it is possible to say, that the more value SSE is higher, then quality of regulation, is 
worse. 

3.2 Comparative regulator 
So we could examine quality of regulation with predictive regulator, we have to suggest for 
system Gs(s) comparative regulator. Design of PID regulator for this system it is impossible to 
realize, because this system has derivational character and negative formed value. The LQR 
regulator has been designed. Following formula describe transmission of open loops GO(s) for 
this system with transmission Gs(s). 
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And now we can compare results reached from the predictive regulator and the comparative 
LQR regulator. 

 
Fig. 6  Compare results of the predictive regulator and the comparative LQR regulator,  
   ( w(t) red line, y(t) LQR green line,  y(t) predictive regulator blue line ) 

 
On picture 6 is process regulation of predictive regulator and comparative LQR regulator. 
Value of SSE for this system with transmission Gs(s), when predictive regulator is used, is 
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SSE = 31,753702. Comparative LQR regulator attained value of SSE = 116,103030. Quality 
of regulation system with transmission Gs(s) when predictive regulator is used is manifold 
better than results of comparative LQR regulator. Process of nonlinear predictive control 
regulation of this system copes with very good results and measured values of SSE this fact 
fully supports. 

Conclusion 
Requirements of high quality for predictive regulator regulating process be conditioned on 
high qualities his predictive model. Predictive regulators are used for control of complicated 
and therefore hardly mathematically formalized systems. Presented work solves the problem 
of automatic identification of predictive models like type Takagi-Sugeno fuzzy rules 
structures with use of the self-learn artificial neuronal networks. 
The theoretical results of this work is elaboration methodology of regime suggestion training 
set input and output data generating, necessary for automatic structural and parametric 
identification predictive fuzzy model in the environment artificial fuzzy neuronal networks 
(FuzNet). Methodology rise from analysis of effect property of the training set on quality of 
the learned fuzzy model and determine conditions for algorithm generating changes input 
signal training set. Solved results contributing to increasing effectiveness proposal of the 
predictive regulators. 
 
This paper has been elaborated by the help of grant resources FRVŠ 2003, nr.1731. 
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Abstract: The paper describes the concept of real time correctness in distributed computing 
systems (DCS). The DCS is based on the concept of autonomous agents (AA). There are 
two kinds of agents in the DCS. One agent operates in the DCS known as Time-Triggered 
(TT), and the other one operates in Event-Triggered system (ET). Event-Triggered system 
is referred to LonWorks Technology. If a global time base is available for an autonomous 
agent, it is possible to know precisely about the age of an observation. Knowledge about 
the age of an observation determines whether the observation may be used in a particular 
real-time control context. The global time can be used to precisely coordinate a distributed 
action that is composed of a set of local actions performed at different nodes of the DCS. 
The action of the autonomous agents working in TT mode executes its action as soon as 
the globally synchronized time reaches the prescribed value. The action of the autonomous 
agents working in ET mode is triggered by an external event from its environment.  The 
research has indicated the existence of differences in dynamic systems operation in 
network distributed control systems.  

Keywords: Real Time, Autonomous Agent, Time Triggered, and Event 
Triggered, Distributed System 

1 Introduction 
Hard real-time computer systems produce the expected results at the intended points in real-
time. The correctness of real-time system thus depends on both, its proper behaviour in the 
value domain and the temporal domain. A new process or a communication process, we call it 
a task, is started whenever the environment delivers a service request. Such a service can be 
the transmission of a message by an operator from a terminal or the generation of an interrupt 
by a physical device. If the start of a task is triggered by an external event from the 
environment then the task sequence is called event-triggered. If the start of the task is 
triggered by the progression of a global notion of time then the task sequence is called time-
triggered. In a time-triggered system every task will periodically observe the state of its 
environment to determine whether a particular computational activity has to be performed. 
Event-triggered systems excel in flexibility, whereas time-triggered system excels in temporal 
predictability. The idea of using a periodic clock signal as the trigger for the initiation of a 
task is used to control systems, and in communication systems 

2 Time-triggered and event-triggered systems 
The foremost requirements of a hard real-time system are value correctness and temporal 
correctness. The temporal correctness of an implementation can only be ascertained if the 
specification contains precise statements about the intended temporal behaviour. The 
temporal specification of the behaviour of a distributed computer system is simplified, if all 
nodes of the system have access to a common global notion of time. In a distributed time-
triggered system it is a priori common knowledge at which instant a message of a correct 
node must arrive at all other node. In a time-triggered system, the results of the test of every 
node can be compared with the specification of the communication network interface. Since 
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the time base is discrete and determined by granularity of the action lattice, every input case 
can be observed and reproduced in the domains of time and value. Therefore testing of a 
properly designed time-triggered system is deterministic and constructive. To archive the 
same test coverage, the effort to test an event-triggered system is much greater than that 
required for the testing of the corresponding time-triggered system.  

3 Structure of time-triggered and  event-triggered system  
The structure of the system consists of the distributed elements. There is the source of the 
data, at least two autonomous agent subsystems working into time-triggered and event-
triggered mode, server, client, and browser.  

Source of data

Agent TT Agent ET

Server
(Java)

Client

Browser
 

4 Data source 
The data source has a form of the database. The continuous form of the data is presented.  We 
assume that two different data sequence in the area I, and area II are arbitrarily chosen.  
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5 Modelling and results 
The discrete value of the data is delivered by the measurement subsystem of autonomous 
agent systems. The first autonomous agent is working in real-time mode, and is triggered by 
time-triggered subsystem. The second one is triggered by event-triggered subsystem.  The 
autonomous agent, which is triggered by TT subsystem, is prepared its data for the const time 
interval. The autonomous agent which is triggered by ET subsystem is prepared its data if the 
difference between the previous and present data value is greater then an arbitrarily given 
number.  The linear model can be build by the sequence of the data. The model has the form 
  
 yi = a ti + b (1) 
 
where: coefficients a and b are calculated as 
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and  n is the number of the pair of the data. 
 
The source data and the model for the data are presented below. 
 
Area I. Source Data      Area II Source data. 
 
 

   
 
 
The autonomous agent triggered by time-triggered subsystem is prepared its model for the 
area I and area II.. 
 

93 



IWCIT’03 
 

 
Data from area I for the AA triggered by TT subsystem 
                                                                       Data from area II for the AA triggered by TT sub.     
 

   
 
The autonomous agent triggered by event-triggered subsystem is prepared its model for the 
area I and area II. 
 
Data from area I for the AA triggered by ET subsystem                                                                
                                                                     Data from area II for the AA triggered by ET sub.                      

 

   
 
 
 
Area Source data Agent TT Agent ET 

 a b a b a b 
I 0.1244 2.2923e+003 0.2615 2.2895e+003 0.9000 2.2774e+003 
II 0.1456 2.2784e+003 0.2780 2.2778e+003 0.7900 2282 
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Abstract: Over the past few decades there has been a growing interest in the use of biology 
as a source of inspiration for solving computational problems. This area of research is 
often referred to as Biologically Inspired Computing. The more notable developments have 
been the neural networks inspired by the working of the brain, and the evolutionary 
algorithms inspired by neo-Darwinian theory of evolution. The immune system contains 
many useful information-processing abilities, including pattern recognition, learning, 
memory and inherent distributed parallel processing. For these and other reasons, the 
immune system has received a significant amount of interest to use as a metaphor within 
computing. This field of research is known as Artificial Immune Systems (AIS). This 
paper presents the theory of an immune network model, and it tries to apply to solve signal 
classification problems. 

1 Introduction 
In the last decade we could notice a great increase in interest in studying and applying 
biologically inspired systems. We have to emphasize artificial neural networks, evolutionary 
computation and now artificial immune systems. The artificial immune system is one of the 
most effective computation techniques that are applying to classify information, like pattern 
recognition, learning, memory acquisition, generation of diversity, noise tolerance, 
generalization, distributed detection and optimisation.  

Based on immunological principles, new computational techniques are being developed, 
aiming not only at a better understanding of the system, but also at solving engineering 
problems. In this paper, after show a brief introduction to the biological immune system we 
present the main strategies used by the immune system to problem solving, and introduce the 
concept of immune engineering and using them to identification signals. 

2 Architecture human immune system and its working 
The immune system of vertebrates is composed of a great variety of molecules, cells, and 
organs spread all over the body. There is no central organ controlling the functioning of the 
immune system, and there are several elements in transit and in different compartments 
performing complementary roles. The main task of the immune system is to survey the 
organism in the search for malfunctioning cells from their own body (e.g., cancer and tumour 
cells), and foreign disease causing elements (e.g., viruses and bacteria). Every element that 
can be recognised by the immune system is called an antigen (Ag). The cells that originally 
belong to our body and are harmless to its functioning are termed self (or self antigens), while 
the disease causing elements are named nonself (or nonself antigens). The immune system, 
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thus, has to be capable of distinguishing between what is self from what is nonself; a process 
called self/nonsel discrimination, and performed basically through pattern recognition events. 

Fig. 1 shows us architecture and spread lymphoid organs in the human body. A Human 
lymphoid system consists of several elements are responsible for working immune system. 
Tonsils are specialized lymph nodes containing immune cells that are able to protect the body 
against invaders of the respiratory system. Lymphatic vessels constitute a network of channels 
that transport the lymph (fluid that carries lymphatic cells and exogenous antigens) to the 
immune organs and blood. Another important element contains in immune system is bone 
narrow which soft tissue contained in the inside part of the longest bones, responsible for the 
generation of the immune cells.  

 

T h y m u s  

T o n s i l s  

L y m p h  n o d e s  

S p l e e n  

B o n e  n a r o w

L u n g  

K i d n e y  

 
Fig. 1 Spread of lymphoid organs in the human body 
 

Lymph nodes act as convergence sites of the lymphatic vessels, where each node stores 
immune cells, including B and T cells (site where the adaptive immune response takes place). 
The cells migrate into the thymus, from the bone marrow, where they multiply and mature, 
transforming themselves into T cells, capable of producing an immune response. In the spleen 
occurs process of destroying organism that invaded blood stream.  

From a pattern recognition perspective, the most appealing characteristic of the IS is the 
presence of receptor molecules, on the surface of immune cells, capable of recognising an 
almost limitless range of antigenic patterns. One can identify two major groups of immune 
cells, known as B-cells and T-cells. These two types of cells are rather similar, but differ with 
relation to how they recognise antigens and by their functional roles. B-cells are capable of 
recognising antigens free in solution (e.g., in the blood stream), while T-cells require antigens 
to be presented by other accessory cells. 

2.1 B-cell 
 B - c e l l   

A n t y g e n  ( A g )  

E p i t o p e s  

 B - c e l l  
r e c e p t o r ( A b )  

 
Fig. 2 B-cell recognizing an antigen (Ag) free in solution. 
 

The main functions of the B cells include the production and secretion of antibodies (Ab) as a 
response to exogenous proteins like bacteria, viruses. Each B cell is programmed to produce a 
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specific antibody. The antibodies are specific proteins that recognize and bind to another 
particular protein. The production and binding of antibodies is usually a way of sending signal 
other cells to kill or remove the bound substance. 

Fig. 2 illustrates that antigens are covered with molecules, named epitopes. These allow them 
to be recognised by the receptor molecules on the surface of B-cells, called antibodies (Ab). 

2.2 Major classes of MHC molecules 
There are two major classes of MHC molecules called MHC class I (MHCI) and MHC class 
II (MHC-II). Class I molecules are found on every cell, while class II molecules are found 
only on a subset of cells called antigen-presenting cells (APCs). CD8+ T cells, which 
generally are killer (cytotoxic) cells, interact with MHC class I. Cytotoxic T cells recognize 
antigens bound to MHC-I molecules, once any cell can become virally infected. CD4+ T cells, 
which are generally helper cells, interact with antigen bound to MHC-II molecules. The cells 
that express MHC-II, predominantly B cells, macrophages, and dendritic cells, are called 
APCs. An antigen-presenting cell take up protein antigens from their environment and 
partially digest them, i.e., cut them into smaller pieces called peptides. Some of these peptides 
are then bound to an MHC-II molecule and transported to the surface of the APC, where they 
can interact with the CD4+ T cell. Both MHC Both MHC classes bind peptides and present 
them to T cells. The class I system specializes in presenting proteins synthesized within the 
cell (intracellular pathogens), such as viral proteins made by an infected cell, while the class II 
system specializes in presenting fragments of molecules picked up from the environment.  

2.3 T-cell 
The T cells are so called because they mature within the thymus. Their function include the 
regulation of other cells’ actions and directly attack the host infected cells. The T 
lymphocytes can be subdivided into three major subclasses: T helper cells (Th), cytotoxic 
(killer) T cells and suppressor T cells. 
 

T-Cell  

An t i g en  (A g )

 MHC mol e c u l e s  
 a re  ca l l e d  ant i gen  

pre se t i ng  
c e l l s (A PC s ) 

Infected cell  

 
Fig. 3 T-cell recognizing an antigen presented by an accessory cell. 

The T helper cells, or simply Th cells, are essential to the activation of the B cells, other T 
cells, macrophages and natural killer (NK) cells. They are also known as CD4 or T4 cells. 
The killer T cells, or cytotoxic T cells, are capable of eliminating microbial invaders, viruses 
or cancerous cells. Once activated and bound to their ligands, they inject noxious chemicals 
into the other cells, perforating their surface membrane and causing their destruction. The 
suppressor T lymphocytes are vital for the maintenance of the immune response. They are 
sometimes called CD8 cells, and inhibit the action of other immune cells. Without their 
activity, immunity would certainly loose control resulting in allergic reactions and 
autoimmune diseases. Fig. 3 shows mechanism how for an antigen to be recognised by a T-
cell receptor, it has to be processed and presented by an accessory cell.  

Antigenic recognition is the first pre-requisite for the immune system to be activated and to 
mount an immune response. The recognition has to satisfy some criteria. First, the cell 
receptor recognizes an antigen with a certain affinity, and a binding between the receptor and 

97 



IWCIT’03 
 

the antigen occurs with strength proportional to this affinity. If the affinity is greater than a 
given threshold, named affinity threshold, then the immune system is activated. The nature of 
antigen, type of recognizing cell, and the recognition site also influence the outcome of an 
encounter between an antigen and a cell receptor. 

2.4 Antibody 
The process of the recognition and distinction of specific molecular patterns, the antibodies is 
very important and plays a central role in the acting of immune system. Antigens are diverse 
in structure so the antibody repertoire have to be large. The genetic information necessary to 
code for this exceedingly large number of different, but related, proteins is stored in the 
genome of a germ-line cell and transmitted through generations. 

3 An artificial immune network for signal analysis 
Main goal our system is classification signals so there are some problems that have to solve. 
The first problem is connected with algorithm of learning immune network. The next problem 
is related to structures of data, which are responsible for representation of signals. Solutions 
of these problems are presented below. The last paragraph shows result of classification 
signals by our immune network.  

3.1 Signal representation 
The signal comes inputs system, is interpreted as antibody (Ab) so task of immune network is 
found antigen Ag that will be suitable for Ab.  

The Ag-Ab representation will partially determine which distance measure shall be used to 
calculate their degree of interaction. Mathematically, the generalized shape of a molecule (m), 
either an antibody (Ab) or an antigen (Ag), can be represented by a set of real-valued 
coordinates m = <m1, m2, ..., mL>, which can be regarded as a point in an L-dimensional real-
valued space. 

 ( )∑ −
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=
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The affinity between an antigen and an antibody is related to their distance that can be 
estimated via any distance measure between two vectors, for example the Euclidean or the 
Manhattan distance. If the coordinates of an antibody are given by <ab1, ab2, ..., abL> and the 
coordinates of an antigen are given by <ag1, ag2, ..., agL>, then the distance (D) between them 
is presented in equation (1), and that use real-valued coordinates and that measure distance are 
called Euclidean shape-spaces. 

3.2 An Artificial immune network theory and its algorithm 
In this section will be presented concept of immune network theory and algorithm of that is 
used in our system. Before discussion about immune network theory we have to mention 
history of its theory.  

The immune network theory was proposed in 1974 by Jerne and it did not aim at explaining 
cell signaling, neither the mechanisms of interaction between antibody molecules and cells, 
nor to deal with the effector mechanisms that may become operative as a result of this 
interaction.  

Instead, it hypothesized a novel viewpoint of lymphocyte activities, natural antibody 
production, pre-immune repertoire selection, tolerance and self/nonself discrimination, 
memory and the evolution of the immune system. It was suggested that the immune system is 
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composed of a regulated network of molecules and cells that recognize one another even in 
the absence of antigens. This point of view was in conflict with the selective theory already 
existing at that time, which assumed the immune system as a set of discrete clones that are 
originally at rest and only respond when triggered by antigens. 

3.2.1 A Learning algorithm 
In this article, we based on algorithm that was proposed in paper [1] by de Castro and Von 
Zuben. This learning of immune net algorithm was adapted to classifying signals. Below this 
algorithm is presented. 

The learning algorithm lets building of set that recognizes and represents the data structural 
organization. The more specific the antibodies, the less parsimonious the network (low 
compression rate), whilst the more generalist the antibodies, the more parsimonious the 
network with relation to the number of antibodies. The suppression threshold controls the 
specificity level of the antibodies, the clustering accuracy and network plasticity.  

For each Agj ∈ Ag do 
 Determine its affinity fi,j, i = 1,...,N, to all Abi. fi,j = 1/Di,j, i = 1,...,N 
 A subset Ab{n} contains the n highest affinity antibodies is selected; 
 The n selected antibodies are going to clone proportionally to their antigenic affinity fi,j, 

generating a set C of clones: the higher the affinity 
 The set C is submitted to a directed affinity maturation process (guided mutation) 

generating a mutated set C*, where each antibody k from C* will suffer a mutation with a 
rate ak inversely proportional to the antigenic affinity fi,j of its parent antibody: the higher 
the affinity, the smaller the mutation rate: 

 Determine the affinity dk,j = 1/Dk,j among Agj and all the elements of C*: 
 From C*, re-select ζ% of the antibodies with highest dk,j and put them into a matrix Mj of 

clonal memory; 
 Apoptosis: eliminate all the memory clones from Mj whose affinity Dk,j > σd: 
 Determine the affinity si,k among the memory clones: 
 Clonal suppression: eliminate those memory clones whose si,k < σs: 
 Concatenate the total antibody memory matrix with the resultant clonal memory Mj 

 Determine the affinity among all the memory antibodies from Ab{m}: 
 Network suppression: eliminate all the antibodies such that si,k < σs: 
 Build the total antibody matrix Ab ← [Ab{m};Ab{d}] 

Where: 
Ab: available antibody repertoire (Ab ∈ SN×L, Ab = Ab{d} ∪ Ab{m}); 
Ab{m}: total memory antibody repertoire (Ab{m} ∈ Sm×L, m ≤ N); 
Ab{d}: d new antibodies to be inserted in Ab (Ab{d} ∈ Sd×L); 
Ag: population of antigens (Ag ∈ SM×L); 
fj: vector containing the affinity of all the antibodies Abi (i = 1,...N) with relation to antigen 
Agj. The affinity is inversely proportional to the Ag-Ab distance; 
S: similarity matrix between each pair Abi-Abj, with elements si,j (i,j = 1,...,N); 
C: population of Nc clones generated from Ab (C ∈ L Nc S × ); 
C*: population C after the affinity maturation process; 
dj: vector containing the affinity between every element from the set C* with Agj; 
ζ: percentage of the mature antibodies to be selected; 
 Mj: memory clone for antigen Agj (remaining from the process of clonal suppression); 
Mj: resultant clonal memory for antigen Agj; 
σd: natural death threshold; 
σs: suppression threshold. 
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The presented algorithm needs some explanations. There are important operations that are 
responsible for suppressive steps. The steps are called clonal suppression and network 
suppression, respectively. As far as a different clone is generated to each antigenic pattern 
presented, a clonal suppression is necessary to eliminate intra-clonal self-recognizing 
antibodies, while a network suppression is required to search for similarities between different 
sets of clones. After the learning phase, the network antibodies represent internal images of 
the antigens. 

4 Results of experiments  
This part of our paper includes results of which will be discussed. As was mentioned, we tried 
to construct system, which was able to classifying signals. Our experiments will consist of 
two phases, the first phase is phase of learning process of immune network. The second phase 
is phase of testing process. During Phase of testing, the signals will contain noise so it will 
make that process of recognizing will be either difficult or even impossible. For that reason 
the trained artificial immune net have to be cable of generalizing of signals. 

All Samples of signals have the same number of values. A Distance between either Ag and 
Ab or Ab and Ab will be counted by using the equation (1). 

4.1 A Phase of learning of artificial immune net 
A Set, which is used for training artificial immune net, includes patterns of signals. As was 
mentioned, in our case, the samples of signals that are included will be interpreted as antigens 
during the teaching process by having been trained net.  

4.1.1 Example  
A first task of system will be classification of samples, which are generated by below 
fragment of program that is written in MATLAB language. 

RangeOfTime=[0:0.2:5*pi]; 
 
for i=0.2:0.2:1,  
    
   Pattern_1=[( (feval('sin', i * RangeOfTime ))); 
   Pattern_2=[( sign(feval('sin', i * RangeOfTime ))) ]; 
   SampleOfSignal=[SampleOfSignal; Pattern_1; Pattern_2]; 
    
end 

The showed fragment of program is responsible for generating of samples of signals, which 
belong to family of functions that are described by equations (2). 

  (2) 

]5,0[];2.1,2.0[

:

))(sin(),()sin(),( 21
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⋅=⋅=

ti

where
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There are 60 samples subdivided into 4 clusters (non-overlapping classes). Fig. 4 and Fig. 5 
depict result of training of the immune network. Each of classes contains 6 cells. The net had 
following training parameters: n = 4, ζ = 0.2, σd = 1.0, σs = 0.001 and d = 10. The stopping 
criterion is a fixed number of generations: Ngen = 200. The resulting network contains 22 
cells. 
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Fig. 4 Dendrogram of the artificial immune network that was built by net during process of 
learning (for example 1) 
 

The suppression threshold (σs) controls the specificity level of the antibodies, the clustering 
accuracy and network plasticity. In order to provide the user with important information on 
how to set up the immune network algorithm parameters. 
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Fig. 5 Number of clusters (Peaks + 1, or Valleys) for this MST (for example 1) 
 
The change of parameters algorithm have influence on sensitivity analysis of the algorithm. 
An Especially, the σs suppression threshold is responsible for sensitivity work of the immune 
net. 

4.2 A Phase of testing of artificial immune net 
In this paragraph, we will show results of the phase of testing artificial immune net. On input 
of the trained immune net will be delivered samples of signals don’t belong to the learning 
set. The samples of signals were intentionally deformed by added noise. In this way, the 
trained net ability to generalization will be checked.  

4.2.1 Example 
In the Fig. 6 is result of the immune net answer. The dashed line presents values of input 
sample. The continuous line shows the best answer of our net. 

The algorithm that was described in the third paragraph, returns a queue of possible answer. 
The queue is ordered and first place in the queue is occupied by vector of signal values that 
are connected with class that is matched an input signal.  



IWCIT’03 
 

 

0  1 0  2 0  3 0  4 0  5 0  6 0 7 0 8 0
-1  

-0 .5  

0  

0 .5  

1  

1 .5  

S a m p le  o f  s ig n a l  T h e  b e s t a n sw e r o f n e t   
Fig. 6 Result of process classification input signal (example 1) 
 
As we can see, the Fig. 6 shows very interesting case, because although the input signal was 
very deformed, the artificial immune network correctly classified it. That is mean that the net 
is able to generalization of input signals. 
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Fig. 7 Result of process classification input signal (example 2) 
 
A Fig. 7 shows very case similar to case that was discussed previous. The deformed input 
signal was correctly identified by the immune network algorithm.  

5 Conclusion  
This paper described mechanics of immune network in human organism. In this paper is 
included describing of mechanics of negative selection and positive selection. It is known that 
these the phenomenon are used for building of artificial immune systems. In this paper, an 
artificial immune network model was discussed and mathematically detailed. The model is 
connectionist in nature but it follows an evolutionary-like learning algorithm that is the 
immune clonal selection principle.  Finally, there was presented model of application that 
based on immune network theory. The application was solving problems of identification 
signals. There was showed and was discussed result of simple experiments.  
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Abstract: This paper is presenting the state of the art of genetic algorithms (GA). This 
evolutionary technique becomes very popular in solving NP-complete problems. Genetic 
algorithms are state-space search technique modeled on natural evolutionary mechanisms 
originated from Darwin evolution theory of natural choice and selection. Genetic 
algorithms are a compromise between random and informed search method, where 
variables are mapped to chromosomes and genetic operators create new generations. Using 
GA enhances quality and speeds up finding suboptimal solution by finding more then one 
good result in each genetic algorithm cycle. Examples of utilization of GA are given to 
clarify and discuss method. Obtained results seem to be very promising and encourage to 
further research.   

1 Introduction to Genetic Algorithms  
Genetic algorithms [1], [5] are general-purpose search algorithms based upon the principles of 
evolution observed in nature. Genetic algorithms combine selection, crossover, and mutation 
operators with the goal of finding the best solution to a problem. Genetic algorithms search 
for this optimal solution until a specified termination criterion is met. The solution to a 
problem is called a chromosome. A chromosome is made up of a collection of genes which 
are simply the parameters to be optimized. A genetic algorithm creates an initial population (a 
collection of chromosomes), evaluates this population then evolves the population through 
multiple generations (using the genetic operators discussed below) in the search for a good 
solution for the problem at hand. A typical flow of genetic algorithm is presented in Fig.1. 
 

Random choice of initial population

Chromosomes evaluation in population

Chromosome selection

Using mutation and cross-over operators

Chromosomes evaluation in new population

Check termination
condition

NO

YES

Best fitted chromosomes
 

Fig. 1 Flow of typical genetic algorithm 
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This description of genetic algorithm refers to a model introduced and investigated by John 
Holland in 1975 and by his student DeJong. Holland is also author of schema theorem which 
mathematically proves convergence of AG to searched solutions [2].  
In the context of GAs operating on binary strings, a schema is a string of symbols taken from 
the alphabet {0, 1, #}. The character # is interpreted as a “do not care” symbol, so that a 
schema can represent several bit strings. For example schema #10#1 represents four strings: 
01001, 01011, 11001 and 11011. The number of non # symbols is called the order O(H) of 
schema H. The distance between the furthest two non # symbols is called the defining length 
L(H) of the schema. Holland obtained a result, which predicts how the number of strings in a 
population matching (or belonging to) a schema is expected to vary from one generation to 
the next. The theorem can be reformulated as follows: 
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Where pm is the probability of mutation per bit, pxo is the probability of crossover, N is the 
number of bits in a string, M is the number of strings in the population, m(H,t+1) is the 
number of strings matching the schema H at generation t+1, E is the expectation operator, and  
p(H,t) is the probability of selection, this is given by 
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Where m(H,t) is the number of strings matching the schema H at generation t, f(H,t) is the 
mean fitness of the strings matching H, and f (t) is the mean fitness of the strings in the 
population. 

2 Encoding of Chromosome 
Encoding of chromosomes is very important issue. Proper encoding ensures better problem 
solution and speeds up computations. Encoding very depends on the problem. Below are 
presented examples of various encoding schemes. 

2.1 Binary encoding 
Binary encoding is the most common type of encoding. In binary encoding every 
chromosome is a string of bits of values 0 or 1. Binary encoding gives many possible 
chromosomes even with a small number of alleles. On the other hand, this encoding is often 
not natural for many problems. 

2.2 Permutation encoding 
In permutation encoding every chromosome is a string of numbers, which represent number 
in a sequence. Permutation encoding is adequate for all problems where the fitness function 
depends only on the ordering of the genes in the chromosome i.e. traveling salesman problem 
or task ordering problem. 
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2.3 Value encoding 
Direct value encoding can be used in problems, where some complicated values are used. 
Binary encoding for this type of problems would be very difficult. In value encoding every 
chromosome is a string of some values. Values can be anything connected to problem, from 
numbers, real numbers or chars to some complicated objects. Value encoding is dedicated for 
special problems. On the other hand, for this encoding it is often necessary to develop new 
crossover and mutation strictly correlated with considered problem. 

3 Operators of Genetic Algorithms 
3.1 Selection 
Selection is a genetic operator that chooses a chromosome from the current population for 
inclusion in the next population. The main idea of this operator is to give preference to better 
individuals, allowing them to pass on their genes to the next generation. The goodness of each 
individual depends on its fitness, which is determined by an objective function or by 
subjective judgment [1]. There are several methods of selection:  
• Roulette Wheel Selection – is the simplest method of selection, also called stochastic 

sampling with replacement. The individuals are mapped to contiguous segments of a line, 
such that each individual's segment is equal in size to its fitness. A random number is 
generated and the individual whose segment spans the random number is selected. The 
process is repeated until the desired number of individuals is obtained. 

• Rank Selection – in this method the whole population is sorted according to the objective 
values. The fitness assigned to each individual depends only on its position in the 
individuals rank and not on the actual objective value. Rank selection overcomes the 
scaling problems of the proportional fitness assignment. 

• Tournament Selection – in tournament selection a number of individuals are chosen 
randomly from the population and the best individual from this group is selected as 
parent. This process is repeated till there are individuals to choose. These selected parents 
produce uniform at random offspring.  

• Random Selection – this method totally ignores fitness function what leads to a blind 
search unless used in combination with another method. 

3.2 Crossover 
Crossover is a genetic operator that combines (mates) two chromosomes (parents) to produce 
a new chromosome (offspring). The idea behind crossover is that the new chromosome may 
be better than both of the parents if it takes the best characteristics from each of the parents. 
Crossover occurs during evolution according to a user-definable crossover probability. There 
are many various types of crossover. The most popular are: 
 
One-point crossover 
A crossover operator that randomly selects a crossover point within a chromosome then 
interchanges the two parent chromosomes at this point to produce two new offspring.  
One-point crossover is presented in Fig. 2. 
 

Before After 

01 1 0 1 1

0 1 1 1 0 1

1 0 1 0 0 1

0 1 1 1 1 1

 
Fig. 2 One-point crossover 
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Two-point crossover 
A crossover operator, showed in Fig. 3, randomly selects two crossover points within a 
chromosome then interchanges the two parent chromosomes between these points to produce 
two new offspring. 
 

Before After 

01 1 0 1 1

0 1 1 1 0 1

1 0 1 1 1 1

0 1 1 0 0 1

 
Fig. 3 Two-point crossover 

Uniform crossover  
A crossover operator that decides (with some probability known as the mixing ratio) which 
parent will contribute each of the gene values in the offspring chromosomes. Two parents are 
selected and two children produced. For each bit position on the two children, we decide 
randomly which parent contributes its bit value to which child. For each bit position on the 
two parents, a template (mask) indicates which parent will contribute its value in that position 
from the other parent, see Fig. 4.  
 

Before After 

01 1 0 1 1

0 1 1 1 0 1

0 0 1 1 1 1

1 1 1 0 0 1

1 0 0 1 0 1

Mask 

 
Fig. 4 Uniform crossover 

Partially mixed crossover 
Under partially mixed crossover (PMX) two strings (permutations and their associated alleles) 
are aligned and two crossing sites picked uniformly at random along the strings. These two 
points define a matching section that is used to affect a cross through position-by-position 
exchange operations, see Fig. 5. PMX proceeds by position wise exchanges. The two 
offspring each contain ordering information partially determined by each of their parents. 
 

Before After

DA B E R K

S A K R T R

A D K R E B

S A B E T E

 
Fig. 5 Partially mixed crossover 

Uniform order-based crossover  
Uniform order-based operator preserves the ordering of elements when crossed over by 
generating a template string with the same length as its parents and filling in some of the 
positions in the child by copying them from the first parent wherever the bit string contains    
a 1 (Fig. 6). After that, a list of the elements in first parent associated with a 0 in the template 
string is made and these elements are permuted so that they appear in the same order they 
appear in second parent. Finally, these permuted elements are filled into the gaps in the child 
in the order generated in the previous step. 
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Before After 2nd step 
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Fig. 6 Uniform order-based crossover 

3.3 Mutation 
Mutation (Fig. 7.) is a genetic operator that alters one ore more gene values in a chromosome 
from its initial state. This can result in entirely new gene values being added to the gene pool. 
With these new gene values, the genetic algorithm may be able to arrive at better solution 
than was previously possible. Mutation is an important part of the genetic algorithm which 
helps to prevent the population from stagnating at any local optima.  

 

 
Before After
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1
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Fig. 7 Mutation 

3.4 Inversion, addition and deletion 
The following techniques: inversion, addition and deletion are techniques not commonly used 
in simple genetic algorithm. Inversion is a reordering technique in which two points are 
chosen along the length of the chromosome and all the elements between these points are 
swapped like in Fig. 8. 
 
 

Before After 

01 0 0 1 0 1 0 1 0 0 0

 
Fig. 8 Inversion 

Sometimes addition and deletion are used. A random change in a string length is imposed by 
either deleting an element of the chromosome or adding a new element to the chromosome. 
The deletion operator simply chooses at random an element to delete. With addition however, 
precautions have to be made that only allowed elements are added to the chromosome. This 
can be achieved by, for example duplicating a randomly chosen element to a randomly chosen 
point. Using addition and deletion operators could result in variable-length strings which call 
for modification of crossover, mutation and fitness techniques. 

4 Parameters of Genetic Algorithms 
4.1 Crossover probability 
Crossover probability determines how frequent crossover is performed. Once a pair of 
chromosomes has been selected, crossover can take place to produce offspring. A crossover 
probability of 1.0 indicates that all the selected chromosomes are used in reproduction i.e. 
there are no survivors. However, empirical studies have shown that better results are achieved 
by a crossover probability of between 0.65 and 0.85. Crossover is made with intention that 
new chromosomes will contain better parts of old chromosomes. 
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4.2 Mutation probability 
Mutation probability determines how often parts of chromosome are mutated. If there is no 
mutation, chromosomes are not affected. In case mutation probability is equal 1, whole 
chromosome is changed. The probability of mutation should not exceed range from 0.35 to 
0.15. Mutation is made to prevent falling GA into local extreme, but it should not occur very 
often, because then GA will in fact change to random search. 

4.3 Population size 
Population size says how many chromosomes are in population. If there are too few 
chromosomes, GA has a few possibilities to perform crossover and only a small part of search 
space is explored. On the other hand, if there are too many chromosomes, GA slows down. 
Research shows that after some limit (which depends mainly on encoding and the problem) it 
is not useful to increase population size because performance does not change. From 
empirical studies a population size of between 30 and 100 is usually recommended. 

5 Conclusions and applications of Genetic Algorithms 
Presented genetic algorithms are mainly used to solve NP-hard problems, where available 
informed methods are not sufficient. The main advantage of GA is its parallelism. In one 
cycle of algorithm may more then one satisfactory solution be found. Due to genetic operators 
(mainly mutation) GA is traveling in a search space and it is less likely to stop in a local 
extreme like some other methods. GA is easy to implement but on the other hand, choosing 
encoding and fitness function can be difficult. Generally genetic algorithms are a very 
effective way of quickly finding a reasonable solution to a complex problem. 
In [3] use of the genetic algorithm to graph partitioning has been proposed. Search of optimal 
test set for analog circuit with utilization of genetic algorithms is a subject of [4]. Among 
many other possible applications of described algorithm further research will be focused on 
optimalization of yield enhancement and design centering. Initial results encourage 
continuing and developing this issue.    
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Abstract: TCP/IP networking gives wide area of possibilities in automatic control. It is 
necessary however to state, whether designed system is stable. During testing process of 
TCP/IP based automatic control system, the need for simple network model appears. In 
this paper, empirical model of network transmission latency is proposed in order to 
simplify computer network modeling. Using proposed model should ease testing of 
systems, with TCP/IP-introduced time delay. It is expected from the tests to show, that real 
latencies, and simulated ones have similar properties. 

1 Introduction 
Featuring TCP/IP networking gives wide area of possibilities in automatic control. It is 
necessary however to state, whether designed system requirements – in terms of sufficiently 
small transmission times and stability – are met [13].  
The problem of sampling frequency and sampling concurrency, has been reviewed in details 
by [1], however no influence of variable network delays has been considered. 
The problem of operating system performance has also been reviewed in details in [1]. During 
design process of testing tools of automatic control systems using TCP/IP networking [14], 
the need for network model appears – the simpler, the better. 
The idea of simple approximation of communication latency by empirical model [14] 
appeared after reading article about peak approximation in chromatography [5], where ”It is 
well known, that there is no theoretic model for the exact description of shape of 
chromatographic peaks”. 
In this paper, opposed to network models consisting of sequential chains of simulated network 
stacks [21, 22], empirical model of network transmission latency is proposed in order to 
simplify the modeling of computer network. 
It is expected from the tests to show, that real samples, and simulated ones are ruled by the 
same distribution 
Using the model proposed in this paper, it should be possible to test time delay systems for its 
properties, such as stability, controllability etc. [2, 3, 7, 8, 9]. 

2 Model of control system 
General model of control system using TCP/IP network [15, 16, 17, 18, 19, 20] is shown on 
(fig.  1), where T1 and T3 are sampling times, and T2 and T4 are transmission times (random, 
but of known distribution). This paper focuses especially on modeling of data transmission 
latencies (T2 and T4) 

3 Throughput model 
The throughput is modeled indirectly:  according to [12], the data link capacity is function of 
latency and throughput:  
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Figure 1:  Model of control system with sampling and transport delays 
 

 
 
Figure 2:  Accurate vs.  statistical modeling 

 
meanTSC *=           (1) 

where C –link capacity, S –throughput, Tmean –mean transmission time thus, it is possible to 
control the throughput as a function of data link capacity, by adjusting amount of data 
transmitted unit time – for example size of output buffer.  If the size of arriving data is smaller 
than data link capacity it is transmitted in one cycle, otherwise the rest of data must be kept 
for later sending. This is similar (or even identical) to ,,leaky bucket” traffic shaping method. 

4 Latency model 
Latency histogram in general can be represented using following model:  

2211 **)( 21
tctc ekekty −− −=         (2) 

where c1<c2, and uniform distributed t1∈[0;1) and t2∈[0;1), but use of two random variables 
t1 and t2 may complicate use of this formula in analytical derivations and slow down 
simulations. 
During measurements the general model of network, results close to reality has been obtained 
using simpler formula (3) as density function of latency. 
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( )tctc eeky 21 −− −=          (3) 
where c1<c2, and uniform distributed t∈[0;1) 
narrower description given by (4) also produces results close to the real network, being at the 
same time easier to tune, because of fixed relation:  c2=2*c1. 

( )ctct eeky 2−− −=          (4) 
to build random number generator of given density function distribution of the density 
function needs to be calculated (assuming integrability of the density function):  
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assuming y(t)=0 for t<0 distribution is:  
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and finally – inverted distribution (for random number generator):  
( )yyx −−= 1log)(          (7) 

adding k1 and k2 parameters, it is possible now to change ”peak” position and shape. 
( ) 21*1log)( kkyyx +−−=         (8) 

if uniform distributed random y∈[0;1), then x(y) follows desired distribution. 

5 Real network and simulation 
The tests have been performed from host terminator.ia.polsl.gliwice.pl 
(157.158.13.144),  to following internet hosts (of different distances from institute host):  
ftp.bsd.org, sunsite.icm.edu.pl and zeus.polsl.gliwice.pl. Each test 
consisted of 10000 packets of 10, 100 and 1000 bytes. 
To show an approximate distance from testing host, to tested one – results of traceroute 
command is shown:  
 
 traceroute to zeus.polsl.gliwice.pl (157.158.1.3), 30 hops max, 38 byte packets 
 1 G-CK-r6-aeii.SILWEB.PL (157.158.1.247) 0.448 ms 0.220 ms 0.254 ms 
 2 zeus.polsl.gliwice.pl (157.158.1.3) 0.557 ms 0.400 ms 0.460 ms 
 
 traceroute to sunsite.icm.edu.pl (193.219.28.2), 30 hops max, 38 byte packets 
 1 G-CK-r6-aeii.SILWEB.PL (157.158.1.247) 0.273 ms 0.215 ms 0.231 ms 
 2 K-PSE-r2–G-CK-r6.SILWEB.PL (157.158.254.189) 1.422 ms 1.768 ms 1.262 ms 
 3 150.254.213.97 (150.254.213.97) 11.495 ms 15.438 ms 27.425 ms 
 4 sunsite.icm.edu.pl (193.219.28.2) 25.677 ms 16.930 ms 13.359 ms 
 
 traceroute to ftp.bsd.org (192.231.224.17), 30 hops max, 38 byte packets 
 1 G-CK-r6-aeii.SILWEB.PL (157.158.1.247) 0.412 ms 0.277 ms 0.263 ms 
 2 K-PSE-r2–G-CK-r6.SILWEB.PL (157.158.254.189) 2.480 ms 2.400 ms 2.594 ms 
 3 ze-slaska.wroc.poznan-gw.622.pol34.pl (212.191.224.125) 9.197 ms 8.008 ms 8.631 ms 
 4 pol-34.pl1.pl.geant.net (62.40.103.109) 9.160 ms 11.638 ms 12.745 ms 
 5 pl.se1.se.geant.net (62.40.96.122) 37.006 ms 31.196 ms 31.965 ms 
 6 so-6-0-0.ar2.CPH1.gblx.net (208.48.23.153) 44.934 ms 44.957 ms 44.700 ms 
 7 pos8-0-2488M.cr1.CPH1.gblx.net (62.12.32.73) 45.348 ms 43.557 ms 43.719 ms 
 8 pos1-0-622M.cr2.WDC2.gblx.net (208.178.174.122) 138.142 ms 141.806 ms 141.052 ms 
 9 so2-1-0-2488M.ar1.DCA3.gblx.net (64.215.195.37) 143.191 ms 139.895 ms 139.719 ms 
 10 fe-1-2-0–0.er01.asbn.eli.net (207.173.144.25) 140.212 ms 147.224 ms 138.855 ms 
 11 p7-3.cr01.mcln.eli.net (207.173.114.129) 141.674 ms 138.790 ms 142.314 ms 
 12 p11-3.cr01.chcg.eli.net (207.173.115.89) 170.342 ms 169.341 ms 171.928 ms 
 13 so-1-0-0–0.cr02.mpls.eli.net (207.173.115.117) 181.264 ms 179.438 ms 181.385 ms 
 14 ge-1-3-0–0.cr01.mpls.eli.net (207.173.115.81) 181.758 ms 180.247 ms * 
 15 p11-1.cr02.tkwl.eli.net (207.173.115.114) 232.355 ms 230.527 ms 227.536 ms 
 16 srp3-0.cr02.ptld.eli.net (208.186.21.2) 224.992 ms 237.653 ms 237.229 ms 
 17 srp0-0-0.gw01.ptld.eli.net (208.186.20.129) 234.967 ms 232.097 ms 230.233 ms 
 18 gw-cust-RIO3-DOM.ptld.eli.net (216.190.151.142) 224.814 ms 232.597 ms 229.996 ms 
 19 110-135-178-66-rev.rio.com (66.178.135.110) 231.832 ms 239.445 ms 234.784 ms 
 20 208.130.239.9 (208.130.239.9) 232.460 ms 238.690 ms 252.984 ms 
 21 ftp.bsd.org (192.231.224.17) 248.152 ms 238.996 ms * 
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After collection of transmission delays to all tested hosts, with all above mentioned packet 
sizes, k1 and k2 coefficients have been calculated. Currently, the calculation of k1 and k2 
parameters in formula (8) is performed manually. 
The comparison of data collected on real network with simulations is shown on following 
figures (additionally calculated difference between real data and simulation is shown): 

• zeus.polsl.gliwice.pl fig. 3, 4, 5,  
• sunsite.icm.edu.pl fig. 6, 7, 8,  
• ftp.bsd.org fig. 9, 10, 11,  

The network model is correct if samples from real tests are indistinguishable from samples 
generated by random number generator with desired distribution function. It is possible to 
state this fact by showing, that distribution function for both samples is the same (or the 
difference is small sufficiently). 

 
Figure 3: zeus, 10b packets,    Figure 4: zeus, 100b packets, 

 
Figure 5: zeus, 1000b packets,   Figure 6: sunsite, 10b packets, 

 
Figure 7: sunsite, 100b packets,   Figure 8: sunsite, 1000b packets, 
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Figure 9: bsd, 10b packets,    Figure 10: bsd, 100b packets, 

 
Figure 11: bsd, 1000b packets, 

6 Test environment 
The network characteristics has been sampled using Perl 5.6 and ping. The data processing 
and network modeling has been done using Octave v.2.0.16. All programs were running under 
Linux (kernel 2.2.19 and 2.4.3). 
Local network consists of computers running Linux (kernel 2.2.19 and 2.4.3) with 100Mbps 
Ethernet cards and 3Com Netbuilder 3300 100Mbps store-and-forward switch. 

7 Summary / Conclusions 
Thanks to use of simple empirical model of network latency it is possible to model it using 
ordinary random number generator and simple formula, with small computation time 
overhead.  Using statistical modeling instead of network stack chains modeling simplifies the 
problem, providing easy to use ”black box” model of TCP/IP based network connection 
consisting only of two formulas:  one for latency and one for throughput. 
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Abstract: This paper addresses selected security aspects in an environment enabling 
collaborative engineering. It defines basic security requirements for components of a 
distributed collaborative environment. These requirements take into consideration 
specificity of distributed collaboration in industry. Further on, security architectural 
solutions for the Tool Registration and Management System (TRMS) which is developed 
in the IST project E-Colleg (IST-1999-11746) are presented.   

1 Introduction 
The progress in information and communication technologies and the wide availability of the 
Internet incline for thinking over utilization of these new technologies in design of electronic 
systems. At present, one can observe changes in a design process relying on departure from a 
traditional manufacturing paradigm with a strong competition among key actors, in the 
direction of virtual, agile and enhanced collaboration. Such an approach has caused 
measurable benefits that boost efficiency of design what is particularly important for industry. 
The new paradigm of collaborative engineering provides for the possibility of integration 
widely distributed engineers for virtual collaboration via computer networks, especially the 
Internet. Communication among globally dispersed engineering team members doesn’t 
automatically assure capability for collaboration.  

Creation of a distributed collaborative engineering environment, which assures human and 
computer resources availability over large distances, is indispensable. Common use of tools 
that form distributed workflows enables to create value-added chains, controlled access to 
resources, collaboration through existing firewalls, as well as secure transport of designed 
data belong to most important features which the developed distributed collaborative 
environment should posses. Although, since a number of years enhanced collaboration is one 
of major global trends in industry, many problems remain unsolved. Security issues belong to 
them. Anxiety before unauthorized access to resources and project data, as well as security of 
data during transport among distributed design teams is one of major obstacles of 
development in a collaborative engineering environment.  

In the course of work in the IST project E-Colleg (IST-1999-11746) an initial definition of 
fundamental security requirements has been undertaken based on investigations of specificity 
of a design process in a distributed collaborative environment and security requirements 
specified by industrial partners of the project. The result of this analysis influenced the 
specification and development of the Tool Registration and Management System (TRMS). 
The last one is an element of developed distributed collaborative engineering environment.  

The remainder of this paper is organized as follows. The next section gives detailed 
information on security requirements in a distributed collaborative environment. In the 
following, an overall architecture of TRMS from a security point of view is described. It 
details the strategy for implementation of security features in TRMS.  In the last section, 
related work and conclusions are presented. 
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2 Security requirements in a distributed collaborative 
engineering environment 

A distributed collaborative engineering environment is an aggregation of services, which aids 
in the design process of electronic systems. Innovative approach of this solution relies on 
enabling simultaneous work over common project by distributed design teams. A scope of 
offered services is different and is subordinated from a character of a project. It can be a 
common utilization of tools, workflows creation and management, video conferencing, and 
many others. Each service requires employment of an individual solution in respect to 
security, as an applicable level of security protection can be different. However, several 
characteristic security requirements exist which are common to all services and result from 
specificity of work in the distributed collaborative environment.  

Since groups of engineers and their tools can be situated in geographically dispersed 
locations, efficient communication channels for transport of design data are indispensable. 
Local computer networks, as well as intranet networks, including the Internet need to be 
investigated. Project data and remaining messages interchanged among dispersed design 
teams contain sensitive information, which should be protected in a particular manner during 
transport through the network. Packages with data transmitted by generally available 
networks, like the Internet can be easily intercepted, as well contents can be read out. A direct 
and isolated connection between a sender and receiver can assure protection against 
intercepting a message. Such a solution cannot be accepted. It means, that employment of 
protection mechanisms is indispensable, which will preserve content of transmitted 
information [9]. The intercepted package will be unreadable for everyone except a legitimate 
recipient. Additionally, each attempt to alter a message content will be annotated in a proper 
way and the changed package will be rejected by the recipient.  

Confidentiality and integrity of transported design data and messages are essential. 
Creation of communication channels among distributed design teams is limited to a certain 
extent by existing firewall systems. Presently, each organisation protects internal computer 
networks by more or less extended systems of firewalls. Level of limitation forced through a 
firewall is conditioned by a security policy led by the organisation [5]. In many cases sending 
the message from outside to inwards-protected network and vice versa is impossible. The 
developed distributed collaborative engineering environment must forecast such a capability 
and offers a solution enabling cooperation through existing firewalls without breaking 
principles of the security policy.  

A significant feature of work in the collaborative environment is use of common resources 
[1], by participants of the design process. Just as dispersed design team members these 
resources can be localized in different places. It is obvious, that mechanisms controlling 
access to common resources are needed. In any case, the first step comprises authentication 
relying on confirmation of identity. In this process must be ascertained in an irrefutable way, 
that an actor demanding access to common resources really is whom he claims to be. 
Affirmative verification of identity allows establishing scope of privileges for use of common 
resources. It proceeds in a process of authorization. A range of conceded rights should enable 
realization of indicated project tasks. A direct execution of granted privileges proceeds in the 
access control process. This process controls entitlement and makes a definitive decision 
about facilities of resources. Previously presented requirements and restrictions in a straight 
way affect the security level of work in the distributed collaborative environment. Insertion of 
mechanisms allowing formation of security policy of the whole collaborative environment is 
important complement of mentioned features. Mechanisms, which will force a definite 
behaviour of users and correct functioning control of accessible services must exist, as well as 
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an existence of mechanism informing about infringements of security principles is also 
indispensable. It allows to adjust level of security for current necessities.  

In summary, the following essential security features in the distributed collaborative 
engineering environment are required in an industrial application: 

• Security of communication: 
Confidentiality of data – data transported by the network can be intercepted 
and read. Introduction of a mechanism, which will enable correct reading of 
contents only by entitled recipients is required;  

• 

• 

• 

• 

• 

Integrity of data - information can become consciously changed in the course 
of transport through network by the third party. All attempts tamper with 
exchanged information should be signalled and changed message should be 
rejected by a receiver.   

• Controlled access to common resources: 
Authentication – identification of actors demanding access to common 
resources who must be confirmed in an unquestionable manner;  
Authorization – granted privileges for common resources must be verified. A 
range of admitted privileges should be easily modifiable and enable realization 
of a project task. Flexible privileges management ought to be available. 
Access control - direct execution of granted privileges and a definitive decision 
about facilities of resources. Control should make impossible unauthorized 
access to resources.  

• Collaboration through existing firewalls;  

• Mechanisms for security management – a capability to forcing appropriate security 
policy. Influence on behaviour of users and current control of the system operation. 

 
The next section gives information about the architecture of Tool Registration and 
Management System (TRMS) from a security point of view. It presents a manner of 
implementation of security requirements that are defined above.  

3 Security issues in the TRMS architecture 
The management of common tools is one of important services offered in the collaborative 
environment. In the E-Colleg project, the Tool Registration and Management System (TRMS) 
has been designed, and it is currently being developed. Registration and management of 
common tools, tool searching, tool launching and registration, as well as, management of 
users, belong to TRMS tasks. In the oversimplified perspective, TRMS comprises five main 
components, namely: the Global Tool Lookup Service (GTLS), user and tools databases, the 
Tool Server (TS), the Local Tool Control Service (LTCS), and the Client. The main 
component constitutes the GTLS server. It is responsible for registration and modification of 
data on users and their privileges, elements of the system, as well as, information on 
accessible tools and its localization. GTLS is also responsible for the security policy of the 
whole system. In the TRMS architecture we use a relational database to store information on 
users and tools. Native XML eXist databases that offer several interfaces to application 
developers, including HTTP, XML-RPC, SOAP and WebDAV are applied. eXist is an Open 
Source native XML database, lightweight and completely written in Java [8]. The database 
may be deployed as a stand-alone server process, inside a servlet-engine or directly embedded 
into an application. The Tool Server is responsible for execution of user’s request. Sender’s 
identity and privileges for access to resources are verified and request is sending to LTCS. 
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LTCS directly supervises realization of order and result of operation is returned to sender. 
The Client application completes the TRMS system. It has got a simple GUI that allows for 
login to the system, its administration and usage of available tools. Fig. 1 presents the TRMS 
architecture. 
 

 
 

Fig. 1 Security issues in the TRMS architecture. 
 
Tools assigned for common application are registered in GTLS. Information about 
localization of a tool, its proprietor and parameters needed for correct start-ups are stored in 
the tool database. Similarly, all users of the systems are registered in GTLS. Information 
about each user like: login name, password, a public key as well as his privileges are stored in 
the user database. A user can search out a necessary tool by querying GTLS. GTLS looks out 
information about the tool and sends back to the user. Next, a request for launching a tool is 
sent to the Tool Server. TS confirms entitlement of user for use of the tool and transfers order 
of launching the tool to LTCS. A result of the tool operation is returned to the user. TS and 
Client local databases keep temporary information. Stored information is useful in case when 
the same action is repeated with identical parameters many times. It limits amount of 
connection among elements of systems and GTLS. Affirmation of secure data transport in 
TRMS is realized through utilization of cryptographic methods and the digital signature 
technology. Design data are encrypted at the time of transport. Encryption with public key 
method as well as encryption with the symmetric key method is used simultaneously.  

The temporary secret key is generated and with this key data for dispatch assigned are 
encrypted. Next, the temporary secret key is encrypted with the public key of recipient. 
Generating of sender digital signature with his private key is the last step. As the result of 
these operations one obtains a ready for dispatch message which contains three elements: 
encrypted data, the encrypted temporary secret key and the digital signature of sender. These 
three elements assure confidentiality and internality of data and allow confirming identity of 
message sender. In TRMS, all information sent among systems components is protected 
according to the presented scheme. The sole exception is transport of data between TS and 
LTCS. In this case, it is assumed that these two components of TRMS are inside the same 
secure local network, or are situated on the same machine. In TRMS a controlled access to 
common resources is realized through authentication, authorization and access control. 
Authentication is accomplished in the course of logging to the system with the use of login 
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name, password and digital signature. Privileges of user for common resources employment 
after positive verification of identity are qualified. In TRMS extended and flexible system of 
privileges exists, which allows to furnish user with adjusted range of rights essential for 
realization project tasks. TS is responsible for start-up tools, executes conceded user’s 
privileges and also makes decision about accessibility resources. Decision is taken on the 
basis of information stored by the GTLS database. In this purpose TS communicates with 
GTLS in order to verify privileges of user. In case of particular tools, additional local 
notations in Tool Server can limit access to common resources for individual user or group of 
users.  

One of important reasons limiting application of the distributed collaborative environment 
is usage of firewall systems by organisations involved in collaboration. Industrial partners of 
the project pay special attention to this. A partial solution of this problem is employment as a 
communication protocol SOAP [13] and establishing a connection on the port 80. Many 
firewall systems permit transmission of data inwards-protected network on this port. It is 
regularly used through www servers. If does not have a capability for transporting of data this 
way the Advanced Network Transport Service (ANTS) will be exploited. ANTS is the TRMS 
element that is developed by the E-Colleg partner from Paderborn University, Germany. 
Solutions implemented in TRMS are completed by mechanisms for security management. It 
gives a system administrator a capability to force an appropriate behaviour of users. He has 
got influence on quality of users passwords and he can force their periodic change. Besides, 
period of key validity all TRMS components can be defined. Events important to the whole 
system are registered in proper files. It facilitates restoring of event course in critical 
situations and to ascertain reason and results of possible infringements of security principles.  

All solutions presented above are implemented in the prototype of TRMS in the manner 
shortly explained below. 

• Security of communication 
Confidentiality of data in TRMS is realized through utilization of 
cryptographic methods. Design data are encrypted at the time of transport. 
Encryption with the public key method as well as encryption with the 
symmetric key method are used simultaneously. 

• 

• 

• 

• 

• 

Integrity of data is assured through utilization of cryptographic methods and 
the digital signature technology. Interchanged data are encrypted and digitally 
signed any interference into carried data make them illegible and are rejected 
by a recipient. 

• Controlled access to common resources 
Authentication is accomplished in the course of logging to the system with 
utilization of login name, password and a digital signature. Unique number of a 
session is created by GTLS and later on is used with the digital signature for 
affirmation of identity.  
Authorization – user database storing crucial information about user. On the 
ground of a flexible system of privileges user rights for common resources are 
identified. User privileges are verified twice. The former by GTLS the latter by 
TS when tool is being launched.  
Access control - direct execution of granted privileges and a definitive decision 
about facilities of resources. 

• Collaboration through existing firewalls – SOAP protocol and port number 80 are 
used for communication. In particular cases, Advanced Network Transport Service 
can be exploited. 
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• Mechanisms for security management - capability to forcing appropriate security 
policy. Influence on behaviour of users and current control of the system operation. 
All events important for operation of the system are registered and particular 
infringements of security principles generate proper alarms.  

4 Related works 
As already mentioned, the distributed collaborative engineering environment is an 
aggregation of services, which aid in the design process. Each service possesses its own 
specificity and requires an individual approach towards security issues. Definition of general 
requirements is possible for the whole collaboration environment only. Fulfilment of these 
security requirements allows to achieve the required level of security. Analysis of presently 
applicable solution that has on purpose secure collaboration in a distributed environment 
allows ascertaining, that generally all of them take into consideration security requirements 
defined in section 2. However, methods of realization are various. Security of communication 
is achieved through creation of a virtual transport channel.  

For this purpose such solutions as Virtual Private Network (VPN) [7], Secure Socket 
Layer (SSL)[12], or Transport Layer Security (TSL)[12] can be used as well as direct data 
encryption on the time of transport through the network. As an example of yet a different 
approach would be presented Astai(R) [11], tool and service integration environment 
supporting distributed tool execution, where communications among individual elements are 
not protected. Further examples constitute: MOSCITO [10], an open system for integration of 
tools and workflows, where first versions hadn’t possessed protections, but in fact in the last 
version of the system data are encrypted; EPOMAT (IST-1999-20278)[14], where SSL 
protocol is used for secure communications Authentication, authorization and access control 
to resources most often proceed on the grounds: login name, password and system of granting 
privileges. The ‘challenge and response’ protocol [3], the Fiat-Shamir protocol [3] and the 
Schnorr protocol are utilized in an authentication process. Recently, authentication based on 
the digital signature is more frequently applied [3][13]. However, collaboration through 
existing firewalls [5] causes still main problems. Generally, three solutions are utilised, such 
as: a proper change of a firewall configuration, utilization of a proxy server or displacement 
of a computer outside of a network protected by a firewall. In Astai(R), the ITC Gate server is 
used for collaboration through an existing firewall [11]. MOSCITO leaves this problem 
unsolved. Adequate configuration of a firewall or movement a computer outside protected 
network is required. 

5 Conclusions 
The paper presents security measures that were introduced to the TRMS architecture. Security 
requirements defined by E-Colleg industrial partners were a starting point for definition of the 
TRMS architecture. High level of safety without compromising system functionality was the 
target of the TRMS development team. In fact, the adopted complex approach towards 
security issues deserves note. For a start security requirement were defined subsequently 
solutions were suggested and implemented. Protection mechanisms are straight built into the 
system. In this way, suitable behaviour of users is forced. In many cases multiple protections 
are applicable. For instance, during authentication identity is confirmed on the basis of: login 
name, password and additionally, on the digital signature. Authorization is executed twice the 
former by GTLS, the latter during tool launch by TS. In addition, capability of access 
limitation exists through local notations on TS. For encryption, the public key method, as well 
as the secret key method are adapted simultaneously. The private key essential for use of the 
system is stored in a special file. Access to this file is protected by a password. Every secret 

120 



Section 1 – Information Technology 
 

key only one time is exerted for encryption of data, afterwards it is destroyed. User can be 
logged to the system from an optional machine with client application. It is not related on a 
constant with some localization or IP number. Acquaintance of login name, password and 
property file storing private key only is indispensable. 

Employment of the distributed collaborative engineering environment can bring 
significant growth of efficiency of the design process. However, one condition must be 
granted. It must be a secure environment. In generally accepted opinion, security of resources 
is presently the most important problem. All elements of the collaborative environment have 
to fulfil security requirements defined in this paper. These requirements also were 
implemented in the developed TRMS. Correctness of accepted foundation and manner of 
their implementation would be verified in tests carried on by project partners. 
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Abstract: This paper deals with a helpful tool for developing software to processor based 
measuring units. The generic debugger and simulator can test only the algorithmic correctness, 
but can not do anything with real-time problem. For this it is needed to integrate the normal 
processor developing programs extended by external peripheries handling and a network 
analyser. With this integrated program, it is possible to test our units in laboratory environment 
with real signals. 

1 Introduction 
By now the measurement units used in Power Systems have changed to digital ones mainly. 
The central part of these units is a processor. Recently the task of the units mainly determined 
by the software downloaded into the processor. Of course, the possibilities determined by the 
hardware components. To develop this software a lot of resources should be used. The 
simulator and the debugger are the two most important development tools, and usually they 
are put together into one program. 
 
The debugger function is to trace the executable code, get and modify register or variables 
values or bigger data areas. Useful properties, if there are a possibilities to place breakpoints 
and run the program step-by-step. Of course, hardware support is required for debugging. 
The simulator can execute the code, but not on the units itself, but on other processor, usually 
on a desktop PC. 

2 Programs currently on the market 

The most hardware manufacturer ships their processors with a basic debugger-simulator 
program. These programs are no so complicated, usually runs under DOS environment in text 
mode with very basic capability. 
 
Naturally, a lot more complicated programs can be bought on the market with graphical 
interface (usually Windows based). They have built-in high-level program language (mainly 
some C variant) compiler and linker. They can compile and trace both assembly and C code. 
The evaluation and presentation of any data (registers, variables, memory area) are much also 
very good. 
 
Each manufacturer has its own development environment and these programs are not 
compatible with each other. 

3 Demands of developer 

These program tools are very helpful in case of algorithm developing. They can “slow down” 
the processor to make its operation traceable by humans. When we place it in real circuits, a 
lot of other devices get contact with the processor. The normal simulator can not handle these 
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external peripheries, just like the source of our input. There are some programs, which are 
suitable to electronic designing (ORCAD, Protel, and a lot more). They can handle electronic 
devices and simulating the analogue circuits. 
 
We are processing the signals coming from external systems - usually voltages - and it is not 
possible to stop the generator of the input signal. Of course, we have several simulation 
programs for power engineering, which can simulate the work of the Power Systems. 
 
We can see that we have a lot of useful program, but they cannot work together. To design a 
digital processor based system aided by computer to measure signals of the Power System we 
have to combine these three types of software. 
 
In the first stage there is a need of a debugger, which makes the disassembling process and 
makes the code readable and traceable. With the debugger, any program can be easily tested. 
After that, we need a bigger program, a simulator, which includes the debugger, and realise 
the real digital environment for the processor. Without demand of completeness these 
peripheries should be A/D, D/A converters, multiplexers, bus drivers or communication ICs. 
In this state, we have a working simulator of a measuring card.  

 
In the last stage we have to realise the 
simulation of the input signals. This 
measurable environment should be made 
of transmission lines, transformers, 
motors, generators and any part of the 
Power System network. These kinds of 
programs are complicated and have a very 
big database of the real devices. 
 
A system configure can be seen on Fig. 1. 
Here there is a PC with the DSP measure 
card. The analogue input comes from 
three measuring transformers. The 
transformers get the voltage from a high 
voltage generator, which is controlled by 
a PC, which is playing back a signal that 
was recorded in the real high voltage 
network. This quite complicated system is 

working in our laboratory. To measure in the field is much worse. So it is much easier to 
develop only in software environment with its advantage and disadvantage. 

Fig. 1 Laboratory test environment 

 
To achieve this full system we need three main steps: 
 -write the disassembling routines to get a full processor simulator 
 -realise the external peripheries, unifying the interfaces 
 -make the interconnection between a network simulator 

4 Realisation  
For my development I used an object oriented, graphical language (Borland Delphi for 
Windows). An Analog Devices ADSP 2181 DSP was the first analysed processor. In the first 
stage, I have to write the complete instruction set of the DSP in Delphi. I decided to realise it 
in one object, its content are the following items: 
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 data and program memory 
 registers 
 status bits 
 stacks (sub-object) 
 address generators 
 program counter 
 arithmetical (ALU), multiplier (MAC) and shifter units  
 input and output ports (special communication objects) 
 
The external peripheries connected to the DSP should be also implemented as an object, but 
because of their various types, we have to find a unified interface. This interface between the 
two objects should be a third object. These communication objects can be accessible on a 
uniform interface from any objects. 
 
The objects for peripheries can be split into families depending on their function (ADC, DAC, 
multiplexers, demultiplexers, …) . In one family all of the devices makes the same task, but 
with different parameters. For example: any ADC converts analogue signal to digital one, 
with or without sample and hold unit. The major differences are “only” the bitwidth, the 
speed, the time of the conversion and the input level. Of course, the type of parameters are 
different for each family, so we have to determine what parameters to use and get a value to 
these important parameters for all of the devices (e.g.: external memory, MUX, deMUX, …). 
 

IOdata_t=array [1..1] of variant; 
IOdata_p=^IOdata_t; 
IOproc_t=procedure of object; 
Input_t=object 
 data_p:IOdata_p; 
 len:integer; 
 InProc:IOProc_t; 
 procedure receive(data_in:IOdata_p); 
end; 
Input_tp=^Input_t; 
Input_tT=array [1..1] of Input_tp; 
Output_t=object 
 data_p:IOdata_p; 
 receivers:^Input_tT; 
 rec_num:word; 
 constructor Init(count:word); 
 destructor Done; 
 procedure send; 
end; 

Fig. 2 The communication objects connections and source 
 
In Fig. 2 the communication object connection can be seen, and the declaration of this objects. 
Whit this structure it is possible to make point-point and point-multpoint connections. The 
data pointer of the communication objects is pointing to the proper data area. Calling the send 
procedure of output object, the pointed data area is transmitted to the receivers buffer, from 
where the receive procedure copies the data into the desired place. 

5 Operation of the program 

5.1 Debugger 
The debugger simulates the processor operation. I tried to design the screen to fulfil any 
development demand. The main panels on this screen: 
 - Data Memory (2 panels) 
 - Program Memory 
 - Data Address Generator registers (pointers, auto increment possibility, cyclic) 
 - Status bits 
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 - Registers (primary or secondary) 
 - Source code 
 - Error list (usage of unused memory, stack overflow, arithmetic errors, …) 
 

 
Fig 3. Screenshoot of the debugger 
 
From this program it is easy to get and modify any register, status bit or memory cell value. 
The program can be run step-by-step, or till a breakpoint. To check the variables in their place 
is not a very easy thing, because they can be large arrays. To make this easier during the 
program execution the variables can be checked in graphical or text mode. The addresses of 
the variables are taken from the .MAP file, which is generated by the linker.  
 

 
Fig. 4 Setting the inspected variables from the .MAP file, generated by the linker [1] 
 
The address of the variable is taken from the file, but we have to set some parameters (Fig. 4): 
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- offset : the first word from the base address 
- number of words: how many words we need 
- distance: number between two coherent words (it is 1, if the storage is continuos) 
- type: how can be the words evaluate (integer, word, longint, longword) 
- order of words in case of 32 bit value (HI-LO, or LO-HI) 
- type of output: decimal, hexadecimal, binary (only in text mode) 
- scaling: the maximum value (only in graphical mode) 
- reference for the variable 
 
If we make a set of variables and set their parameters, we can trace their values during 
execution of the program in graphical or in text mode. The graphical mode works as a digital 
oscillator, we can zoom in it, we have cursors to get the exact values (Fig. 5). 

 
Fig. 5 The variables can be shown in text or in graphical mode [1] 
 

5.2 The external peripheries 
The external accessories can be placed in window. We simply have to connect the 
components, the objects are connected automatically. Now, this program development has not 
reached its end, so there are some programmed auxiliary devices, such as bus drivers, zero 
point detector and the digital in- and outputs. And this early stage is the reason for the very 
small database of hardware components. Up to now I implemented the ADSP 2181 processor, 
the AD976 AD converter and a generic 8 channel multiplexer. 
 
5.3 The Network analyser 
Writing a network analyser with real database is quite a big task. Because of this, I did look 
for one, whit that it is easy to co-operate. I examine two big programs: ATP-EMTP and 
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MATLAB. Both programs are block-oriented simulators with a graphical user interface. In 
both cases there are two types of connections between the blocks: electrical and signal wires. 
The electrical link blocks are transformers, lines etc., and the signal wires are related with 
signal processing. 
 

 
Fig. 6 A test circuit from ATPDraw 
 
The ATP-EMTP (Fig. 6) is much better in the amount and type of electric parts. This can be 
used for any problem in electric power system. The dominance of MATLAB in the signal 
processing area is visible. The values of the "Sinks" of MATLAB can be seen on-line during 
the simulation, and the values of most elements can be changed on-line (by "pausing" the 
simulation and entering another value). ATP-EMTP can display the results only after the 
simulation (if we do not consider usage of SPY, which is not very user-friendly). MATLAB 
offers widespread and numerous built-in functions, ATP-EMTP has fewer. But in both cases 
it is possible to build user-defined elements with additional work. [2] 
 

6. Conclusion 

It is very hard too show the operation of a developing program in paper. This program 
consists of three parts: a processor simulator and debugger, a digital environment simulator 
and an interface to a network analyser program. The development of this software tool 
database is not finished, but it can be seen already that it will be a very useful tool to design 
measurement units working real-time in the Power System. 
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Abstract - Many of medical investigation results are now presented in graphical form.  
It doesn't matter, if these pictures are from X-ray- or ultrasound- investigation, the 
clinicians are obliged to archive them for definite time period. There is presented one 
possible method of medical-pictures digital processing for archivation in this paper. 

1. Introduction 
We often get a requirement in medical praxis to process a picture as result investigation. 
If we do not assume so specific operation as automatic searching of some, for doctor 
important artefacts, compression or enlarge of important details will be the most frequent 
operations of those pictures computing. There are many usable computing methods but 
each of these carries some risk of losing useful information. So, some new methods are 
wanted for compress and expand of the picture, which will this rightly reduced risk. One 
of those methods, the wavelet transform, is designed and discussed in this article. 
 

2. Theoretic bases of discrete wavelet transform 
The discrete wavelet transform is an universal computing method for time – frequency 
analysis of data. Compared to discrete Fourier transform or its variants, sinus and cosinus 
transform, has the wavelet transform an advantage, that its basis functions are relevant 
only on restricted definition leg and therefore it is possible to use fewer of basis functions 
to approximation of arbitrary curve. By harmonic analysis, the approximation function 

T
tj

et
π

ω
2

)( =  has covered all range of time axis. Compared to, the wavelet approximation 
function Ψ(t) covers only a part of time axis and its sufficient covering is assured by time 
removing of approximation functionΨ(t-k). So, each function is possible to be implied by 
wavelet progression   
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where:  
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Function Ψ is called mother wavelet. That is created from father wavelet by course of 
equation: 
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Father wavelet is the solution of equation: 
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compactness of support φ so as Ψ required to be finite number of filtration coefficients hn  
in the dilatation equation. The requirement of function orthonormality  
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determines concrete values hn, e.g.  
 

 ,
24
31

0
+

=h ,
24
33

1
+

=h  

 ,
24
33

2
−

=h
24
31

3
−

=h   (7) 

 
 g0=h3, g1=-h2, g2=h1, g3=-h0    (8) 
 
The values of coefficients was at first computed by I. Daubechies and they are for 2, 4, 
…, 20 non zeroes published. So it’s not necessary to derive it.  

∑= aA φThere is used the function                                                                                                        
(9) 

 

n
nmn ,

 by compressing of vector a=(a1…aM-1)T .  
 
It is possible to show, that resultant vector can be distributed as: 
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where:  
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The coefficients of this projection are numbers 
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 nmn Aa ,1
1 , += φ  and nmn A ,1

1 , +Ψ=d .  (13) 
 
The coefficients a1

n and d1
n are the result of the first level of wavelet transform. When we 

apply the wavelet transform on the by this coefficients created vector once more, we get a 
vector, which is created by coefficients a2

n and d2
n. We can continue to level am

n, dm
n in 

this way. 
 

3. Picture compressing 
When we want to use the wavelet transform to digital picture compress, the picture must 
be represented as a bitmap in the memory of computer. Then it is not important which of 
bitmap type it is. Most often the RGB representation of picture is used, where each of 
pixels is created by three brightness values: red – green – blue. But there are also another 
representation, CMY ( cyan – magenta – yellow ) or YCrCb ( Y – luminance component, 
Cr,Cb – chrominance component ). 
   When we isolate individual RGB ( CMY or YCrCb ) components, we get three matrixes 
of brightness values. We implement the wavelet transform on each of them, and then we 
put them together. In this way we get the compressed picture (See Fig. 1a,b).  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Fig. 1a – Original picture 

Fig. 1b – Low- and High- frequency components after the wavelet 
transform 
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   The coefficients compute is possible to write in the matrixes as:  
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where: a1 are low-frequency components 
            d1 are high-frequency components 
            H is sub matrix of h coefficients  
            G is sub matrix of g coefficients 
            a is the vector to transformation ( it can contain e.g. RGB brightness values in row 
or  
               column in the picture ). 
 
The structure of matrixes H and G is:  
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When we cut the high-frequency components from the image, we get reduced image in 
the same data format as the origin (See Fig. 2). 

Fig. 2 – Picture compressed by wavelet transform 

4. Picture or its details enlarging 
By vector recovery an equation is valid: 
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If the h and g coefficients are properly chosen, the matrix of h and g coefficients is 
orthogonal and the invert matrix is the same as transposed.  
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Also for the invert wavelet transform we needs both components, high- and low- 
frequency too. However, when we want to use the wavelet transform to enlarge a some 
detail of picture ( or for whole picture ), we don’t keep this components at disposition.  

 
Fig. 3a – Choosing the detail 
 
 You can note in the Fig. 1b, that the value of high-frequency components is very low, for 
the most part it is zero. So we can use by enlarging the details the detail of origin picture 
as low-frequency part of compressed image and we insert the zeroes in place of high 
frequency components. You can see the result of this method in the Fig. 3. 
 
 
 
 
 
 
 
 
Fig. 3 b – Enlarging the detail 
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Fig. 4a – Enlarging by wavelet transform 
 
 

 
 
Fig. 4b – Enlarging by pixel resize 
 
 
 
 
 



Section 2 – Signal Processing 
 

135 

 
 
Fig. 4c – Enlarging by bilinear resample 
 

 
 
Fig. 4d – Enlarging by bicubic resample 
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Fig. 4e – Enlarging by smart size method 

5 Conclusion 
There in the Fig. 4 a-e we can compare singles method of enlarging details in the picture. 
The by wavelet transform enlarging on quadruple size is presented in the Fig. 4 a. The 
other pictures present the some resize by using various interpolation methods: b – pixel 
resize, c – bilinear resample, d – bicubic resample and e – smart size method. It is visible 
at their compare, that the wavelet transform get us the produces in better quality as pixel 
resize or bilinear resample and its quality is similar to bicubic resample.  
The project was finished on VSB Technical University of Ostrava, Czech Republic. The 
Ministry of Education of Czech Republic supplied the results of the project LN00B029 
with subvention. 
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Abstract: The paper contains an overview of DSP evaluation module (EVM) features and 
its basic architecture. New dimensions of nascent DSPs influenced the shape of the writing 
that outlines nowadays development tools for this kit with their features and interfaces to 
PC. Arising and new applications are depicted after. Foreshadowed thesis idea concludes. 

Keywords: DSP, audio, development, embedded 

1 Features Make It DSP 
The last five years have seen enormous challenges in DSP architectures and instruction sets. 
Where once all DSP architectures were quite similar, now there are broad range approaches: 
cloning operations, mixed-width instructions, to name but a few. We might even wonder if 
the chip is still a DSP when includes both general-purpose processor admitting MCU features 
and digital signal processor (DSP) so the programming, design and debugging gets more 
complex. Then, as seen from [2] and [3], the designer must learn a number of application 
criteria to choose the DSP justly: arithmetic format, data width, speed, memory organization, 
ease of development with tool, tool selection, multiprocessor support, power consumption, 
and of course cost. Because DSP coatings differ widely, fixed- and floating-point versions are 
usable with their pros and cons, but fixed-point ones get more common, yet the application 
always dictates the solution. Audio DSP competitors like STM, TI, Motorola, Analog, etc. 
offer usually both such versions to choose. 
 
When considering flexibility vs. efficiency, the direction has to be consulted. Not just general-
purpose or telecommunication ways or classical anterior analog studios (mixing, effects…), 
but nowadays favorite portables (MP3, WMA…), or very attractive home theaters (AC-3, 
DTS…) use more and more enhanced architectures off the PCs, via DSPs, highly integrated 
ASSP solutions, coming up to ASIC specializations. Highly advanced ARM architectures can 
be exemplary here. Still, as for tough algorithms quality, DSP strengths must be stressed: high 
computational power, low-power supply, algorithms distinction, and fixed-point preference. 
  

2 Evaluation Module Overview 
The DSP5636XEVM is new and highly flexible development platform for digital audio 
solutions. The board has all the necessary components including interfaces for 1 analog stereo 
input, 4 analog stereo outputs, 1 optical/electrical SPDIF input and 1 optical/electrical SPDIF 
outputs that are multiplexed between DSP’s ESAI or DAX output ports. The digital audio 
data stream is capable of 96kHz operation. 
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Fig. 1 DSP5636XEVM Block Diagram  

his module supports the DSP56362, DSP56364, DSP56366, and the DSP56367 processors 

 24-bit DSP5636x Digital Signal Processors operating at speeds up to 150MHz. 

hannel Digital-to-

• RCA jacks for all analog audio input and output connections. 
al audio inputs and outputs. 

ion 

• -OnCE port command conversions. 

display and button controls. 

 is designed to serve as a platform for real-time software development, software download to 

he parallel peripheral interface (PPI) cable allows to use a standard IBM compatible parallel 

demanding debugging purposes too. 

 
T
socketed in it. The following list highlights the primary features of the DSP5636XEVM, [1]. 
 
•
• 256k × 24-bits of external SRAM and 128k × 8-bits of Flash ROM. 
• One 20-bit stereo Analog-to-Digital converter (ADC), two 24-bit 6 c

Analog converters (DACs). 

• Optical and transformer-isolated electrical S/PDIF stereo digit
• 50-pin expansion connector that provides capability for expansion and/or substitution of 

other input/output peripherals. This connector also simplifies interprocessor communicat
between other Motorola Evaluation Modules. 
MC68HC705C8 MCU that performs RS-232-to

• Socketed DSP on the board for ease of changing the device. 
• MC68HC908GP32 8-bit MCU for EVM initialization, LCD 
• Set of Integrated Development Environments (IDE) or Embedded IDE, called EDE. 
 
It
on-chip or on-board RAM, software running and debug with breakpoint capability and full 
speed operation, and also the ability to modify all user-accessible registers, memory, and 
peripherals though the JTAG/OnCE port. 
 
T
port of the personal computer, to communicate with the DSP using the SHI port in SPI or I2C 
mode. The PPI cable can send debugging commands through the SHI such as real-time 
read/write memory or registers and receive PPP responses from a running DSP, which the 
traditional OnCE/JTAG port debug interfaces cannot render. Using the PPI cable and 
OnCE/JTAG simultaneously for the PPP applications can be however advantageous for 
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Libraries are available that link into Microsoft Visual C++ 5.0, allowing user applications to 
communicate directly to dedicated ports like SPI or I2C. The PPI cable drivers allow user 

 Audio Processor Architecture 
 requiring sound field processing, acoustic 
he DSP56366 uses the high performance, 

Instruction-Cache Controller, DMA Controller, PLL-based clock oscillator, Memory and 

• 
• 

(DAX). 

T ng 
nctions. In detail, the device provides the following peripherals: 

al hosts 
 As many as 37 user-configurable general purpose input/output (GPIO) signals 

terrupt line 
h up to 4 receivers and up to 6 transmitters, 

ocols 

• 

T ily split in few blocks: the computer 
lks with executive part of the DSP that further processes decoder functions and post-

applications to utilize the SPI or I2C protocol to communicate with a slave target. A limited 
functionality debugger works through the PPI cable and communicates to the DSP in real-
time using Motorola’s Post Processing Phase (PPP) protocol. The PPP and existing 
OnCE/JTAG debuggers offer different debugging features and capabilities. The PPP 
debugger is not like an OnCE/JTAG source level debugger, it only provides an SHI 
communication interface to a running DSP. 
 

3
The DSP56366 supports digital audio applications
equalization, and other digital audio algorithms. T
single-clock-per-cycle Onyx DSP56300 core family of programmable CMOS DSPs combined 
with the audio signal processing capability. This design furnishes a two-fold performance 
increase over Motorola’s Symphony™ family of DSPs while retaining code compatibility. 
Significant architectural enhancements include a barrel shifter, 24-bit addressing, instruction 
cache, and direct memory access (DMA). The DSP56366 offers 120 million instructions per 
second (MIPS) using an internal 120 MHz clock at 3.3 V, [5]. The core composition units are: 
 
• The Data ALU, Address Generation Unit (AGU), Bus Interface Unit, Program Controller, 

Peripheral Module Interface and the On-Chip Emulator (OnCE). 
On-Chip Memory modules – Data and Program Memory, Internal I/O Memory. 
Peripheral modules – Host interface (HDI08), GPIO, Triple Timer (TEC), Enhanced Serial 
Audio Interfaces (ESAI), Serial Host Interface (SHI), Digital Audio Transmitter 

 
he DSP56366 is designed to perform a wide variety of fixed-point digital signal processi

fu
 
• 8-bit parallel host interface (HDI08, with DMA support) to extern
•
• Timer/event counter (TEC) module, containing 3 independent timers 
• Memory switch mode in on-chip memory 
• 4 external interrupt/mode control lines and 1 external non-maskable in
• Enhanced serial audio interface (ESAI) wit

master or slave, using the I2S, Sony, AC97, network, and other programmable prot
• A second enhanced serial audio interface (ESAI_1) with 6 dedicated pins. 

Serial host interface (SHI) using SPI and I2C protocols, with multi-master capability, 10-
word receive FIFO, and a support for 8-, 16-, and 24-bit words 

• Digital audio transmitter (DAX): a serial transmitter capable of supporting the SPDIF, 
IEC958, CP-340, and AES/EBU digital audio formats 

 
he DSP56300 audio software architecture could be eas

ta
processing phases. 
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Fig. 2 DSP5636XEVM Block Diagram  

 Motorola 56k DSPs Tools Analysis 

 2 DSP5636XEVM Block Diagram  
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5 Applications 
Many application notes [9] describing the peripherals usage and other implementations are 

oduct summary Web page; not duplicating within the paper scope. To 
ittle, this architecture can serve to create audio products with features 

rmat 
 PCM, AC-3 (Dolby Digital), DTS, or MPEG-2 audio multi-channel coded. The DSP 

y means of sophisticated mathematical signal analysis, yet work more on prosodic character 

DSP gives designers fullest combination of power, performance, price and flexibility and 
return to the market with specialized development tools. Most of DSPs 

e and assembler programming, however it is still not an easy task to have a 

available at Motorola pr
generalize the kit use a l
like MP3 encode, DVD-audio, DVD-video, DTV, gaming, sound effects, headphone filtering, 
etc. It is suitable to imagine musical instrument effects of a guitar or organ, decoding PC-sent 
compressed audio signal processed out to the speaker, speech parameters deformation when 
the DSP encrypts the spokesman’s voice or strongly mutate it for anonymous speech 
generation, leading up to analysis of music and re-creation of its instruments and melodies, as 
in [7]. The Motorola DSP5636X demonstration shows graphical interface for virtual AV 
receiver and development tool implemented on the latest motherboard and daughter boards. 
Various codec-filters, FFT, or Wavelet-based articles can also bring up further thoughts. 
 
An interesting DSP projection was done with former DSP56362EVM, where likewise here, 
the DSP communicates with 68HC11 MCU via SPI. An input SPDIF signal supported fo
is
processes it founded on predefined MCU-based control together with patch codes of ROM-
stored programs. Meticulous 8-channel amplifier with single power stages uses such a system. 
 
Considered up-coming thesis investigation will be led in the following direction. The DSP 
analyzes more spokesmen and decides who is speaking. Therefore recognition will be applied 
b
of the speech and frequently spoken samples recognition. Some basic aspects of the speech 
prosody as well as voice/sound synthesis were studied and simulated during study stays at 
CLIPS laboratory, IMAG-UJF, University of Grenoble, France before April 2000. 
 

6 Summary 

allows them quick 
support both C-cod
real-time debugger implemented. Special modules - interfaces must be used for such a feature. 
Although there are new ARM-like audio devices and processing gets easier, the DSPs thrive 
in quality consumer set-top boxes with still raising needs in data rates of records, audio 
networking and many other aspects. Home theater entertainment connected to other digital 
equipment within a modern car becomes more usual. This also reflects the situation when 
majority of the functions are software-related and therefore easy to upgrade. 
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Abstract: The article discusses about using and applications of the processing signal by 
digital signal processors in embedded systems. It is focuses to use digital signal processors 
for diagnostic and maintenance planning. There is describing design and suitable use of 
two different digital signal processors, their advantages and disadvantages. There is 
presented needed computing and controlling principles of diagnostic and maintenance 
planning for machineries, motors, and ventilators. In the end of article there is practice 
demonstration compute signal filtration and Fast Fourier transformation FFT in real time 
for digital signal processor DSP. These basic computations are very important for 
diagnostic and maintenance planning in industry and engineering. 

1 Introduction  
Digital Signal Processors (DSP) are developed for control and measure signals. They are 
often used in embedded systems for process signals. Advantages of DSP are doing more then 
one instruction in one clock cycle of processor, design for controlling and handling signals. 
New digital signal processors are suitable for using in real time systems. This is able by new 
features of DSP, like larger FLASH and SRAM memory, standard interface, hi-speed 
processor and address and data bus, SPORT, CAN, SPI, SCI, UNI-3, USB, A/D,D/A 
interfaces, possibility use standard comfortable software instruction.  

In practice application is DSP use for handle signals and control system based on signal 
measurements. Almost Applications in DSP require solve basic computing problems like fast 
Fourier transform, low, hi, band pass filter and others theorems for industry control and 
engineering.  

Today for process diagnostic and maintenance planning for machineries, motors, building and 
others, we can use digital signal processors and knowledge about theory of handle and control 
signals, which we have measured. Almost for diagnostic systems, we measure vibrations, 
rotation speed and noises. These measured signals contain information about technical state of 
equipments, their wear and others data [6]. 
 

2 Diagnostic and the maintenance planned 
The diagnostics of vibrations is important for safe operation of machines, devices and systems 
in which the vibrations can arise. The correctly proposed diagnostic system increases the 
reliability and safety of operation of given equipment, and, as a rule, it includes also the 
system of given equipment maintenance.   The correct planning of the maintenance 
guarantees good stability and economics of relevant operation, In diagnostics of vibrations, as 
a rule, also the speed of revolutions and noise are being measured [2].  
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The diagnostic system includes : 

• Detection of the defect 
o Identification of the defect in the system 

o Reporting of the defective or defect-free state 

• Localization of the defect  – determination of the defect place in the  system 

The diagnostic  system can work in the following modes (regimes): 

• In the on-line mode  the diagnostics of the system is being carried out under operation of 
the system monitored, e.g. the machine etc.   

• In the off-line mode the diagnostics of the system is being carried out in the time outside 
the current system operation.   

Among the current defects and mistakes the abnormal wear, change of geometry, 
deformation, change of mechanical characteristics, change of forces, change of load and 
mechanical break belong.  

Among the frequent ways of the defects detection there belong the analysis of the signal 
which is being received from the relevant sensor. The analysis can be realized in two ways:  

The time analysis of the signal. In this case the analysis of the signal depends on the whole 
time interval of vibrations. It means that the vibrations are monitored in the whole frequency 
spectrum. The last measuring with the existing measuring is compared. The critical values 
which may not be exceeded are set. The advantage is the low price of the system but the 
disadvantage is the way of the defect localization, in case that it occurred. 

Frequency analysis of the signal. This way of the signal analysis is more accurate and has 
also further advantages. The defect can be localized and it is possible to find out why it has 
occurred. It is possible to obtain the amplitude and phase spectrum of the signal. The phase 
spectrum is important for indication of the non-balance indication. The monitoring in the real 
time enables to detect the frequency characteristics, trend of the machine functionality, start 
characteristics and stopping of the machine, state of the machine etc. In case that the signal is 
the periodical one, it is possible to utilize the quick Fourier’s transformation (FFT) for 
transfer of the signal from time into the frequency domain.  

The Fourier’s and inversion  Fourier’s transformation can be used for transfer of the signal 
w(t) in time domain on the spectral density  W(w) of the signal in the frequency domain and 
further than for inversion transfer from the spectral density  W(w) on the signal  w(t).The 
Fourier’s transformation and inversion Fourier’s transformation is used for calculations of 
mutual relationships between the self-correlation function R(τ), correlation function RA,B(τ) 
and spectral density of performance  P(ω). These are very important relationships for system 
identification and determination of the system character, e.g. for using of white noise. The  
Fourier’s transformation is defined on the indefinite interval. The transformations are 
represented by complex signal where the information about amplitude and phase of harmonic 
signals are included. This transformation is defined for continuous signal by the following 
relationships [1]: 
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DSP measures and processes the discrete values of the signal. The calculation of the quick 
Fourier’s transformation represents an important integral part of the measuring and  
controlling systems for analysis of the signals.   For FFT with the discrete values of the signal 
the length of the record is given by the number of samples A, where the single samples 
scanned with the regular sampling frequency are indicated by indexes  k = 0, 1, ..., N-1. The 
length of the record N of samples, in most cases, is equal to  N = 2m. The maximum frequency 
complies with the Shanon’s sampling theorem where the sampling frequency has to be two 
times higher than the maximum harmonic frequencies  (the Nyquist’s frequency) and it is 
given by the relation:  

vz
max

ff
2

=   (3) 

For  FFT the following relation is valid  
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in which the  twiddle factor  is defined, and namely by the relation  
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2.1 Vibration diagnostics   
The equipment units which measure and analyze the vibrations are called diagnostic systems 
of vibrations. The mechanical vibrations are very good  indicator of the equipment state. With 
the help of the diagnostic systems we can measure the vibrations of machines and equipment, 
buildings and structures, res. also the vibrations from the viewpoint of work hygiene. The 
parameters and limits of vibrations are determined by standards and laws. If it comes to 
exceeding of the limits the machines can be destroyed, damaged, it can come to the damage of 
human health or death [3].  

In case of diagnostic measuring the conversion of the mechanical amplitude on electrical 
signal is carried out. The vibration measuring is the measuring of periodical components of 
the signals. In these types of measuring the characteristics of the following values are being 
evaluated which are utilized for determination of vibrations:  

• Deviation. The sensors scan the changes of the position and distance of the object for 
some reference point. For vibration diagnostics the induction, capacity and magnetic 
sensors are used.  Most frequently, the induction sensors are used. They work in the 
frequency band  : 0 –10 kHz. 

• Speed. The sensors scan the speed of deviation of the signals changes. It is usual 
method of vibrations measuring. Frequently, the cheap accelerometers are used where 
the speed value is obtained by the acceleration integration. Further, the electrodynamic  
sensors can be used which are limited by the frequency maximum  3 kHz, and can be 
easily effected by parasite magnetic field.  

• Acceleration. The sensors scan the acceleration of the signal deviation. The sensors 
for measuring of acceleration are integration tensometers or capacity accelerometers, 
electrodynamic speed sensors with the derivation unit or piezoelectric accelerometers. 
The piezoelectric accelerometers are used most frequently because their frequency 
range makes 0,01Hz up to  20 kHz, they have small dimensions and weight, and, they 
do not tend to the parasite  magnetic field. 
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2.2 Noise diagnostics 
For measuring of the noise in diagnostics the special microphones are used. The noise 
measured can include the information about technical state of the system. The diagnostics of 
the noise measuring can be carried out in the frequency range from  20 Hz up to 20 kHz, what 
is sufficient for analysis of the system state. The parameters of the noise diagnostics are as 
follows: the effective acoustic pressure value, selected characteristic values of frequency band 
and total frequency spectral analysis. The noise can be measured again in rotary machines, 
motors, couplings, gear boxes, transformers, ventilators, etc. The noise is composed of 
discrete and continuous elements. The noise is evoked by the microscopic forces, impulses 
e.g. by internal friction in contact points of two parts. The main problem of diagnostics is 
location of sensors because frequently, there is more noise sources, further, we must include 
into the analysis also the noise interference and reflections. The data measured are analyzed 
e.g. by digital signal processor. After analysis carrying out we can determine the state of the 
system measured and its problems [4,5]. 

 
Fig. 1 Schema of process and monitor embedded system DSP for diagnostic. 
 

3 Digital signal processors DSP in diagnostic 
DSP is determined for processing of signals in control systems. . DSP can be used e.g. for 
control of high speed modems, systems using the adaptive pulse modulation, coding, for 
instance for digital mobile radio systems. The further sphere of using is the  (MPEG) 
compression for replaying and saving of data, conversion of signal with the help of given 
transforming modulation, filtration, self-correlation, convolution, etc. In DSP several 
instructions in one instruction cycle  (pipelining) are executed what is very advantageous in 
comparison with other computer systems. DSP is advantageous for realization of application 
in real time mode. The programming languages for DSP are mostly  assembler or version of 
the C language with the special libraries for the   DSP functions. The main advantages 
compared the classic analogue circuits are high accuracy, flexibility, capability of adaptation 
with the help of software (the change and replacement of electronic components is not 
necessary). The disadvantages are represented by the limits for real time mode where the 
calculations must be carried out during one sampling period and where the  AD and DA 
converters must be sufficiently quick [7].   
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On our working place we use for vibration measuring two DSP development kits:  ADSP 
21535 BLACKFIN produced by the firm  Analog Devices and  MOTOROLA 
DSP56F803EVM. The main characteristic parameters are given in the table No. 1.  

Table 1:  Table compare two DSP evolution kits made by firm Motorola and Analog Devices 
Evolution Board Frequency Memory Peripheries Programming 

software 
Core 

ADSP 21535 
BLACKFIN 

EZLITE 

maximum 
core 
300MHz  
 
interface 
120MHz  
 

SRAM  
4M x 32bit 
 
FLASH 
272K x 16bit  

A/D 1885 48kHz 
JTAG connector 
SPORT0 
Flash LINK 
GPIO,LEDS 
BUTTONS,USB 
Extended perif. 

Development 
software 
Visual DSP++ 
 
C compiler 
Assembler 
 

2 x 16bit MAC 
 
2 x 40bit ALU 
 
2 x 40bit 
Accumulators 

MOTOROLA 
 DSP 56F803EVM 

maximum 
core 
80MHz  
 
8MHz 
crystal 

FSRAM 
64K x 16bit 
prog. memory 
 
64K x 16bit 
data memory 

A/D port 
PWM port 
JTAG connector 
SPI,CAN,RS232 
UNI3,GPIO, 
LEDS,BUTTON 
Extended perif. 

Development 
software 
Code Warrior 
 
C compiler 
Assembler 
 

16 bit 

 

4 Fast Fourier Transform ( FFT ) application 
In systems of diagnostics and maintenance the necessary part of them are the characteristics in 
the frequency domain. That is why, we use DSP for the FFT analysis. FFT is being used also 
in case of manual diagnostics systems and for processing of the signal measured. As an 
example the processing of periodic signal composed from three harmonic ones is given (Fig.2 
to 5):    

sin (2.π.f1.t)    f1 =   500Hz,          

sin (2.π.f2.t)    f2 = 1000Hz,           

cos (2.π.f3.t)    f3 = 5000Hz 

In Matlab:    input = sin(500*(2*pi*t))+sin(1000*(2*pi*t))+cos(5000*(2*pi*t)); 

 

Fig. 2: Graph from Matlab, there is signal               Fig.3: Graph from Visual DSP++, there is   

           in time domain and Fourier spectrum.                   input signal to DSP.  
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Fig. 4:  Graph from Visual DSP++, output       Fig. 5: Graph from Visual DSP++, output     

             signal presenting spectrum FFT                        signal  - absolute spectrum FFT                    

5 Conclusion 
The digital signal processors are very important integral part of the built in control systems. 
These processors can be used in the whole number of applications for control and automation 
of production. They are sufficiently quick and safe for industrial utilization same as for 
utilization in other sphere of human activity. One of applications which we solve is just the 
detection and localization of vibrations for diagnostics and planned maintenance. The defect-
free and accurate diagnostics depends on the experience and great quantity of the data 
measured. We use two  DSP development kits which are produced by prestige firms. These 
kits and processors belong to the better ones which are for disposal on the existing market. In 
this article, we present the basic calculations of the signal and its transformation from the time 
into the frequency domain with the help of  FFT. The accuracy of calculations from DSP with 
the results from the mathematical program Matlab can be compared. On the basis of these 
calculations the extreme and characteristic values can be analyzed and, in this way, it is 
possible to detect or predict the system defects.  
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Abstract: This paper deals with a software technique, with which the life of processor based 
measuring units can be extended and a higher computing accuracy can be reached. The most 
common used DSP architecture uses fix-point arithmetic, but the market wants to higher 
computing accuracy, which can not be achieved on this fix-point arithmetic, only with usage of 
floating-point. We realise at first with the algorithms the basic mathematical operations. With 
this operations we realised a floating-point arithmetic. Whit these base routines we are able to 
built bigger procedures: RMS, DFT, FFT, digital filters, symmetrical components, flicker-
detector. 

1 Introduction 
 
Nowadays the most of the measuring units used in Power System are based on digital 
technique. These modern units base on a processor, which is usually a kind of digital signal 
processor (DSP). 
 
The most common used DSP architecture are using fix-point arithmetic, which effective and 
economical, and its arithmetic resolution is generally enough. But the market requires more 
accurate algorithms and measurements, which can be solved by using floating-point 
arithmetic. 
 
The goal of this paper is to show the possibility of this arithmetic changing without changing 
the hardware itself. Using a floating-point arithmetic in a fixed-point DSP requires a lot of 
programming, but it needs less resource, than the complete unit development cycle (form 
PCB till real environment testing). Of course, it is necessary to examine the need of this 
accuracy and dynamic of this method and the load of the DSP. 

2 Number representation 
There are three main arithmetic, used in digital 
technique: 
 - Whole number arithmetic 
 - Fixed-point number arithmetic 
 - Floating-point number arithmetic 
 
In whole number arithmetic we can represent only 
whole numbers. Its great advantage is its easy 
handling. In N bits we can represent numbers in -2(N-

1)…2(N-1)-1 interval with ±20 accuracy. 
 
The realisation of fixed-point arithmetic is very 
similar to the whole number arithmetic. The Fig. 1 Number representations 
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difference is that the fixed-point number arithmetic can not overflow in multiplication, 
because we have numbers not larger than one, in absolute value, so this makes underflow 
only. Its range for N bits is -1…(1-2-(N-1)), and the smallest represented number is ±2-(N-1). 
 
The floating-point arithmetic needs the previous two methods. It has two parts: mantissa and 
characteristic. It represents a number as M·2K. M is fixed point number and K is whole 
number. If N=M+K, than we loss accuracy comparing to N bits fixed-point representation (we 
have only N-K bits). But we will have a larger interval: -2(2^k)…(1-2-(m-1)) 2(2^k), and the 
smallest number is ±2-(N-1)·2(-2^k). 
 
In this project, we want to realise a floating-point arithmetic in a fixed-point arithmetic 
processor 

3 Algorithms 

At first, we realise the four basic mathematical operations: addition, subtraction, 
multiplication and division. Their flowchart can be found in Fig. 2. 
 

 
Fig 2: Algorithms for floating-point operations.  
 rshift, lshift: right or left shift 
 m1, k1: mantissa and characteristic of the 1st  number  
 m2, k2: mantissa and characteristic of the 2nd number  
 m, k: new mantissa and characteristic (the result) 
 max(a,b): maximum of a and b variable 
 
The addition and subtraction are different form each other in one step, where we are 
harmonising the characteristics. For addition m=m1+m2 and for subtraction m=m1-m2. 
 
From the flowcharts it can be seen, that in floating-point arithmetic advantage is its much 
faster multiplication and division. The disadvantage the long addition and subtraction. 
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We made the algorithms for evolution and involution also, which are useful parts of signal 
processing. Their flowchart can be seen in Fig. 3. Raising to negative power is not a very 
often used operation, but it can be solved with small resources. 

 
Fig 3. The flowchart of evolution and involution 
 
The evolution works with an iteration algorithm, with binary method, it tries to find the 
number which second power is the wanted number. If the operation can not be solved exactly, 
its result will be an approximate number closest to the real result. 

 
To fit these algorithms into our fixed-point based program, 
we need to more additional procedure: normalise and 
transformation. The normalisation is required, because the 
floating-point arithmetic is not unambiguous, (8 can be 
represent as 0.5·24 or 0.25·25, and so on, till the last bit of 
mantissa or characteristic). To avoid these errors, the 
mantissa has to be equal or greater then 0.5 and smaller 
than 1. It is also advisable to execute this procedure after 
each operation, to avoid the under- or overflows. Of course, 
if we do not have enough time, we have to consider that. 
 
The transformation transforms from fixed-point to floating-
point representation. It is needed to get compatible with 
previous programs and with the AD converter, which gives 
only whole numbers. 
 

4 Resources and realisation 
The main resource of these algorithms is the time. The memory demand is not so critical, but 
algorithms requiring much memory, such as FFT, we need to calculate the proper coding. 
 
The processor generally supports the whole number representation. So, they can execute one 
word length operation in one cycle, except the division, which requires more (usually 16~32 
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cycles). These operations are the base, so all the others requirement will be the function of 
them. 
 
The first possibility to increase the accuracy and interval is to work with double word length 
numbers. With this method, we can take the advantage of the whole number arithmetic: its 
speed and easy handling. 
 
For floating-point representations the bit width of the mantissa and the characteristic should 
be determined. The fastest way when the M and K is some times the word-length. Usually 
better dynamic and accuracy and smaller amount of memory can be reached in case of 
“fraction word”. 
 
In our testing the word is 16 bit wide. The DSP used in our test is a processor using fix-point 
arithmetic, whit hardware support for fast division (32/16 takes 16 cycle). Whit these basic 
operations we develop a floating-point arithmetic instruction set; mainly tested in C run in 
PC, and realised in DSP code. 
 
Table 1 Demand of operations (in basic instructions) (p is for power) 
  16 bit fundamental operation 
  + - * / shift compare value giving 
16 + 1       
fixed -  1      
 *   1     
 /    16    
 evolution 16 16 32  16   
 involution p       
32 + 2       
fixed * 4  8     
 -  4      
 /    32    
16-16 + 1 1   1+(1) 3+(1)  
floating -  2   1+(1) 3+(1)  
(M-K) * 1  1     
 involution   1+p +16 when p <0 p (for normalisation) 1+p 1+p 
32-16 + 2 2   2+(1) 3+(2)  
(24-8) -  4      
floating * 4  4     
(M-K) involution   1+2p +32 when p <0 p (for normalisation) 1+p 2+p 

 
The 24-8 form almost requires the same instruction number to execute as the 32-16 form, but 
takes smaller place (2 words against 3). Handling this formula is more difficult, because we 
need to work with “half-word”, which is not really supported by any processor. 
 

5 Applications 
We work on a instrument which is based on a 16 bit DSP and a 16 bit AD converter., so the 
word length is 16 bit (N). We use arithmetic in any applications. We are working in power 
engineering, here we need some very basic application: 
 
 - RMS (effective value) 
 - DFT (effective value + phase) 
 - FFT (spectrum analysis: effective value + phase) 
 - Digital filters (second order, cascade) 
 
The RMS is one of the simplest algorithms used in signal processing. If we want to calculate 
the RMS of the input signal, them it is no need of floating-point arithmetic, because the 
accuracy can not increase due to the fixed bit width of the AD converter. In other hand, if we 
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have some special pre-processing algorithms, and we need the RMS of this pre-processed 
signal, we should have a floating-point algorithm. The accuracy is not really increasing with 
floating-point arithmetic. The range should be greater, than one word, because in case of too 
big sampling rate, their sum of square should be very big number. 
 
DFT is more complicated algorithm. The input here also 16 bit wide (if the input comes from 
the ADC, but the accuracy of stored or computed trigonometric data is increasing in use of 
double word or floating-point. During the computation at least a double word space is needed 
to store the accumulated data. 
 
The same should be told about FFT, which is really a multipoint DFT with accelerated 
algorithm. The memory is needed by this algorithm is quite big, so we need to consider the 
proper number representation. This algorithm can not be solved perfectly in one word length. 
If we use 16 bit input data and 16 bit mediate data storage, approximately about 6 bit of data 
will be lost. If this error is not acceptable, we need to use double word or floating-point 
representation, which requires much more memory. 
 
The digital filters are very sensitive algorithms. They have to operate with full-scale and very 
small amplitude signals. Because of this large range, this filter application should be ver 
accurate. At least, double word should be used, but here we can take the advantage of the 
floating-point arithmetic. 
 
To realise these algorithms we need some hardware support from the signal processor. The 
biggest acceleration is caused by the Harvard architecture, which allows to use separately the 
program and the data buses, in usually the computation units. In best case, it is possible to 
execute three instructions in one cycle. In Table 2 we do not take into account this feature, 
only the total number of instruction is counted. I suppose that there is a possibility to multiply 
and accumulate in one cycle to a long register. Generally, for shifting we need more cycle, 
because the shifter instructions can move only one word, but the shifter register is double 
word. I just mark that there is a need of shifting, but the number of cycle is depending on the 
processor. 
 
Table 2 Operations needed to the main algorithms, S is the number of samples 
 Add/Sub MUL DIV SHFT VALUE GIV MEMORY 
RMS S S 1, if S is not 

power of 2 
1, if S is 

power of 2
 S for samples 

DFT  2S  1 5 S for samples 
S for sin values 

FFT (apprx) 
(Radix-2) 

6S 3S  log2S 20S+11log2S S for samples 
2S for real and imaginary 

part 
S for sin values 

Digital filter 
(2nd order) 

 5  1 12 4 unit for filter coefficients 
4 unit for inner values 

 
From this table we can say very general, and not very exact observations about the resource 
demand of these algorithm. To get more exact values, we have to know exactly the 
processors. 
 
We have programmed these algorithms in whole point arithmetic using one or two word wide 
values in DSP assembly and we make a simulation in C using floating-point operations based 
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on one word whole number arithmetic. It is very hard to compare perfectly in this way, but it 
was enough to see, it is worth to program the algorithm in DSP or not. 
 

6 Results 
The results are trivial. Using more bits results bigger accuracy and interval. The payment for 
it is time and memory. For each application and algorithm must be determined, what to use. 
The next statements are true, when the processor word length is not smaller than the bitwidth 
of the AD converter. 
 
For the RMS it is no need to use double word or floating-point arithmetic. Of course, in case 
of too many samples, the summing of squares should cause overflow, in this cases double 
word should be used. DFT routine can realise in one word arithmetic, but the stored or 
computed sinus component should be more precise, than one word. FFT is the heavier 
application, it requires much memory and many cycles for execution. The one word wide FFT 
is not so good, because during the inner computation some bits are lost (e.g. in 16 bit case, 
maximum 6 bits can lost). So, it is needed to have double word operations. In this case, there 
is no overflow, so it seems that there is no need of floating-point operations, the interval and 
accuracy is enough. The digital filter is a very sensitive application, it has to work with full-
scale and very low amplitude signals also. Here, using one word to store data cause quite big 
error. Double word is enough, if we have very stable filters. In case of high order, very sharp 
filter the floating-point should be used. 
 

7 Conclusions 
The floating-point arithmetic allows us to have very small and very large numbers. On the 
same bit number, it offers a much greater interval, as the fixed-point arithmetic, but smaller 
accuracy. 
 
In each application the number of bits in mantissa and characteristic should determine. The 
mantissa responsible for accuracy and the characteristic is for the interval. 
 
In a working fixed-point system most of the application does not require floating-point 
operations, but in some cases, it should be better. It is not worst to rewrite the complete 
program, but only some part, which are really take the advantage of the increased accuracy 
and interval. Of course, if we need a higher computation performance, we should change 
architecture, and redesign our instruments from the bottom. 
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Abstract: This article presents new technology .NET and its possibility in manufacturing 
management and control. The article is concentrate focused on some important details in 
.NET for development and running applications in industry as for example remoting, Web 
services, memory management, etc. In the article, there are introductions to SCADA 
FactoryLink and embedded application design, which communicate with information and 
control systems. 

1 Introduction to .NET 
The .NET is a new Microsoft technology. Microsoft has invested billions of dollars and years 
of research in the creation of .NET. Millions of developers downloaded .NET and .NET 
represents future Microsoft strategy in development and execution of application mainly 
within Windows operating systems. 
 
The .NET is a special layer above operating system. It consists of framework class library 
(FCL) for any programming language designed for .NET, of common language runtime 
(CLR) for compiling and running applications and of top layer, which consists of ASP.NET 
(Web services, Web forms) and of Windows Forms. The top layer is based on Data and XML 
layer [4]. 
 
The .NET is also designed for smart devices for which the Compact .NET framework (subset 
of .NET) can be used. The Compact framework is very small. It is based on 15 components 
and in the target device there are only necessary components. 
 
Both the .NET framework1 and C# language has been standardized by ECMA (European 
Computer Manufacturers Association).  
 
Among most useful features  of .NET belong  RAD, security, memory management, 
development of robust distributed applications posibility to run, on almost any operating 
systems (now only for Windows and beta for Linux2) and supporting standards like XML, 
SOAP, etc. 

                                                 
1 ECMA-334 (C#) and ECMA-335 (Common Language Infrastructure - the only 294 classes from total approx. 
3500 .NET framework classes have been standardized [5]). 
2  Projects: Mono and dotgnu. 
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1.1 Inside .NET 
Every application in .NET consists of an assembly and other modules. The assembly has 
name, culture, version and public token. Assembly is shared (it can be shared by other 
assemblies) or private. The maintenance of assemblies is very easy and installation of 
assemblies is only a question of copy process. The .NET doesn’t need registry, because every 
assembly or module subscribes itself. Shared assemblies are located in a special directory 
named global assembly cache (GAC). Every assembly must have some public token. Public 
token is created from public key (160 bytes) and it is reduced to 8 bytes. Content of the 
assembly is encrypted and hashed against abuse.       
                                                                                                                                                                              
After assembly launch the operating system passes the control to .NET. The .NET checks the 
correctness of the assembly and then launches just in time (JIT) compilation process. After 
that JIT checks the assembly on type and policy security, permissions set, authorization and 
role.  
 
The .NET provides three kinds of JITs: JIT at install time, JIT at trigger time and JIT at run 
time (economy JIT– application’s run is slow). The JIT is very valuable because compilation 
process of assemblies is based on type of processor so the code of assemblies can be 
optimized. 
 
The .NET provides robust and powerful object oriented environment for development and 
running applications. One class can be developed in one language and other class can be made 
as an extension in a second language. This is possible because every language designed for 
use in .NET must accept CLR and common type system (CTS). After building an application, 
the assembly is in the native code not yet, however in Microsoft intermediate language 
(MSIL) code. The native code is then created by JIT. 
 
The code which is running over the .NET is called managed code which is similar to the 
managing of Java byte code. Garbage collector (GC) destructs and clears unused objects in 
memory (when GC decides). This may be undesirable for control systems. Therefore there is 
a possibility to programmatically control GC (only in case if we exactly know, what we are 
just doing, because when we control GC, every thread in process is locked). Managed code is 
applicable for client-server solutions which must run without stopping, like SCADA and MES 
systems.  
 
The administrator can set security, role, and policy of assemblies. He can install, uninstall and 
also force the applications to use pre-selected versions of assemblies. Managing the 
operations in the .NET is checked out by access rights which split up in three main types: 
enterprise (whole company), machine (PC) and user (every user with account on machine).  
 
An application in .NET can use performance counter and various diagnostic techniques like 
event log, process viewer (stack viewer) and so on. These instruments are very valuable, since 
they can be used for the tracking application executed by control systems. 

2 Distributed application development 
Now, every platform gives a possibility to create distributed application. Distributed 
application runs on a network like LAN (generally Intranet) or WAN (generally Internet). In 
industry mostly one solution at  one platform is used. Internet is hybrid solution in distributed 
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technologies like CORBA, COM, etc. on different platforms like UNIX, Windows and so on. 
The .NET platform provides two choices distributed application developed. The first one  is a 
hybrid solution (Web services) and the second is applied for native development of .NET 
distributed applications (remoting). 

2.1 Web services  
Web services may be defined as “Internet based modular applications”.  Web services are 
applications that run on the Internet/Intranet server (IIS, Apache). Client knows Web services 
through Web services description language (WSDL) and therefore client can call Web 
services. Communication with a Web service is based on HTTP, SOAP and XML. Therefore 
we can have a Web service that runs on Windows and clients that run on Linux (hybrid 
solution). Every call is described by SOAP (simple objects access protocol). The SOAP is 
based on XML and so it’s very simple and designed for internet. SOAP is an open Internet 
standard. It was originally proposed by IBM, Ariba and Microsoft.  
 
There are several steps both in development and executing Web service: create Web service, 
getting the permission to run the service on an Internet server, and publish Web service by 
UDDI (universal description, discovery and integrate) or DISCO (Discovery of Web 
services). If client wants to call a Web service, it must look for the Web service (by UDDI or 
DISCO), create a proxy on client side and call Web service by the proxy [1]. 
 
 
 

Fig. 1  Scheme of web service function 

SERVER 

Web service 

Internet Server 

SOAP, POST, PUT messages on
HTTP or HTTPS. 

 

Application logic Proxy 

CLIENT 

 
 
 
 
 
 
 
 
 
 
Protocol for running Web services – The protocol is used for sending messages between 
client and server. It can be done by many ways, the most frequent of them are HTTP and 
HTTPS, because client can communicate with server through firewall. The .NET supports 
HTTP. 
 
By calling the first Web service the .NET launches JIT and moves the code of the service to 
cache. Therefore first call is slower (code is compiled), but next calls are faster. On the client 
side programmer can use two types of call: 

• Asynchronous – realized by callback. Client doesn’t wait for response from the Web 
service.  

• Synchronous – client sends request and wait for response from the Web service. 
 
Rules of Web services for development: 

• Web services should be designed for speed and optimality of code. Web services run 
within Internet environment and many clients call services at the same moment. 

• Security of the Web service in the .NET is based on ASP.NET. Programmer should be 
careful when working with important data.  
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• Web service code should be designed as unstated. If we can use the state of Web 
service, we can use an application object, cookies or database systems. 

• Web service operation should be atomic. Web services don’t provide transactions. 
• Web services are not designed for large objects like pictures, movies, etc.  
• Web services are not acceptable for real-time systems. 

 
Utilization of Web services:  

• For small embedded systems – these systems has resource constraints. Support of 
HTTP protocol on client side is necessary when client communicates by HTTP 
protocol (this is good solution for bypassing the firewall). The support of HTTP 
requires less than 6KB of memory. The XML parser that fully supports SOAP 
protocol can be under of 20KB size. So total size of required memory is about 26KB. 
For simple task we can use only PUT and GET requests and then we need only about 
6KB size of memory. We can also create application, which runs on microcontroller 
connected to network by Ethernet. Then we can communicate (over the Internet) with 
database systems, MES or others.  It is useful for configuration files (notification 
faults, logs, events, etc) on the microcontroller side. 

• For mobile devices – for configuration, maintenance and check in industrial plant 
manufacture. PDA (personal digital assistant) can be used. Contemporary PDAs 
usually use OS PocketPC based on Windows CE, where Microsoft provides Compact 
.NET framework. 

• For distributed systems – the Web services are used first of all for document exchange 
over Internet among various companies, companies’ departments and naturally for 
documents exchanging between various MES systems etc. 

• For extension of functionality of existing systems – for example for extending the 
system by remote communication with OPC servers over the Internet and Intranet. It is 
used when we need remote communication through office application with remote 
data sources (OPC, data servers, SCADA or MES systems) placed in separate 
workstations controlled by various operating systems. 

2.2 Remoting 
Every programmer knows DCOM. DCOM technology is a part of distributed component 
environment in Windows and in some UNIXes. The .NET provides next generation of 
distributed environment. Development of distributed applications is very easy and secured. 
Remoting means that programs or components are interacting across their boundaries. Cross 
process communication requires a server object (component) that provides necessary 
functionality. Client calls server over transport layer. Transport layer provides two basic 
mechanisms:  

• Copy mechanism – when client calls server object, then mechanism copies server 
object to client virtual address space. 

• Reference mechanism – the server doesn’t copy object to the client. The client has 
only reference to the server object. 

 
When client object creates an instance of a server object, the remoting infrastructure creates a 
proxy object on the client side. The proxy object represents the server object. A special object 
called formatter is used for coding and decoding calls from/to transport channel. Transport 
channel is an object that takes the stream of data, creates packages according to the particular 
network protocol and sends them to another computer. The .NET framework provides two 
standard channels: TCPChannel and HttpChanel [1], [2], [3]. 
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Client Server 

Client 
Object 

Server 
Object

proxy dispatcher 

Transport channel formatter formatter 

Fig. 2 Remoting in .NET 

The .NET remoting supports two types of remote objects: well-know and client-activated. 
When the remote object is of client-activated type, then client musts know the type of the 
remote object it wants to activate. The server of remote objects of the well-know type are 
created by the server as a singleton or as a singlecall objects. The singleton object services 
can be repeatedly requested from all clients. The singlecall objects are created for each 
request and are destroyed afterwards. 
 

Rules of remoting for development: 
• It is useful to implement a class of remote objects in an assembly different from that of 

the remote server assembly itself, because this remote object can be used by a lot of 
server objects. 

• Server channel can be configured programmatically or by using a configuration file. If 
the configuration file is used, then channel can be configured without changing a 
single line of code and without a need to recompile. The configuration files have the 
same name as exe file, but with extension .config, for example: 
“MyServer.exe.config.” 

• For better performance we can use TCPChannel (binary formatter). HttpChannel is 
suitable for communicate with server through firewall. 

 

Utilization of remoting:  
• Remoting can be used only in the .NET framework not in Compact .NET framework. 

Remoting is very useful for development of MES systems or for OPC based system 
optimized for the .NET. Programmers shouldn’t use DCOM, which is normally used 
by OPC. 

• Programmer can develop own transport channel and formatter for better performance 
or for own improvements (own data format; own protocol). 

• This technology is very useful for data transfer between client and server in SCADA 
systems. 

• Administrators can track remote servers and application. 
• Remoting is useful for performance and faster data transfer over Intranet and Internet 

unlike Web services. 

3 Using .NET inside SCADA systems 
USDATA company developed SCADA system FactoryLink 7.1 supporting .NET. Clients can 
communicate with server by DCOM or by direct protocol TCP/IP. USDATA developed 
special client FactoryLink .NET Client that is designed for remote connection. FactoryLink 
.NET Client is a set of components that are installed on top of existing FactoryLink server and 
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client. These components provide a communication bridge between server and client over the 
Internet/Intranet. On the client side, each Client Builder (it means client for visualization) 
request is received by the Client-Side Bridge and transport using .NET remoting 
infrastructure to the Server-Side Bridge and than server bridge forwards the requests to the 
FactoryLink server and backwards. 

 Fig. 3 FactoryLink 7.1 .NET Client
 

Client Builder has file-caching functionality so that we can open Client Builder project files 
over the Internet. The necessary files are downloaded from the server as needed during the 
client session.  If a file is modified on the server, the client will automatically download the 
updated version the next time the file is accessed. 

4 Conclusion  
The .NET is very suitable platform for building and executing large, robust and secured 
distributed applications like MES or SCADA systems. In some cases, when very fast code is 
needed, we can use unmanaged code. Other advantage is that .NET can be used for 
development of PDA embedded applications or for mobile phones based applications. The 
.NET is faster then Java (application runs in native code and is optimized for current 
processor). 
  

.NET provides Web services and remoting for remote connection. Web services are good for 
connection from other system where .NET cannot run, like in HP-UX. We can also very 
easily build hybrid application that will run on various systems. 
 
This technology is at the beginning. After two years, some systems will certainly run on 
.NET. Only the experience will check up both power and drawbacks of .NET namely for use 
in manufacture and control applications. 
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Abstract: This paper presents the researches concerning active noise control inside water power 
plant. The researches were mainly concentrated in the control room. They were performed in order 
to analyze the abilities of using active noise control to make the comfort of work in the power 
plant better. 

 
1 Active Noise Control 
Active noise control may be used whenever using conventional passive noise reduction 
requires high costs and specific conditions disable their using or when the type of noise makes 
these methods ineffective. It is concerned with the fact that the effectiveness of these methods 
is strictly connected with the length of signal wave we want to reduce. The lower frequency 
(greater length) of acoustic wave the greater dimensions of used protectors must be. There are 
conditions when the weight and dimensions decide about the possibility of using specific 
devices.  
Active noise control methods using covering of acoustic waves are the alternative for passive 
methods consisting in separating from the noise source. The mechanism of these methods is 
relatively simple. When we want to reduce noise in a certain place we must generate acoustic 
wave satisfying specific conditions.  
When the wave covers the primary wave, it will lower the sound intensity in that place. 
 

final signal 

anty noise 

noise 

 
 
 
 
 
It is possible when, both signals have identical amplitudes, frequencies and are in the same 
antiphase. The systems that realize these algorithms must work in adaptive way due to the 
high unstationarities of acoustic objects which are concerned with different parameters of 
noise source, the movement of people and objects in the acoustic space. As it is important to 
make a great number of mathematical operations in a very short time, which has direct impact 
on the length of noise path, these algorithms are realized with the use of signal processors. 
Before building the active noise control system it is important to consider the type of signals 
that are going to be controlled so the time of sampling and adaptation methods will be 
properly adjusted. In the further part of this paper the results of preparing  researches of active 
noise control inside the control room of water power plant will be presented. 
 
2 The description of researches 

The researches were performed in water power plant equipped with two turbo generators 
with power of approximately 4 MW each. Nominal rotational speed of Kaplan turbine is 300 
rotations per minute. It is the first important clue considering the expected frequencies in 
signal spectrum. 
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With regard to short distances, the noise is high inside the control room, being next to 
machine hall. This situation is tiring for people working in the service of this water power 
plant, especially that, their constant presence there is required. The noise around operators’ 

positions was measured. The gathered samples were analyzed in order to define the most 
important noise qualities. 

Fig.1. Plan of water power station

Turbine 2 Turbine 1 Operator stations 

Machine hall

Control room

Performed researches had the following aims: 
- to define the abilities of using active noise control inside control room 
- to decide how effective using of this system will be 
- to gather information about frequencies occurring in spectra of measured signals 
- to gather information about nonstationarities of the object 

 
During researches the samples of noise were gathered: 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Control room 

Operator stations 

A B C 

Measurement 
spaces

Automatic stations 

Electrical protections 

Fig.2. Control room 

All the signals were recorded by means of PC sound card sampling the signal with the 
frequency of 48000 Hz. In the researches two types of microphones were used: 

1. Electrotic microphone EM-6LS with sphere characteristic 
2. Capacity microphone MB4000C with cardioidal characteristic 

In control room measurement samples were gathered in operators’ positions so the researched 
signal was in exactly the same as the one which is heard by the person working in this 
position. 
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Fig.3. Machine hall

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
The localization of measurement places in the machine hall presented in the picture was 
proposed in order to install the microphones in the active noise control system. 
 
The result of researches are presented below. 
 
  

Normalised signal registered in machine hall in 
point B (Signal 1) 

Normalised signal registered in control room in 
point B (Signal 2) 

 
The noise is clearly controlled in control room according to machine hall. The reduction 
generally concerns the whole frequency spectrum. It is not the result of purposeful actions 
consisting in using special screens or barriers. It is due to the fact that the control room is a 
separate room close to the machine hall.  
The research on power spectral density graph of the signal measured in machine hall, showed 
considerably strong part of 100Hz frequencies and its harmonic. We can notice that great part 
of whole frequencies is the result of putting on noise caused by the flow of water, cavitation 
etc. The results gathered during former experiments with reducing of sinusoidal signals and 
band noise, show that the best effects may be gained in case of reducing the signal with one 
predominant frequency. More complex signals require using faster algorithms enabling 
greatening sampling frequencies, lengthening filters, additionally the process of adaptation in 
these cases is much more slower, which in the situation of considerably high nonstationarity 
deteriorates the work of system or even destabilises it. 
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Signal 1 Signal 2

Power spectral density Power spectral density 

Fig.4 Power spectral density and autocorrelation 
Autocorrelation Autocorrelation 

 
3 Adaptation algorithm 
Modification of W(z-1) filter coefficients, through which the signal from the detector is 
filtrated, is performed by means of algorithm based on LMS method, particularly on its 
modification called FXLMS [Kuo, Morgan 1996]. Using this algorithm lets us avoid the time 
consuming reversing of matrix, which is crucial for more complicated methods. Thanks to its 
simplicity the LMS algorithm enables increasing of sampling frequencies and counting longer 
vectors which have filter coefficients. It takes enormous part in active noise control.  
In practice we do not measure filtered y(n) signal (Fig. 2), but the signal after passing through 
additional S(z-1) transmittance of electronic parts of the setup. This causes the algorithm 
modification. The transmittances are unknown in practice so their identification should be 
made. 
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In literature this problem is called ‘secondary path problem’. It consists in compensating of 
the effect of this unknown transmittance on the work of the setup. It is possible to find a few 
ways of solving this problem. One of them is using filter of inverse transmittance to the one 
described in the same path signal and compensating its effect. (Morgan). The other solution 
requires placing identical S’(z-1)=S(z-1) filter in x reference signal path for LMS algorithm. 
X(n) signal is physically filtrated by S’(z-1) filter. It gives the name of Filtered X LMS 
(FXLMS). In this case reversing S(z-1) transmittance is not crucial as it could cause a 
problem. This algorithm was independently let out by Widrow for adaptive steering and by 
Burgess for active noise control [Kuo, Morgan 1996]. 
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Fig. 6. ATH block setup with FXLMS algorithm       
           adaptation. 

We can write down the error signal for algorithm FXLMS in the following way: 
e(n) = d(n) – y’(n) 

 = d(n) – s(n) * y(n) 

 = d(n) – s(n) * [wT(n)x(n)] (1) 

where s(n) is impulse response of S(z-1) transmittance, * means linear plait, w(n) is a vector of 
W(z-1) filter’s weights, 
w(n) = [w0(n) w1(n) ...   wL-1(n)] (2) 

whereas x(n) 
x(n) = [x(n) x(n-1) ...   x(n-L+1)] (3) 
is a vector of reference signal in L parts of time.  
The L length of w(n) vector of W(z-1) filter components should be matched according to 
frequency band of disturbing signal and sampling frequency. For low frequency noise it must 
be relatively high. In this scheme we accepted a degree of L=500 for all filters. At the 
sampling frequency of 500 Hz it lets for adaptation with direct signal values within one 
second. It means that all values of error and reverse signals that are not older than one second, 
have an impact on current component values of W(z-1) filter. 
Finally 
w(n+1)  =  w(n) + µx’(n)e(n) (4) 
where 
x’(n)  = s’(n)*x(n) (5) 

s’(n) – is identified impulse response of S’(z-1) filter. 
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4 Summary and results 
The simulations were performed for signals measured in point B in machine hall (1) and in 
point B in control room (2). In the first case it was possible to gain the average reduction 
on the level of about 2dB, whereas the analysis of graph of power density spectrum shows, 
that for the dominant frequencies 100 and 200 Hz, this reduction is about 8-10dB. In the other 
case, the average reduction is about 4dB and similarly as before, we can clearly see reduction 
of 10dB for frequency 100Hz. The time of simulation is about 100 seconds. The researches 
showed the existence of strong dependences between adaptation speed and the greatness of 
coefficient µ which is the adaptation step. The other dependence concerns the same 
coefficient µ in case of signals of higher amplitude, and slower adaptation. In case of (1) 
µ=0.0001 whereas in case of (2) µ =0.15. Longer time of simulation enables reaching better 
results. 
 

Power spectral density of Signal 1  ANC-OFF  
                                                         ANC-ON 

Power spectral density of Signal 2  ANC-OFF  
                                                         ANC-ON 
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Abstract: The paper presents an internet-based Active Noise Control (ANC) laboratory 
with a focus on creation of local zones of quiet in a reverberant enclosure. The ANC 
laboratory is located at the Institute of Automatic Control, Silesian University of 
Technology, Gliwice, Poland. The main goal of establishing remote network-based access 
and control of the ANC laboratory was to share its equipment among students and 
researchers. The remote access to the ANC laboratory has allowed to efficient use 
laboratory resources and reduce harmful influence of noise on its users during laboratory 
experiments. Remote users of the ANC laboratory may perform experiments according to 
prepared instructions or they can prepare and load their own DSP applications. Acoustics 
signals form the ANC laboratory are broadcasted over the Internet.  

1 Introduction 
During the last decade the nearly exponential expansion of the Internet has had an enormous 
impact on all areas of human activities. The changing and rapidly developing usage of 
internet technologies at universities depends not only on the software and hardware, but also 
on the way how they are used for teaching, learning and research purposes. New technology 
has brought a significant improvement in communication within the academic community. It 
opened new possibilities of organising and management of laboratory sessions in virtual and 
remote laboratories accessible using the Internet. Unlike traditionally, their use does not 
require researcher’s physical presence in the laboratory, experiments may be conducted 
remotely using the Internet. Internet laboratories may be exchanged between universities in a 
virtual way. By using the internet, distant researches will have access to high tech 
experiments in well equipped laboratories.  
 
In the years 2001-2003 under Socrates Minerva Project LabLink [1] a pilot set of remote 
laboratories aiding education of undergraduate university students in mechanical and control 
engineering have been developed. One of these laboratories is an Active Noise Control 
(ANC) laboratory placed at the Institute of Automatic Control, Silesian University of 
Technology, Gliwice, Poland [2]. The laboratory is well equipped, remote users are able to 
access acoustics signals form laboratory, audio stream from ANC laboratory is broadcasted 
on-line over the Internet. The only thing that cannot be done remotely is ANC laboratory 
hardware reconfiguration. 
 
In the paper, a new look at the remotely accessed ANC laboratory is presented, laboratory 
usage in research activities on active noise control systems is proposed. The paper is 
organised as follows: (1) benefits of virtual and remote internet laboratories are discussed (2) 
remote ANC laboratory is presented; (3) ANCLab control application and an example of 
experiment in ANC laboratory is shown; (4) finally advanced possibilities of laboratory 
resources usage are introduced; 
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2. Internet laboratories 
Many software packages have been developed for the simulation of real experiments however 
none of these virtual experiments can replace the real laboratory work. The virtual laboratory 
concept allows only to accessing hypothetical laboratory experiment setups that are simulated 
using computers. Results of this simulated experiments are broadcasted over the Internet to 
users. In this case, there is no need to purchase laboratory equipment used in the 
corresponding real-world laboratory setups. 
 
Remote laboratories have all the advantages of the new technology in the form of Internet and 
offer the realistic laboratory environment for experimentation. Remote laboratories allow 
users to see what is happening in real-world laboratory setups at remote sites and sometimes 
allow to access to expensive laboratory equipment. Remote labs have the following benefits: 
[3,4] 
 

- users can login and carry out experiments from any place of the world, 
- unlike simulations remote labs provide real laboratory experience, 
- remote laboratories provide extended access to expensive and highly specialised 

devices, 
- complex experimental systems can be directly controlled from the scientists office, 
- team members, working at different locations can take advantage of the same test-run 

results without extra travelling, 
- long term trials can be comfortably supervised from home, e.g. at weekends. 

 
In the last years the number of virtual and remote laboratories has significantly increased. 
Stevens Institute of Technology has implemented remote dynamical systems laboratory that 
providing a number of experiments with linear dynamical systems.[5] The drawback of this 
laboratory is lack of users interaction during laboratory experiments. Another interesting 
example of successful remote laboratory development is Pontificia Universidad Javeriana 
remote laboratory concerning on automatic control of electromechanical systems. It’s remote 
users may observe behaviour of the electromechanical systems in a video format, analyse 
plots of signals measured in the laboratory and interact with the laboratory systems by 
changing parameters of controllers. 

3. Remote ANC laboratory 
There are plenty applications where noise is an unwanted environment element, with respect 
to comfort, communication ability, health and safety. Traditional methods of noise control 
incorporate passive techniques such as sound absorbing, vibration isolation, or placing 
barriers between the noise source and observer. These methods however are only effective at 
higher frequencies and while technically possible for lower frequencies they can become 
cumbersome, space intrusive and expensive. 
The principle of ANC is an attenuation of unwanted acoustic wave (noise) by means of the 
acoustic wave in opposing phase (antinoise). A scheme of one channel ANC system creating 
a local spatial zone of quiet surrounding a single (error) microphone in an enclosure is shown 
in Fig. 1. Adaptive feedforward controller receive data from a reference sensor, to measure 
the noise generated by noise source. A control algorithm, filter W(z-1) and amplifier provide 
output to a control source (usually loudspeaker) to cancel the incoming wave. The controller, 
via a second (error) microphone measures the noise cancellation level and adapts the filter 
W(z-1), to minimise the square of the error signal (Least Mean Square, LMS). [6,7] 
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The presented remote ANC laboratory is well equipped with a number of loud-speakers, 
microphones, amplifiers, antialiasing and forming filters, computers with digital signal 
processing cards (Texas Instruments TMS320C31 signal processors), sound levels meters, 
signal analysers and signal generators. The microphones and loud-speakers are placed in a 
specially designed office room in which spatial zones of quiet are created.[8,9] Its cubature is 
about 23 m3. This room is disturbed by noises (generated by a primary source) which should 
be reduced using a secondary source (control loud-speaker). The upper limit of frequency 
band for attenuated noises is determined as 250 Hz by sets of analog filters, while the low 
limit of frequency band is limited to 20 Hz by properties of loudspeakers. 
 

Controler (DSP)

Amplifier
Reconstruction

filters

Amplifier
Antialiasing

filters

Error microphone

Secondary sourceReference microphone
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Adaptation
algorithm

Fig. 1 Scheme of one channel ANC system. Fig. 2 Block diagram of a 
 feedforward ANC system. 

 
Remote access to ANC laboratory is realised across the Internet by any internet browser with 
SUN Java installed. The only additional software that is required to be installed on remote 
user computer is the shareware Nullsoft Winamp. This piece software makes possible access 
to audio stream broadcasted on-line from ANC laboratory. Such solution of remote access to 
laboratory does not require installation of any additional commercial software on remote user 
computer to interact with the laboratory server. Remote access to laboratory server is based 
on RealVNC (Virtual Network Computing), [10] this software allows to observe desktop of 
laboratory server as well as interact with this desktop from remote site. 
In the ANC laboratory control systems and algorithms used for creation of spatial zones of 
quiet are developed and verified in a small laboratory office room. Its users may conduct 
laboratory identification and control experiments from remote workstations according to 
prepared instructions or they can design and test their own identification and control 
algorithms. 

4. ANC_Lab control application 
Important part of ANC laboratory is ANC_Lab application, which simplifies user 
communication with digital signal processor board DS1102 (TMS320C31 signal processor). 
The graphic interface enables to parameterise ANC algorithms, observe noise attenuation and 
graphics plots of following signals: control, reference and error. Additionally application 
allows remote user to: 
 

- - identify models of electro-acoustics plants: secondary and acoustic feedback paths, 
- - select and run ANC algorithms, 

169 



IWCIT’03 
 

- - generate signal to be attenutated, 
- - archive of signals measured in ANC laboratory during operation of ANC system. 

 
To start ANC system user should identify models of electro-acoustic plants (acoustic 
feedback and secondary paths). Excitation signal needed for identification experiment may be 
selected using option Start ID. This opens window with a set of prepared excitation signals. 
Identification experiment is started automatically after loading the chosen excitation signal 
into DSP board. Models of electro-acoustic plants of the form of impulse responses are 
estimated using correlation analysis. These models together with chosen excitation signal are 
plotted in ANCLab application users interface (Fig. 3). The measurement data and identified 
models may be stored on local disk, send to remote user by e-mail or exported to Matlab 
workspace. It enables evaluation of identified models using other identification methods. 
 

 
Fig. 3 Electro-acoustic model identification  
  results. 

 
Fig. 4 ANCLab while ANC system is  
  operating. 

 
When the identification experiment is finished, user should choose the noise to be attenuated, 
this can be done by selecting option start in Disturbance menu. 
In the next step control algorithm should be chosen from a set of possible algorithms included 
in control menu (Fig. 4). The following control algorithms are available: 
 

- LMS, 
- FxLMS, 
- FxLMS with feedback neutralisation, 
- Internal model control LMS. 

 
The chosen control algorithm is started by selecting start in Control menu. In this case plots 
of control, reference and error signals are plotted in ANCLab user interface (Fig. 12). A bar 
plot on the left side of ANCLab user interface shows noise attenuation obtained with 
operating ANC system. If ANC system becomes unstable it should be restarted by pressing 
the reset button. It is worth to emphasise that the adaptive algorithm parameter µ may be 
changed during ANC system operation. The ANC system can be stopped by pressing the 
ANC OFF button. The attenuated noise can be stopped by selecting option stop in 
Disturbance menu. 
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5. Advanced possibilities of laboratory resources usage 
Advanced researchers are permitted to develop and run their own one- and multi-channel 
control algorithms. They have full access to DSP real-time processor board via laboratory 
server. All required software is installed on server including: Texas Instruments assembler 
and C compiler for TMS320C3x signal processor. User develops control algorithms on server, 
compiles them and sends to DSP board. There are prepared templates of control programs for 
user who wants implement their own control algorithms form the beginning. Functions 
allowing accessing analog-digital and digital-analog conveners, generating interrupts, setting 
the processor state and getting processor status information are provided by dSpace libraries 
for DS1102 board. 
 
The Matlab Interface Library (MLIB) allows to access the dSpace real-time processor 
hardware from Matlab's workspace. The MLIB functions can be called from standard Matlab 
M-files. MLIB provides basic functions for reading and writing data to the dSpace processor 
board. The MLIB functions are suited to modify parameters in the real-time program 
currently running or to send test sequences to the real-time application. 

Conclusions 
High tech laboratories are expensive and they require specialised equipment. Not all 
universities can afford to create such expensive laboratory. Establishing of the remote 
Internet-based access to the ANC laboratory allowed to share its expensive equipment among 
researchers from any place of the world. Additionally, the remote access to the laboratory lets 
taking efficient advantage of laboratory resources and reduces harmful influence of noise on 
its users during laboratory experiments.  
The Active Noise Control laboratory is available under http://lablink.ia.polsl.gliwice.pl. 
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Abstract: The paper deals with the subject of programming possibilities SCADA systems 
in the context of mobile devices as well as in relationships with control systems and 
problems with solutions of possible situations arising from their design or their operation. 
The main objective is to provide complex view on this branch of knowledge and to show 
possibilities how to use SCADA systems on concrete mobile device HP iPAQ 5450. 

1 Introduction 
Programming of personal digital assistant (PDA) is possible by two ways. First and best 
known way is based on MS Windows CE from Microsoft Company, which is now renamed to 
Pocket PC. Contemporary version of Pocket PC is 2002, but version 2003 is already prepared. 
Second way is using Linux operating system. 
 

1.1 Programming possibilities 
Considering evident specificity given by using mobile devices, since OS Win CE isn’t used 
only in pocket computers, but it is possible to find it in other devices. We have two usable and 
supported programming platforms. First platform is otherwise younger, but more supported 
by mother's company Microsoft. This platform is called .NET framework. Microsoft offers 
environment MS eMbedded Visual Tools (presently version 3) for free development. But it 
isn’t so comfortable tools like .NET. Indeed the .Net isn’t so perfect too. It hasn't however 
portation to Linux. 
Java language released by Sun company, which has developed it since 1995, has the support 
of both operating systems. 
 

1.2 Java – programming language independent on operating 
system 

Program written in Java is possible to start on every processor on which virtual machine of 
Java called Java Virtual Machine (JVM) is running. JVM is virtual (software or hardware) 
processor on which is possible to start the program or applet written in Java (java applet). On 
startup Runtime system JVM performs following operation: 

- Class leader loads all necessary classes 
- It set on verification byte code, which tests, whether dynamically loaded classes 

disturb limitation of Java language 
 
JVM is implemented in a quantity of embedded devices, servers, mobile phones and PDA’s. 
Next benefits are in uniform language platform for development of company systems and a 
reuse of code. 
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Net communication is indivisible part of mobile devices. The Java language allows it through 
datagram’s and sockets and also supports method of remote calling by using own Java 
technology called RMI. By this way Java application can communicate. It isn't however 
restricted only to this technology, but it is possible to communicate with others applications 
written in other programming language by the help of CORBA technology. This property is 
the key for safety-critical application, where it is necessary for prevention error, except using 
of another type of processor, to use another programming language. 
 
Present specification of JVM mismatch real-time requirements, but reparation of Java 
language specifications (RTJ) for real-time using is in progress. On these specifications now 
team of real-time Java Expert Group (RTJEG) is working now, which extends specifications 
of Java language, specifications of Java virtual machine and provide an application 
programming interface (API), which would be able to create, verify, analyze, execute and 
control Java threads with exact conditions including time limitation (also known as real-time 
threads). These specifications also allow option of planning algorithm according to 
application needs. Commercial products of RT Java are also created in this area. Example of 
this may be a product of Swiss firm Esmertec called Jbed, which is specialized on embedded 
real-time systems. Another product is Jeode from the same company, which is directly 
supported by Microsoft as their Java platform. 

2 Distribution of Java language 
Java language is currently distributed in three different packages various with their sets: 
 

2.1 Java 2 Standard Edition (J2SE) 
J2SE contains basic set of Java language, JFC (Java Foundation Classes - AWT, swing and 
other components for user interface) IO services, applets, and so on. 
 

2.2 Java 2 Enterprise Edition (J2EE) 
The J2EE technology forms expansion of Java standard with advanced programming method 
especially fit for creation factory IS.  Enlargement are described by series of standard, which 
warrant reciprocal compatibility with products of other companies and which together support 
evolution and life cycle of application.  The main contributions are: 

- independence on client operating system and server, 
- database independence, 
- independence on application server, 
- automatic support security services, 
- possibility of remote management applications through internet, 
- possibility of dynamic empty weight balancing server, 
- easy exchange part of application without service interruption etc. 

 

2.3 Java 2 Micro Edition (J2ME) 
Java microedition started up with the aim of consolidates various offshoots of Java language 
for small devices, which aren’t in the standard edition. This establishment encompasses 
devices with various properties. Micro-edition isn't one specification like standard edition, but 
it sets of various configuration and profiles. These configurations designate basic set of 
libraries and properties of devices, which refine profile. 
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 Fig. 1 Basic J2ME structure  
 

2.3.1 Connected Limited Device Configuration (CLDC) 
This configuration is aimed at small-scale industries devices. Hardware specifications of this 
configuration are only minimal pretension to memory, namely 160 kB stable memory and 
32 kB "unsteady" memory. By reason of virtual machine size reduction some function were 
restricted or remove. 
 

2.3.2 Mobile Information Device Profile (MIDP) 
MIDP is profile, which specify CLDC configuration for use on smallest devices, like are 
usual mobile phones. Just this platform pleases largest focus, because it is concerned in body 
extensive devices. This MIDP profile adds to hardware specifications a minimum demand on 
size of displays (96 x 54 pixels) and a possibility to control device by character key or touch 
on the screens. It also requires at least 8 kB stable memory for saving data application. 
 
In version MIDP-2.0, whose specification is already available, important functionality is 
improved, like interface by sockets or sound control. Practically each of mobile phones 
belongs to MIDP category. Application for this category is called midlet according to basic 
class profile MIDP. 
 

2.3.3 Pocket Digital Assistant Profile (PDAP) 
PDAP is profile which diffuses CLDC configuration, which is identified for PDA 
establishment with larger displays. It is under development so far. 
 

2.3.4 Connected Device Configuration (CDC) 
CDC is configuration pointed on establishment with 32 bits CPU and at least 512 kB ROM 
and 256 kB RAM. Virtual machine has to manage practically the same functionality like in 
standard edition. 
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3 J2ME – possibility confrontation 
J2ME is relatively young technology, which carries along lashing of absences. This 
technology comes to consolidate language specifications, but it is very difficult to write 
midlet, that would run on different phone without changes. For each phone J2ME by its 
producer is implemented according to the same specifications. Author finds at attempt to 
check on application some distinguish of portability in implementation. Newer specification 
MIDP 2.0 has already removed main deficiencies of first version specifications. 
 
If it is needed to have some application all the time with you, then it is ideal to locate it on 
mobile phone or pocket computer. J2ME is the simplest possibility (and often only one), how 
to do that. Appearances to massive Java supports by mobile phone makers like Nokia, 
Siemens or Motorola, will markedly improve its possibilities. Using of Java application in 
relation to GPRS is for access to server data cost tolerable and allows to be "on-line" all the 
time. 
 
If we consider these accomplishments, question of integration of these establishments into 
only one is suggesting itself. That establishment exists below title MDA (mobile digital 
assistant), so the field of action for J2ME is very wide and complex. 
 

4 Java and Linux on mobile devices 
Most common variant is using Linux on classical Pocket PC. First step is installation of 
Linux. Since Pocket PC’s are in most cases on purchase already equipped with Windows CE 
system, it is necessary to replace it with desired Linux distribution. This is user's exacting 
operation and requires higher knowledge level in area installation and system repair. 
 
If we want to work on application written in Java, we have to install Java runtime 
Environment (JRE).  JRE includes JVM (Java Virtual Machine), which is typed and compiled 
for existent platform, respective concrete processor of given Pocket PC, how it was already 
described above. 
 
Complete installation of original JRE from SUN company has about 18 MB, which means 
certain limitation for use on PDA. However this problem isn't unsolvable. Since the biggest 
part of JRE has classes, which are stored in archive rt.jar, it is possible to rebuild this archive 
and remove some classes, which are not needed for application run. These classes take at 
most about 90%. By this we can save same space in memory on Pocket PC. Documenting this 
set-up of JRE is advantage in appended documents set with print-out classes archive content 
rt.jar. On installation of new application it is simple to find out, which required classes are 
missing and install these. 
 
Advantage of exploitation Java language on different platform is generally bajtcode 
universality. Source code is compiled to the *.class appearance. This source code must be 
copied to required device and then started with the help of corresponding Java virtual 
machine. Concrete case of mobile PDA isn't exception. 
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5 HP iPAQ 5450 in context with SCADA systems 
Though not natively equipped with Embedded Linux, there are now multiple projects to 
develop Linux implementations for the iPAQ, including one from the Hewlett-Packard 
sponsored handhelds.org site. The iPAQ has a 240 x 320 pixel backlit color LCD screen and 
is powered by a 400MHz Intel Strong-Arm processor with 64MB of RAM and 64MB of flash 
memory. In particular, the Familiar Project provides comprehensive free and open support for 
the iPAQ. 
 

 

Pocket PC 2002 Embedded Linux  

RAM 64MB RAM 64MB 

ROM 48MB ROM 64MB 

iPAQ File Store 20MB 

 
Fig. 2 Memory model comparison of systems with Pocket PC and Linux 

 
JRE have memory requirements approximately 4MB in dependency on used technologies, 
which are necessary for running existent application at present.  In some cases they may 
increase to 20MB. This already bears some specific memory restriction, which is necessary to 
reason about. 

 
Another factor, which is necessary to 
consider is display size.  That is namely 
quarter in case of commonly used 
systems for work with SCADA 
(Supervisory Control And Data 
Acquisition) on Windows CE platform, 
which have display resolution 640x480 
points. 
  
 
 
 
 
 
 
 

Fig. 3 SCADA system screen of classical Windows CE product with lighter possible “PDA 
version” (screen resolution of this part is 320x240 pixels) 

 
Field actions of pocket computers are over this limitation wide. Since theirs communications 
possibilities like wire-less connectivity Wi-Fi, or Bluetooth along with theirs size puts them 
many benefits opposite to other mobile system like notebook. 
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The layout of a typical industrial information system is shown in the figure below. There it 
can be see PDA possibilities in system from Field Management layer upward Process 
Management layer to highest Business Management layer. PDA is usable in every part of this 
system via network wireless possibilities or our peripheries as serial port or universal serial 
bus. 

 
Fig. 4 Layout of industrial information system 

5.1 Safeguard with iPAQ by Biometric Fingerprint Reader 
HP iPAQ has thermal silicon sensor, which measures the temperature differential between the 
skin ridges and the air caught in the fingerprint valleys and is optimized for handheld devices. 
High quality image even with dry or difficult fingerprints with self-cleaning function where 
no latent print is left on the imaging surface. With this technology is iPAQ fully comfortable 
for access control of SCADA systems.  
 

6 Conclusion 
Subject of this paper is compare of two main possible programming ways on PDA systems.  
Main aspect is in embedded Linux operating system and Java language. These platforms are 
very scalable and user configurable and free for develop. Creating of SCADA systems on 
these embedded systems has many specific issues and programmer has several different ways 
to use it.  
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Abstract: In this paper the methods and pinciples used for measurement of static and 
dynamic effects of forces are briefly described. In details paper deals with resistive strain 
gauges connected into measuring bridges, power supplies for these bridges, signal transfer 
and amplification, its digitalization and data processing by means of measuring card in a 
computer. The next task was the design of programs for processing and storing of the 
mesured values in strain gauge measurement of force and weight. Programs are developed 
in the environment of Control Web-2000, they enable to scan data, to calculate parameters 
and to display measured and calculated values using visualizuation panels in the form of 
display fields and graphs of the computer. 

1 Introduction 
The following physical principles are used when solving sensors of tensile or pressure forces: 
 

• Deformation of the body 
• Changes of magnetic qualities of the body 
• Changes of electric qualities of the body 
• Piezoelectric effect 
• Other solutions (change of the resonance frequency of mechanical element, photo-

elasticity measurement etc.) 
 

Tensile or pressure force application to the body (2) defined by its geometry and material 
leads  to the deformation of the body. The quantity of deformation can be measured in the 
following ways: 
 

a) measurement of the displacement (x) 
b) measurement of the stress 

 

F

x

1

2

3

 
Fig. 1 Ways of force measuring 
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Convinient sensors of displacement (3) are especially inductive sensors and capacitance 
tranducer. 
For measurement of the stress (1) any type of tensometer can be used, best results are reached 
when using resistence tensiometer. 
 

2 Description of the measuring system 
The apparatus itself for weighing and  for tensiometric measurement of the forces consists of 
three parts: 
 

• Power source 
• Tensiometric sensor 
• RC filter 
• Measuring amplifier 
• Measuring card PCA 1608A 
• PC 

 
Fig. 2 Measuring system 

2.1 Fixed beam 
This beam (1) was used for measurement of parameters of weighing resistence tensiometers. 
There is whole measuring bridge with four tensiometers (2) stuck on the top of the fixed 

beam.  F
1

2

 
Stuck tensiometers make up the whole 
bridge with four active tensiometers.For 
identical tensiometers the output signal is 
given by the formula  
 

1... εkU
R
RUU BBm =

∆
=  [V]  

 
 

Fig. 3 Fixed beam with tensiometer bridge 
 
UB - supply voltage [V] 
k - deformation coeficient (k=2,06) 
ε1 - relative extension 
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3 Visualisation and evalution of the measurement in the 
environment of Control Web 

Application in Control Web environment was created for the measurement with resistance 
tensiometers using fixed beam. 
 
Text editor and graphical editor are used when programming, also all of the visual objects are 
programmed in graphical editor. Processing of the measured signal ( evalution, converting, 
filtering) is programmed in text mode. 
 
Syntax of particular commands, cycles and procedures is almost the same as in Pascal. All of 
the oparations with input variable are performed by programming algorithms. 
 

3.1 “The Bridge“ application 
This applicaton serves for measurement of static and dynamic forces with help of fixed beam 
with tensiometer bridge. Furthermore, the weighting-machine was created, its nominal weight 
is 4 kg. Analog input AI3 of the measuring card PCA 1608A was used, its measuring range 
was ±250mV. 
 
Application composes of 4 parts. The first panel serves for measurement of parameters of 
used tensiometers, the 2nd panel shows historical trends for archiving and display of 
measured data coming from dynamic measurement. 
 
The third panel contents „Service menu“ which enables setting of steady-interval value and 
calibration of the weighting-machine using calibration weights. Steady-interval is given by 
the limits in which the measured value can range without switching off the indicator of 
steady-state. 
 

3.1.1 Panel „Parameters“ 
This panel serves for measurement and archiving pa

ollowing formula is given for the 
hole bridge : 

rtameters of tensiometers, in particular 
relative extension (ε) and ratio (∆R/R). 
 
 
 
 
F
w
 

u
=ε  

k
 [‰]  

  
U – supply

ation 

Fig arameters” 

U .
     

 voltage [V] 
u – output voltage [V] 
k – coefficient of deform

sensitivity 
 

. 4 Panel “P
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R
ε.kR

=
∆   [‰]     

 

.1.2 Panel „Historical trend“  
Historical trend serves to store of the measured values of dynamic measurement. Using the 

menu, it’s possible to store data in 

the trend“ 
auses display and direct storing of the 

ossibilities of 
rocessing historical trend and user 

.1.3 Panel „Graph“ 
This panel displays instant values in the plot with the possibility of direct archiving of the data 

into a database file and consequent 

t operates like oscilloscope 
reen and compare to historical trend 

ssible to display 
xactly even very small changes of 

adjusted to 
aximal output voltage which is U=4 

 
 

3

Fig. 5 Panel “Historical trend” 

*.DBF and *.TVI format. In this file 
the whole trend is saved as graphical 
interpretation and can be showed in 
trend viewer Trendwvr.exe, which is 
part of Control Web 2000. 
 
Pressing button “Start of 
c
measured data. After measuring of the 
data, it’s possible to display it and 
process the whole trend. 
 
There are many other p
p
can study it in details using help. 

 

3

Fig. 6 Panel “Graph” 

storing. 
 
The plo
sc
it has advantage of switching of gain in 
mv/scale division. 
 
Due to this fact it’s po
e
measured signal. Zooming is 
performed by multiswitch. 
 
The scale of the plot is 
m
mV with maximum load. 
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3.1.4 Panel “Weighting-machine“ 
Apparatus with fixed beam was  
created not only for mesurement of 

of 0.25,0.5,1 and 2 

racy of 0.01 kg. In service menu 

 Conclusion 
Brief description of  the model of the system for tensiometer measurement of the forces and 

 paper, it was implemented as a laboratory practise. 

 signal is processed 

articular panels of application were designed, the same as for 

erences 
[1] Randy, F.: Understanding Smart Sensors, Artech House, 2000 

ů a Soustav, BEN, 2000 

Fig. 7 Panel “Weighting-machine“ 
 

dynamic qualities of tensiometers, but 
also for weighing. 
 
The weighting-machine was calibrated 
y precise weights b

kg. 
 
It can be used for exact weighing with 
ccua

there is possibility of exact calibration. 
 
 
 
 

4

weight is given in this
 
The own solution composes of several significant parts. For resistance tensiometers the power 
upply were constructed and the measuring amplifier designed. Amplifieds

by PC and evaluted by measuring card PCA 1608A in the Control Web environment. The 
measuring amplifier is formed by precious amplifier AD 624 made by Analog Devices. As 
the parts of measuring amplifier, there are additional circuits using D/A converter for 
compensation of „fixed load“. 
 
As for programme environment, the Control Web 2000 was used. In graphical mode of 

rogramme environment the pp
their style and layout virtual of devices.The algorithms that process measured signals were 
created in the text mode. The goal of the application was using as many features and 
advantges of Control Web as possible, for measuring, storing and viewing of the measured 
values. 

5 Ref

[2] Nevřiva, P.: Analýza Signál
[3] Bílý, R. a col.: Control Web 2000, Computer Press, 1999 
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Spread of the Hydraulic Impact in Elastic Pipeline 
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This paper deals with the measurement and simulation of the dynamic processes on the 
systems with distributed parameters. As an example of such a system the elastic pipeline 
transporting the elastic fluid (water) has been chosen. The effort was mainly aimed at the 
measurement and modeling of prime hydraulic head in the pipeline which arises after 
sudden closing the valve. The problem described here can be considered as signals and 
systems analysis because we actually look for an output signal of the system that 
transforms the input signal. Finally the measured and simulated data are compared and 
their correspondence was evaluated. 

1 Introduction 
In this paper we deal with the measurement and simulation of the dynamic processes on the 
systems with distributed parameters. As an example of such a system we've chosen the elastic 
pipeline transporting the elastic fluid. We aimed our effort mainly at the measurement and 
modeling of prime hydraulic head in the pipeline which arises after sudden closing the valve. 
The problem described here can be considered as signals and systems analysis because we 
actually look for an output signal of the system that transforms the input signal. Finally the 
measured and simulated data are compared and their correspondence was evaluted. 

2 Mathematical model 
The model below describes flowing of the elastic fluid in the segment of elastic pipeline. The 
original mathematical model is described by three nonlinear partial differential equations of 
the first order. The fundamental of the model consists of Newton equation (1), Equation of 
continuity (2) and Bernoulli equation (3). The model is extended by equations (4) and (5) with 
respect to the elasticity of pipeline and transferred fluid. 
 

• Newton equation 
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• Equation of continuity 
 

0
t
T

Tt
p

p
S

t
T

T
S

t
p

p
Sp

x
T

Tx
p

p
vS

x
S

x
T

T
S

x
p

p
Sv

x
vS

=







∂
∂

∂
ρ∂

+
∂
∂

∂
ρ∂

+







∂
∂

∂
∂

+
∂
∂

∂
∂

+

+







∂
∂

∂
ρ∂

+
∂
∂

∂
ρ∂

+







∂
∂

+
∂
∂

∂
∂

+
∂
∂

∂
∂

ρ+
∂
∂

ρ

 

(2)

• Bernoulli equation 
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• Additional equations for density and cross-section: 
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where 
c =   internal energy of liquid 
d =   wall thickness of the pipeline 
dn  =   internal diameter of the pipeline 
E  =   modulus of elasticity 
g  =   acceleration of gravity 
Κ  =   liquid elasticity bulk modulus 
l  =   length of pipeline 
p =   (relative) pressure of liquid 
p0 = environment pressure, surrounding pressure, constant 
S  =  cross sectional area of the pipeline 
S0 = original, initial cross sectional area of the pipeline, constant 
t  =   time 
T =   temperature of liquid   
T0  =   initial environment temperature, constant 
v  =   flow velocity of liquid 
x  =   coordinate along pipeline axis 
z  =   elevation of the pipeline 
α  =   bulk thermal expansivity of pipeline 
β  =   bulk thermal expansivity of liquid  
γ  =   heat transfer coefficient 
λ  =   friction factor of liquid 
ρ  =   density of liquid 
ρ0  =   initial density of liquid, constant 
 
The original mathematical model was adapted for the laboratory system. The temperature 
processes were omitted, they would be significant mainly in pipeline with a gas or with a 
steam. The mathematical model was therefore modified as follows: 
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In order to find a unique solution of set of equations (6)-(9), the boundary and initial 
conditions must be added. These are as the follows: 
  
The boundary conditions: 

• The velocity in the end of the pipeline – in the point where the valve is placed. 
After closing valve the velocity of the water in this point is v = 0. 

• The pressure in the beginning of the pipeline – in the point where the pump is 
placed. This pressure is described by load characteristic of the pump, see Fig. 4. 

 
The initial conditions: 

• The distribution of the pressure within the whole length of the pipeline. The 
distribution of the pressure was linearly interpolated of the measured pressures P1, 
P2. The distribution of the pressure within the whole length of the pipeline is 
shown on Fig. 3.  

• The distribution of the velocity within the whole length of the pipeline. The 
velocity in t = 0 was constant and equals to v = 1.66 m.s-1.  

• The distribution of the elevation within the whole length of the pipeline. The 
derivative of the elevation equals to zero, because the pipeline was rolled up 
horizontally. 

• The distribution of the cross-section within the whole length of the pipeline. The 
cross-section in time t = 0 is constant, dn = 0, 032 m. 

The system of the equations (6) - (9) was solved using the numerical methods, particularly the 
method of final differences and method of Adams – Bashforth. Simulation was performed 
using MATLAB. 
 

3 Physical model of the system 
Physical model of the system is shown on Fig. 1. The system composes of the pipeline, 
pressure sensors and valve. The measured part of the pipeline is the part of pipeline between 
pump and valve. Measured quantities were the pressures in points P1 and P2. After closing 
the valve the moving water column starts the dynamic process.   
 

3.1 Technical elements parameters of the system 
• Gear pump B - G. Power 800W.  The load characteristic was measured, see Fig. 4.  
• Elastic pipeline with internal diameter dn = 32 mm, wall thickness of the pipeline 

 d = 4 mm, length l = 82 m. Modulus of elasticity was measured. 
Pressure sensors Omega with voltage output. Power supply 12-36 V DC. Current drain up to 
15mA. Voltage output 0.5 – 5.5V. Accurancy 0.25% FS. Offset 0.5V ± 75mV. Temperature 
range from -20 to 85°C.  Measuring range max. 17000 PSI 
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P1 P2

58 m 23 m

Water reservoir

Pump

Valve

P1,P2     pressure sensors

                  
 

Fig. 1. Schema of the laboratory system  Fig. 2. Block diagram of the measuring 
information chain 

 

3.2 Measuring information chain 
Block diagram of the measuring data chain is on Fig. 2. 
 
• Measuring card and buffer amplifier 
The 12 – bit measuring card AD 512, Humusoft was used. 
The maximal input current of the analog inputs is up to 1.2 mA. Therefore two errors can 
occur: 

- Output impedance of the pressure sensor is 100 Ω, therefore direct error (offset)  
can be 1.2 mA x 100 Ω = 0.12 V.  

- The long voltage sensing leads, their impedance is 5Ω. The sensors can have current 
drain up to 15mA, therefore the loss is up to 75mV in neutral conductor. This error 
can be compensated because the change of the parameters of sensor and cable is 
minimal. 

 
The connection with operational amplifier (buffer amplifier) was used for minimization of the 
both of errors. The operational amplifier serves as different amplifier with gain K =1. 

• Personal computer 
The PC is used for data capture from measuring card and for evaluation data. The card is 
controlled by software in MATLAB by Real Time Toolbox. 

 

3.3 Measuring of the basic parameters of the system 
Modulus of elasticity 
The modulus of elasticity was determined by equation (5). The effect of temperature was 
eliminated, therefore 
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where  is initial volume at initial pressure. Measuring procedure: there is the 
controlled source of pressure at the beginning of the pipeline. At the opposite end there is an 

2dn30V π=



Section 3 – Control Systems 
 

outlet valve and pressure sensor. The pipeline of the length of 3 meters was pressured and the 
differences ∆V of its volume were measured. 
 
Two sets of measurements were performed: 

• The pipeline was always pressured from initial pressure p0 to maximal value of 560 
kPa. 

• The pipeline was progressively pressured from initial pressure p0 to maximal value in 
10 steps of about 56 kPa. 

 
The modulus of elasticity was determined in range of E = 0. 99 · 107 ÷  1. 45 · 107 Pa. 
 

4 Measuring and simulation of hydraulic head 
The measuring of the hydraulic head is performed on the measuring system from Fig. 1. 
 
At first the valve is open and water flows in pipeline. Then the valve is suddenly closed and 
the hydraulic head arises. The propagation of the hydraulic heads in places P1 and P2 is 
presented on Fig. 5 and Fig. 6. On figures 3 and 4 there are additional measurements shown to 
be included to the model as the initial and boundary conditions. 

 

 
 

Fig. 3.  The distribution of the pressure within         Fig. 4. The load characteristic of the pump 
the whole length of the pipeline 

 
The mathematical model is described by equations (6) – (9). The measured and simulated data 
were compared. Data from point P1 are shown on Fig. 5 and data from point P2 are shown on 
Fig. 6. 

 
Fig. 5. Comparison of the measured and simulated data in point P1. 
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Fig. 6. Comparison of the measured and simulated data in point P2. 

 

5 Conclusion 
In this experiment, the dynamic effects are quite rapid. The shockwaves are soon suppressed 
by effect of the pump, that’s why the pressure is still growing even after the shockwave which 
may seem strange, but if the pump was switched off in the same time as the valve is closed, 
the values of the pressure would decrease after the pressure peak. This situation wasn’t 
considered in this paper. 
The measurement of the pipeline expansion verified the hypothesis that equation (9) is not 
convinient for the material of the pipeline used in this project, one of the further aims is to 
find more adequate formula for its expansion.  
The main differences between results from mathematical model and measuremets were 
caused by the following facts: 
 

• we didn’t know viscosity characteristics of the water 
• characteristics of the pump was considered to be static, real pump dynamics should be 

included for better comprehension and results 
 
The simulation proved  that the model is very sensitive to the modulus of elasticity of the used 
material which has some non-linearities and other dynamic qualities. Therefore the 
subsequent aim of the poject is to explore and include these dynamic qualities to the current 
model. The heuristic method was used to simulate such a situation and it leaded to interesting 
results. These results were evaluated by the same mean quadratic criterion and the loss 
function  reached ten times smaller values than originally.  
The pipeline was divided into 82 segments and in these segments the partial differential 
equations were substituted by ordinary differential equations. For integration of these 
equations in time, the numerical method of Adams-Bashforth of the 4th order was used. We 
didn’t deal with solvability of the system od partial differential equations. 
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Abstract: A laboratory system destined for testing identification and control of systems 
based on the ”muscle wire” is presented. Results of real-world laboratory experiments 
showing properties of ”muscle wire” system are included. In this work, the research object 
was the Flexinol wire, serially connected with the bias spring (which provided a bias force 
for the wire). Model identification and control experiments were made. Based on the 
results it was concluded that this system (Flexinol wire with bias spring) was highly 
nonlinear and nonstationary thus very difficult to control. Fuzzy and adaptive control 
algorithms were proposed, implemented and tested. Control experiments result in 
conclusion that for this kind of systems (for example based on the SMA wires) adaptive 
algorithms are very suitable. 

 

1 Muscle wires 
Muscle wires are made from nickel-titanium 
alloy, as 50-375 micrometers thin fibers. This 
alloy is one of the Shape Memory Alloy 
(SMA), with characteristic Shape Memory 
Effect (SME). SME occurs due to  
the temperature changes in the material 
structure between two phases - martensitic - at 
a lower temperature and austenitic - at a higher 
temperature (Fig. 1). SME is realized when  
a specimen deformed at a temperature below 
T2 = Mf (fig.2) is heated to a temperature 
above T1 = Af. When at a temperature T < Mf 
the specimen is in a completely martensitic 
state, while when Mf < T < As it is partly in  
a martensitic phase. In the martensitic phase 
specimen exhibits elasto-plastic features and 

may be easily deformed by application external stress. This deformation can be canceled and 
original shape can be restored by heating above Af temperature. The original shape of the 
SMA specimen is settled in production process (by annealing) and it is characteristic for  
the austenit phase - in case of muscle wires the original shape is shorter length of the wire 
(about 5%). Heating up and return to settled shape, then cooling with deformation by 

Fig. 1 Structure changes in phase 
   transformation 
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application external strength are the duty cycle 
(Fig. 1). This cycle can be executed (almost 
with no limit) on the assumption that 
shortenings are not greater than about 5%. The 
temperature range for the martensite to 
austenite transformation is higher than for 
reverse transformation (upon cooling) (Fig. 2). 
This difference is called the temperature of 
phase transformation (TH) and can be up 20-
30°C. The distinction of Martensite Finish 
Temperature (Mf), Martensite Start 
Temperature (Ms), Austenite Start Temperature 
(As) and Austenite Finish Temperature (Af) 

makes the SME phenomenon easier to control. It is also very important that the muscle wire is 
resistive thus it can be heated electrically (by current flow) [1][2]. 

Fig. 2 Hysteresis in phase 
transformation 

 
Because of its unique features, SMAs offer many advantages in actuation mechanisms with 
the main of these - very high power to weight ratio [3]. The using muscle wire as an actuator 
was the cause of design of the laboratory system described in this paper. 
 

2 Laboratory system description 
In order to testing algorithms in real-world conditions, it was assumed not to idealize work 

conditions. The bias force for the SMA wire is 
generated by ordinary coil spring that has nonlinear 
force to displacement function and system is not 
thermal isolated so the muscle wire temperature 
relies on external temperature changes too. The air 
fan is used in order to generating variable air 
cooling conditions. The main part of the laboratory 
system is Flexinol 100 (100 micrometer thin muscle 
wire) produced by Dynalloy, Inc., serially 
connected with bias spring (Fig. 3). The coil spring 
despite of generating bias force, is the load for the 

 
Fig. 3 The SMA wire-bias spring
   system configuration 
wire treated as an actuator. After heating, the wire 
shortens and generates force stretching the coil 
spring, after cooling the wire becames elasto-plastic 
and is stretched by coil spring. The block diagram 
of the laboratory system is presented in the Figure 
5. The system consists three main modules – SMA 
wire with the bias spring, microcontroller unit and  
a PC computer responsible for the data generation, 
acquisition and visualization. SMA wire is 
connected with the bias spring by non-elastic thread 
winded on the encoder axle. Encoder connected to 
the microcontroller gives wire shortening measure, 
which is processed by microcontroller and sent to 
the PC computer. The microcontroller controls the 
electrical current in SMA wire by PWM method: 

Fig. 4 The laboratory system 
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current value is measured and compared with the set value – if it is greater, microcontroller 
turns the power off, if not – turns it on, electrical current is smoothened by the low-pass filter 
character of the electrical current driver. The measured current value and shortening value are 
sent to the PC computer. 

  
Fig. 5 Laboratory system block diagram 
 
The air cooling flow, forced by manually controlled fan, results in changes of the thermal 
conditions of the system. In closed loop system, control algorithm in PC computer calculates 
control value and sends it to the microcontroller that generates an appropriate electrical 
current value in SMA wire. The created software allows to implement (in C++) any control 
algorithm. The complete laboratory system is presented in the Figure 4. In the pictures (a), 
(b), (c) and (d) are shown: the housing with the fan, built-up encoder, SMA wire-bias spring 
system and complete, ready to work laboratory system with the PC computer. 
 

3 Experimental results 
There are presented results of identification and control experiments carried out using this 
laboratory system. All of these experiments are characteristic for this laboratory system 
because of the system properties, for example the system configuration, SMA wire and its 
load (bias spring properties), air temperature (≈23°C), thus these experiments describe  
a features of this kind of systems rather with qualitative meaning than quantitative one. 
Identification and control was done with assumption, that the controlled system (SMA wire 
connected to the bias coil spring) is treated as “the black box” – with knowledge of input and 
output values (electrical current and wire shortening values) only. Thus the linear model of 
working point was assumed and fuzzy and adaptive (with zeros-poles placements) control 
algorithm was proposed. 
 
All of experiments were done for three cases with respect to air cooling conditions: (A) – no 
air cooling (fan is switched off), (B) – medium air cooling (fan is on and works with ½ of the 
maximum power), (C) – high air cooling (fan works with maximum power).  
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3.1 Static and dynamic properties of the SMA wire – bias spring 
system (the model identification) 

 
Static characteristics of the system (Fig. 6), 
show a hysteresis in the system – it mainly 
results from SME hysteresis. Maximum current 
versus maximum shortening relation is clear: 
there is the highest air cooling in the (C) case so 
the current in this situation must be greater than 
in (A) and (B). 

Fig. 6 Static characteristics 

 

Fig. 8 Impulse responses 

Fig. 7 Step responses 

 
Step responses was shown in the Figure 7. 
Electrical current steps were chosen to 
cause maximum shortening (≈1.8%). Time 
constants for the first-order model were 
estimated; for the “min to max” step they 
equal TA ≈ 2s, TB ≈ 1.2s, TC ≈ 0.6s, and for 
the “max to min” step: TA ≈ 0.9s, TB ≈ 0.7s, 
TC ≈ 0.4s. That means the SMA wire 
dynamics is highly heat abstraction depend
dynamics. Impulse responses experiments 
a conclusion a large part of energy supplied 
diminishing the total efficiency of the syste
dissipated).  
 

1

Fig. 9 Static gain (wire shortening / 
electrical current ratio) characteristics 
ent – the better heat abstraction, the better 
results shown in Figure 8 should cause  

to the system is dissipated to the environment, 
m (the greater air cooling, the more energy 
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On the basis of the step responses experiments it was concluded that the system is very 
nonlinear – in the Figure 6 static gain (shortening to electrical current ratio) depends on the air 
cooling conditions. In order to confirm that conclusion the static gain function was carried 
out. The results are shown on Figure 9 – system is highly nonlinear in respect to work point 
(electrical current value) and in respect to external conditions (air cooling conditions).  
The working point linearization was proposed. On the gain characteristics (Figure 9)  
the working point (electrical current value) for each air cooling condition case was selected: 
for (A) it was 105mA, (B) – 140mA and for (C) – 180mA. In these points ARX linear model 
in form (1) was assumed [4]. 
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Orders of A and B polynomials were selected with respect to the model fitting level for  
the minimum parameters number of the model. Because increasing the parameters number did 
not improve the results significantly, so the model structure was chosen with dA = 1, dB = 2, 
d= 1. The simulated with measured output for the (B) case was compared – obtained model 
could be used for controller design. 
 

3.2 Automatic control system design 
Fuzzy and adaptive zeros-poles placement control algorithms were implemented and tested. 
The process variable is the SMA wire shortening, the controller output is the electrical 
current. The stabilization process is disrupted by temperature changes, air cooling conditions 
and nonlinearity of the bias spring. 

3.2.1 The fuzzy control algorithm 
This kind of the control algorithm is suitable for nonlinear controlled system and its simplicity 
allows to implement it in “the power-limited” controllers. The form of used algorithm is 
shown in Figure 10. 

Fig. 10 Fuzzy algorithm 

3.2.2 Adaptive zero-poles placement control algorithm 
Adaptive algorithms are usually used when the controlled system is nonlinear or/and 
nonstationary. The controller parameters are estimated on-line. This controlled system is 
nonlinear in respect to working point thus the parameters of this system change with set value 
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changes and nonstationarity is related to the changes of the air cooling conditions. The used 
algorithm is described in [5].  
 
The control experiments results (Figures 11 & 12) shows that control algorithms work well in 
situations when the set value changes slow – it corresponds to slow changes of controlled 
system parameters. The fuzzy controller processes only control error, improvement could be 
obtained by using of control error derivative too. The adaptive control is much better, but it 
could be improved too: the controller parameters estimation is the better, the better  
the controlled system is stimulated – it may be considered in control algorithm.  
 

Fig. 12 Adaptive zero-poles placement  
  algorithm 

Fig. 11 Fuzzy control 

 

4 Conclusions 
In the paper the laboratory system destined for identification and control algorithms testing 
was presented. In order to use in real-world applications, identification and control 
experiments were done. There were proposed and implemented control algorithms. This paper 
shows that using the SMA wire in control application introduces a large nonlinearity into  
a system, so control system designer is forced to use advanced control algorithms (for 
example PID algorithm could works well but in adaptive form). 
Identification and control experiments possible to carry out using this laboratory system, give 
a view of static and dynamic features of the systems based on the SMA wire, coil springs  
or other common elements. 
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Abstract: The subject of this article is a polyethylene foam production process, which is 
difficult to control. In June 2001 an application was made in iFix environment for a large 
factory, placed in Gliwice, which manufactures polyethylene foam. This application is 
responsible for visualization, data archive, providing of safety in production hall and 
controls the process itself. PLC controller to server and server to client communication is 
done through the Ethernet LAN. Because an on/off heater was used in the process as an 
actuator, consequently an on/off control algorithm was designed with correctional 
feedback. Visualization process was placed on the server whereas the control algorithm 
was implemented in the PLC controller. 

1. Introduction 
The SCADA application was implemented for a polyethylene foam extruder. Such a 
production process of polyethylene foam is not complicated in technical terms but some of its 
parts must be realized with high precision, and must strictly follow process engineer 
guidance. Not complying with technical engineer’s guidelines might lead to quality 
deterioration, thus economical looses. 
 
The process can be divided into five stages: 

• batching of granulated product 
• preliminary components melting 
• butane injection to plastic mass 
• providing correct property for plastic mass through transporting it through different 

zones of exactly specified values of temperature 
• extrusion of polyethylene foam. 

2. Process description 
The dosing of the granulated product is done with a special for this goal device with a high 
precision. It needs to be pointed out, that usually three kinds of granulated product are used. 
In the dosing device a flow meter and flow ratio controller are placed. The ratio controller sets 
up the flow of each component depending on the value of angular velocity of the shaft. This 
will control the composition of the compound, which is then inserted into the extruder. 
Throughout the preliminary components melting a uniform plastic mass is obtained, which is 
than processed further throughout heating. At this point a uniform plastic mass from three or 
more granulated products is obtained which is very important. In the next stage of 
polyethylene foam production butane is injected into the mass under a very high pressure. The 
butane is responsible for bubbles formation, which gives the property of foam to the mass. 
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Because of a very low temperature of the gas, a very high precision non-pulsate injection 
control system is designed to prevent from plugging of the injector, which could cause 
periodical pressure oscillations. This effect cannot be completely removed. The pressure of 
the gas will stochastically jump and will have negative influence on temperature control 
process and foam quality (lack of bubbles). After the mass goes through the preliminary 

components melting stage it goes through the 

butane injection stage and then further zones in 
which mass properties are configured. In these 
zones temperature varies and is set in accordance 
to the final product properties, which are desired. 
Proper temperature control is essential and has 
fundamental influence on the product quality. 

 
Fig. 1 Extruder outline 
 

Fallowing assumptions concerting temperature 
are given: 
 • error in 1 oC range – well control 
 • error in 2 oC range – satisfactory 

control 
 • error over 2 oC – bad control. 

To satisfy that, an on/off controller was 
implemented in the PLC which caused the 
control cost function to be less in value. The 
assumptions were fulfilled (in certain zones on 
error of 0,5 oC was obtained). 

 
Fig. 2 Simplified representation extruder 

construction 
 

Because of on/off actuators in heating process 
an on/off control algorithm had to be used. 

A polyethylene foam extruder is a difficult to 
control plant because of its construction. 
Above a schematic of the plant is placed. As it 
shown in figure 2 by simplifying, the extruder 
can be described as a pipe without physical 
zones. The zones are introduced artificially. 
The temperatures differences vary and are 
strongly depended on the manufactured 
product. Choice of the optimal temperatures in 
the zones is difficult because off the very large 
heat capacitance of the extruder, what is shown 
in the figure 3. 

 
Fig. 3 Extruder cross-section 
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3. Device structure of the application 
Figure 4 shows device structure of the application. The management application was placed  

on the server and exchange data with clients 
through the Ethernet LAN. Client application 
was configured to allow them viewing and 
editing data to which they have rights assigned. 
An exchange of data between the PLC and the 
server was of course implemented. 

 

 
Fig. 4 Device structure of application 
 

4. General characteristic of the visualization  
A visual application was designed in the iFix environment. As it was previously mentioned 
the application is responsible for visualization, data archive, providing of safety in production 
hall and controls the process itself. PLC controller to server and server to client 
communication is done through the Ethernet LAN using TCP/IP protocol. The application as 
a visualization system has to monitor all of the process variables, which are essential for the 
quality of the production process. To reach that goal suitable synoptic screens were created. 
The screens allow for fast and unique data readout, which is interesting for process operators 
and other users with access rights. In figure 5 a temperature controller synoptic screen is 
presented (the screen outline is based on standard AMEplus synoptic screen). Suitably 
configured protection system is responsible for safe work of the extruder (writing and reading 

actions are being watched by properly 
configured, in terms of access rights, systems, 
which are iFix and Windows 2000 Server). 
The application enables remote access 
(Ethernet) to change the set points of variables. 
It is of course possible to change them directly 
in the plant using a touch screen. Unfortunately 
because of the bounded possibilities of the 
LCD, picture presented on it is poor in terms of 
color, and displays only the essential 
information during the production process. 
However it is enough information about the 
state of the plant. 

 
Fig. 5 Temperature controller synoptic 

screen 
 
As it was previously mentioned, the application takes care of data archive from the PLC. All 
possible data is monitored including the states of fuses. Such accurate data gathering and 
monitoring gives reasonable economical benefits. It allows to answer the questions when and 
what should be produced and ordered. Monitoring allows to draw the consequences towards 
the quality. The data is stored through half a year from the archive moment. To enlarge the 
assurance of continuity of the process the application was equipped with an alarm system. 
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The alarm system monitors the nominal values of process variables, and ensures that the 
operator takes care of it. Depending on the seriousness of the alarm they have been divided 
into the ones that need to be confirmed and not. In figure 5 in the top left corner a list of 
alarms is shown. 

5. On/off control correction 
The idea behind on/off control can be explained by describing a typical heating plant. 

Dynamical properties of such plant can be 

described with a step response which can be 
modeled as first order inertia with delay (1): 
 • K – gain 
 • Td – delay time 
 • Tc – time constant of first order inertia. 
Interpretation of time constants Td and Tc is 

based on the analysis of the step response. K 
is equal to the steady state output value for a 
unit step response. 

 
Fig. 6 Step response of a typical 

heat plant 
 

( ) ( ) ( )dc TtuK
dt

tdyTty −⋅=+  (1) 

 
True heat plants have non-linear properties. Parameters K, Td and Tc depend on temperature, 
even on the sign of this gradient. Nevertheless the described inertial model is often used in the 
analysis  especially  near  to  steady  state,  when  temperature  fluctuations  are  very  small 

(G. Płoszajski WSiP 1995). On/off control is 
often used in plants, where desired accuracy in 

temperature stabilization is small and 
oscillations with considerably large periods are 
beneficial, for they decrease the wearing off of 
the on/off elements. 

 
Fig. 7 Controller with correctional  

feedback 
 
In many on/off control applications quality of the control is not satisfying. Decrease of the 
amplitude of the oscillations can be obtained by more frequent change of the actuator signal. 
A correctional feedback can be used to suppress the long oscillations. Inside the controller an 
additional control circuit, which consists of the controllers relay and a dynamical inertial 
element. The output signal of that inertial element follows the output signal of the relay 
quicker than the output signal of the plant, which reacts with a certain delay. Negative 
feedback from the inertial element to relay’s input causes only the oscillations which period 
depends only on the parameters of the relay and inertial element, to exist. Very little do they 
depend on the dynamical properties of the object. Theoretically increasing Kp or changing Tp, 
the period of oscillations can be made arbitrary small. Placing of such an element will be big, 
the correctional signal in feedback will be grater than the main feedback signal. Parameters 
Kp, Tp will influence the oscillations period, and not the plant parameters. The response 
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obtained with large switching frequency resembles responses with a continuous controller. 
The described controller does not remove all of the deviations, however it decreases 
considerably  the  amplitude  of  the  oscillations,  comparing  with  the  controller  with  no 

correctional feedback. The relation between 
average deviation and the set point value is 
linear. (linearization effect is stronger because 
of the high frequency off the oscillations). 
Thus the controller behaves as a standard 
proportional controller. Besides that, thanks to 
correctional feedback the controller has a 
derivative part. In all it is resembles a PD 
regulator. It is possible to obtain a PID 
controller throughout a different dynamical 
element in the feedback.  

 
Fig. 8 The on/off controller with  

correctional feedback. 
 
Quality of the control obtained is much grater then in simple on/off controllers. Correctional 
controllers cover most of the applications, which no correction controllers do not cover. Only 
very “difficult” plants, which big delays compare to time constant or considerable non-
linearities, demand more advanced control algorithms (G. Płoszajski WSiP 1995). To satisfy 
the requirements of the bidder. The on/off action of the heaters had to be quickened. What in 
some cases resulted in impulse switching of heating elements. Such action of the controller is 
acceptable because for switching actuators the power transistors with zero crossing detection 
circuit, were used. Thanks to the correctional feedback the switching of the heating elements 
was quickened, which resulted in an error of ε = 0,5 oC in some zones. To use the correctional 
feedback to the optimum the algorithm should work on the dynamical areas of inertial 
responses, as it has been designed. In figure 8 a schematic is presented. The inertia have been 
described with the following equation (2) 
 

u
T
kexex T

Ti

k
T
Ti

k )1(1

−−

+ −+=  (2) 

 
where: 

Ti – sampling time, Ti =1[s] 
T – inertia time constant 
k – inertia gain 
uk – control signal in k moment 
xk – inertia output. 

 
The control process was additionally described with the plastic mass transport, through 
different temperature zones. An important disturbance resulted from gas blowing in zone C2, 
because of gas freezing. Although many disturbances occurred, a satisfactory result was 
obtained. In figure 5 a synoptical screen is presented, with current temperature diagram and 
controller values. In the first zone the temperature does not have to be very accurate, thus the 
error reaches 1,6 oC. As it was already in some zones the error did not exceed 0,5 oC. 
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6. Conclusion 
The research lead to an application which uses visualization and controls the polyethylene 
foam extruder. The application works in real time, in industrial conditions. It has been used 
since 2001. No problems have been encountered as yet, which proves the application has been 
designed reliably, all problems that can be encountered have been taken into account. During 
that time the company made considerable profits because of improvements. It needs to be 
reminded that the company is a branch of a big corporation placed in USA. The company has 
to report it’s financial condition to the European bureau placed in Belgium. It is obvious that 
such a company would not allow a low quality application. The quality of the application was 
verified by the free market. If any shortcomings would have been detected, consequences 
would have been drawn. It needs be reminded that the best possible equipment was used (best 
possible touch screen panels, PLC with fast CPU’s with floating point operations, precise 
sensors with signal processing elements, best possible frequency converters). No financial 
cuts were made during the design what gave great comfort and the possibility to use the 
equipment known all over the world. 
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Abstract: The paper presents a general method for the synthesis targeted to implementation 
of sequential circuits using modern FPGAs with embedded memory blocks. The method is 
based on the serial decomposition concept and relies on decomposing the memory block 
into two blocks: a combinational address modifier and a smaller memory block. An appro-
priately chosen decomposition strategy may allow reducing the required memory size at 
the cost of additional logic cells for address modifier implementation. This makes possible 
implementation of FSMs that exceed available memory by using embedded memory 
blocks and additional programmable logic. The experimental results shown in this paper 
demonstrate that the method improves practical implementations of FSMs very efficiently. 

1 Introduction 
Modern technologies provide us a large variety of logic building blocks that can be used in 
digital designing. The library of elements contains various types of gates; a lot of complex 
gates can be generated in (semi-) custom CMOS design; and the field programmable logic 
families include different types of (C)PLDs and FPGAs. However, the opportunities created 
by modern microelectronic technology are not fully exploited because of weaknesses in tradi-
tional logic design methods. Recently, new methods of logic synthesis based on functional 
decomposition have been developed. Unfortunately decomposition-based methods are con-
sidered as methods suitable mainly for implementation of combinational functions.  
 
Modern FPGA architectures contain embedded memory blocks. In many cases, designers do 
not need to use these resources. However, such memory blocks allow implementation of se-
quential machines in a way that requires less logic cells than the traditional flip-flop based 
implementation. This can save logic cell resources for more important sections. However such 
implementation may require more memory than available in a device. To reduce memory us-
age in ROM-based sequential machine implementations, decomposition-based methods can 
be successfully used. 

2 Adaptation in FPGA structures with memories 
FSM can be implemented using ROM. Figure 1a shows the general architecture of such an 
implementation. State and input variables (q1, q2, ..., qn and x1, x2, ..., xm) constitute ROM ad-
dress variables (a1, a2, ..., am+n). The ROM would consist of words, each storing the encoded 
present state (control field) and output values (information field). The next state would be de-
termined by the input values and the present-state information feedback from memory.  
 
This kind of implementation requires much fewer logic cells than the traditional flip-flop im-
plementation (or does not require them at all, if memory can be controlled by clock signal – 
no register required); therefore, it can be used to implement the design saving LC resources 
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for more important sections of the design. However, a large FSM may require too much of 
memory resources.  
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Fig. 1 a) Implementation of FSM using memory blocks, b) Implementation of FSM using an 
address modifier 
 
The size of the memory needed for such an implementation depends on the lengths of the ad-
dress and memory word. 
 
Let m be the number of inputs, n be the number of state encoding bits and y be the number of 
output functions of FSM. The size of memory needed for implementation of such an FSM can 
be expressed by the following formula: M = 2(m+n) × (n + y), where m + n is the size of the ad-
dress, and n + y is the size of the memory word. 
 
For modern programmable devices containing embedded memory blocks, there exists a pos-
sibility to implement FSM using these blocks. The size of the memory blocks available in 
programmable devices is limited, though. For example, Altera’s FLEX family EAB (Embed-
ded Array Block) has 2048 bits of memory and the device FLEX10K10 consists of 3 such 
EAB’s. Functional decomposition can be used to implement FSMs that exceeded that size. 

3 ROM – based logic synthesis of FSM 
Let A = 〈V, S, δ〉 be an FSM (completely or incompletely specified) with no outputs (outputs 
are omitted as they have insignificant impact on the method), where: 
V – set of input symbols, S – set of internal states, δ – state transition function, 
and m = log2 |V|, n = log2 |S| denote the number of input and state variables respectively. 
 
To describe logic dependencies in such an FSM special partition description and special par-
tition algebra are employed [5],[6],[7]. 
 
Any FSM, say A, defined by a given transition table can be implemented as in Fig. 1b using 
an address modifier.  
If π1, ..., πn are partitions on S, θ1, ..., θm are partitions on V, and Pk is partition on K compati-
ble with either πi or θj then P = {P1, ..., Pm+n} is the set of all partitions compatible with {π1, 
..., πn, θ1, ..., θm }. Partitions π1,..., πn correspond to state variables and θ1, ..., θm correspond 
to input variables. To achieve unambiguous encoding of address variables, and at the same 
time maintaining the consistency relation K with the transition function δ, partitions P1, .., Pw 
have to be found, such that: P1 • P 2 • P 3 • ... • Pw ≤ Pc. 

202 



Section 4 – Electronics Circuits and Systems 
 

This is the necessary and sufficient condition for {P1, .., Pw} to determine the address vari-
ables. This is because each memory cell is associated with a single block of Pc, i.e. with those 
elements from K, which map the corresponding (v, s) pairs onto the same next state. 
 
The selection of w (w < n + m) partitions from the set {P1, ..., Pm+n} is made such that they 
produce the simplest addressing unit. Such a selection is possible thanks to the notion of r-
admissibility [7]. 
 
The source of the complexity of the address modifier is in the address variables, which de-
pend on more than one input/state variables. Therefore it is important to choose such an en-
coding of input and internal state symbols that we could obtain maximal set of partitions P 
(compatible with π or θ) whose r-admissibility in relation to Pc is w, where w is the number of 
address bits of the given ROM block. 
 
Appropriate encoding will be determined by generating partitions with the knowledge that r-
admissibility of a partition P compatible with partition π = (B1; ...; Bi; ...; Bα) or compatible 
with partition θ = (B1; ...; Bi; ...; Bα) is: r = log2α + log2 max (δ(Bi)), 
where Bi is a block of partition π or θ, δ is the transition function, max (δ(Bi)) denotes the 
number of elements in the most populous set δ(Bi), i ∈ {1... α}. Because of the one-to-one 
correspondence between partitions P and π or θ, r-admissibility of π, θ or {π, θ} in relation to 
Pc can be considered. 
 
For a given w, the necessary encoding that allows the implementation of the FSM with the 
use of address modifier can be found in the following way: 
find r1 = r-admissibility of θ(0); find r2 = r-admissibility of π(0), 
if r1 = w (or r2 = w) then a1 = x1, ..., ax = xx (or a1 = q1, ..., ax = qq) and further encoding parti-
tion are searched among π(0) (or θ(0)), 
if both r1 > w and r2 > w, then for subsequent steps θ, if |V| < |S| or π, if |V| > |S| is taken, 
assume that θ was chosen in the previous step; for i = 1, 2, ... and α = 2m-i  find 
θ = (B1; ...; Bα), so that |B1| + |B2| +...+ | Bα| = |V| and whose r-admissibility equals w. 
 
In a similar way π = (D1; ...; Bβ), β = 2n-j

, j = 1, 2, ... are found. The set {π, θ} must have r-
admissibility of w. Partitions π and θ can be represented as follows: π = π1 • π2 •...• πk, 
θ = θ1 • θ2 •...• θl, where k = log2β, l = log2α. 
 
The encoding of the remaining input and state variables can be obtained from the following 
rules: π1 • π2 •...• πk • π’ = π(0), θ1 • θ2 •...• θl • θ’ = θ(0), where π’ and θ’ represent parti-
tions induced by those variables. 
 
After all the variables are encoded the process may be considered as a decomposition of the 
memory block into two blocks: a combinational address modifier and a smaller memory 
block. Decomposition is computed for partitions: 
P(A) = π • θ = π1 • π2 •...• πk • θ1 • θ2 •...• θl, P(B) = π’• θ’. 
 
Appropriately chosen strategy of decomposition may allow reducing required memory size at 
the cost of additional logic cells for address modifier implementation. This makes possible 
implementation of large FSMs that need more than available memory by making use of the 
embedded memory blocks and additional programmable logic. 
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3.1 Synthesis example 
Let us consider FSM described in Table 1a. This FSM can be implemented using ROM mem-
ory with 5 addressing bits. This would require memory of size of 32 words. In order to im-
plement this FSM machine in ROM with 4 addressing bits, the address modifier is required. 
Table 1 a) FSM table, b) transition mapping K 

a)      b)     
 v1 v2 v3 v4   v1 v2 v3 v4

s1 s4 s5 – –  s1 1 2 – – 
s2 – s4 s1 s2  s2 – 3 4 5 
s3 s3 s2 s1 s3  s3 6 7 8 9 
s4 s2 s4 – s1  s4 10 11 – 12
s5 s1 s4 s2 s3  s5 13 14 15 16
 
Let us implement given FSM in a structure with 3 free variable (a = 3) and one output vari-
able from address modifier (c = 1). To find the appropriate state/input encoding and parti-
tioning the FSM’s state transition table (the next states are numbered with numbers) is divided 
into 8 subtables (encoded by free variables), each of them having no more then two different 
next states, that can be encoded with one variable – address modifier output variable. Next the 
appropriate state and input encoding is introduced (Tab. 1b). The partition based description 
of this process is given below. 
Let A = {x1,x2,q1}, B = {q2,q3}, then 
P(A)|Pf ={(1)(10); (2)(3,11); (4); (5)(12); (6)(13); (7)(14); (8)(15); (9,16)} 
P(B) = {1,2,13,14,15,16; 3,4,5 ;6,7,8,9; 10,11,12} 
Following the serial functional decomposition method the partition Πg has to be computed. 
The decomposition cannot be constructed without adding to set B variable x1 that separates 
symbol 3 and allows constructing partition ΠG that satisfied decomposition condition. 
And then, B’ = {x1, q2, q3}, so P(B’) = {1,2,13,14; 3; 4,5; 6,7; 8,9; 10,11; 12; 15,16} 
Finally partition Πg is as follows: Πg = (1,2,4,5,13,14,15,16; 3,6,7,8,9,10,11,12) 
This allows for computing the truth table of address modifier. The structure of constructed 
implementation of given FSM is shown in Fig. 2c. 

Πg = (1, 2, 4, 5, 15, 16; 3, 6, 7, 8, 9, 10, 11, 12)13, 14, 

0
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Fig. 2 a) Construction of partition Πg, b) Construction of address modifier’s truth table, 
c) Implementation of FSM using an address modifier 
 
Such an implementation requires memory of size of 16 words and additional logic to imple-
ment address modifier. 
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4 Experimental results and conclusions 
The proposed method was applied to implement several examples from standard benchmark 
set in FLEX10K10 devices using ALTERA MAX+PlusII system. 
Table 2 Comparison of FSM implementation results in FPGA architecture. 1)  FSM described 
with special AHDL construction; 2) decomposition with minimal number of logic levels; 
3) decomposition not possible; 4) not enough memory bits to implement the project 

FF_MAX+Plus II FF_DEMAIN ROM AM_ROM Example LCs/bits V[MHz] LCs/bits V[MHz] LCs/bits V[MHz] LCs/bits V[MHz]
DESaut 46/0 41,1 28/0 61,7 8/1792 47,8 7/896 47,1 
5B6B 93/0 48,7 43/0 114,9 6/448 48,0 – 3) – 3) 

Count4 72/0 
18/0 1)

 

44,2 
86,2 1) 

11/0 
13/0 2) 

68,5 
90,0 2) 16/16384 – 4) 12/1024 39,5 

 
Table 3 Comparison of FSM implementation results of standard benchmarks in FPGA archi-
tecture. 1) Implementation not possible – not enough memory resources, 2) implementation not 
possible – not enough CLB resources 

Benchmark ROM / bits FF / LCs AM / bits AM / LCs 
bbtas 160  10  80 7 
beecount 448  32  112 14 
d14 512  60  256 21 
mc 224  14  56 2 
lion9 320  24  80 1 
train11 320  25  8 15 
bbsse 22528  1) 52  5632 3 
cse 22528 1) 92  5632 2 
ex4 13312 1) 28  3328 2 
mark1 10240  1) 40  5120 2 
s1 24576  1) 137  5632 96 
sse 22528  1) 52  5632 3 
tbk 16384  1) 759 2) 4093 333 
s389 22528 1) 64  5632 9 
∑ 156608  1389  41293 510 
% 100  100  26.4 36.7 
 
In Table 2 results of implementation of several FSMs are presented. Following examples were 
used in the experiments: DESaut – the state machine used in DES algorithm implementation, 
5B6B – the 5B-6B coder, count4 – 4 bit counter with COUNT UP, COUNT DOWN, HOLD, 
CLEAR and LOAD. 
Each sequential machine was described by a transition table. The results for each method of 
implementation are presented using the number of logic cells and memory bits required (i.e. 
area of the circuit) and the maximal frequency of clock signal (i.e. speed of the circuit). 
 
In Table 3 a comparison of different FSM implementation techniques are presented. 
FLEX10K10 device is equipped only with 3 EAB memory blocks each consisting of 2048 
bits. Most of the presented FSM examples cannot be implemented in this device, because 
their implementations require much more memory resources than available. The address 
modifier was implemented using logic cell resources and ROM was implemented in EAB 
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blocks. The number of logic cells and the number of memory bits are given in the table as re-
sults. It can be easily noticed that the application of decomposition improves the quality of 
ROM as well as flip-flop implementation.  
The application of address modifier concept allows implementing FSM in such a way that 
only about 37 % of logic cell resources required in flip-flop implementation and about 26% of 
memory resources required in ROM implementation is used. Application of address modifier 
concept allows implementing all the presented FSMs using available memory and additional 
parts (address modifier) implemented in CLBs. 
 
Since modern programmable devices contain embedded memory blocks, there exists a possi-
bility to implement large FSM in an alternate way - using such ROM blocks. The size of the 
memory available in programmable devices is limited, though. However, memory blocks al-
low implementation of sequential machines in a way that requires less logic cells than the tra-
ditional flip-flop based implementation. This can be used to implement sequential parts of the 
design, saving logic cell resources for more important sections of the design. However such 
an implementation may require more memory than available in a device. To reduce memory 
usage decomposition-based methods can be successfully used. An appropriately chosen de-
composition strategy may allow reducing the required memory size at the cost of additional 
logic cells for address modifier implementation. This makes possible implementation of 
FSMs that exceed available memory by using embedded memory blocks and additional pro-
grammable logic. Also appropriately chosen coding for states of FSM have significant influ-
ence on the memory needed for address modifier block. Now we have some algorithms solv-
ing this problem with very good results and the experimental results demonstrate that the de-
composition is capable of constructing solutions of comparable or even better quality than the 
methods implemented in others university or commercial systems. 
 
This paper was supported by Polish State Committee for Scientific Research financial grant for years 2003-2004 
number 4T11D01424. 
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Abstract: In this paper we present the built-in self-repair, self-tester (BISR-BIST) that 
allows increasing the quality of testing digital circuits. Built-in self-repair function was 
achieved by using redundant components in the built-in self tester. The use of modified 
MISR-NOT compactors and pattern test generators (TPG) will provide efficiencies in time 
and cost when testing circuits in the future. The testing scheme of BIST and the switching 
of its redundant components as well as its architecture are presented. More over we present 
the BIST controller modification, which allows testing of generators and compactors. The 
level of increasing of the test quality comparing to the standard BIST is discussed too. 

1 Introduction 
Testing of digital circuits is based on the application of test vectors to their primary inputs and 
reading responses from their primary outputs. In many circuits this is realized by built-in self 
tester (BIST). The main architecture of the BIST is based on following components: 
 

- test pattern generator (TPG), which generates test vectors and applies them to circuit 
primary input 

- compactor which reads responses from circuit primary outputs 
- BIST controller which controls test process  

 
We assume that BIST is always correct and with errors occurring only in the CUT. But BIST 
can be damaged, as can the circuit under test. If we assume that probability of error 
appearance is proportional to the silicon area covered by the circuit, in many cases we can 
ignore errors in BIST as insignificant. But on the other hand, the BIST can cover 10 percent 
of circuit silicon area or even more. In these cases we have to take into account probability of 
error occurrence in BIST as comparable to error appearance in CUT. Because of this it seams 
to be a good idea when considering testing of BIST. Hławiczka and Kopeć present a way of 
testing a special compactor referred to as MISR-NOT [1].  When a test pattern generator - 
based on LSFR register - is tested, it can be redesigned and tested in a similar way to 
MISR-NOT [1]. Both compactor and test generator presented are tested by external tester [1].  
 
But there are circuits where the full test must be performed autonomously without influence 
of the external tester. For example, when the circuit is located in a place in an inaccessible 
location.  In this instance, we may not be able to repair or replace the damage circuit. 
Let us consider electronics on a satellite. When any circuit is started in the wrong way, for 
example it would be good if it could be switched into test mode and, if it is found to be 
wrong, is replaced with a correct one. But when we perform the test we must be sure it is 
conducted using a tester in full working order.  
 
The aim of this work is to present the built-in self repair, built-in self tester (BISR-BIST) that 
allows increasing the quality of testing digital circuits. Built-in self-repair function was 
achieved by using redundant components in the built-in self tester. The model of the 
presented architecture was designed and simulated in VHDL 
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Further parts of this paper are organized as follows. In chapter 2 the testing of MISR-NOT 
and TPG methods are described and in chapter 3, scenarios relating to BIST testing and 
reconfiguration.  
 

2 MISR-NOT and TPG testing 
 

2.1 Testing of MISR-NOT 
The principle of holding a fixed vector W on inputs of the n-bit MISR-NOT was introduced in 
the scenario described in [1]. This vector is held not only during the initialization of the 
MISR-NOT but also while testing this compactor and when the signature information is 
scanned out. For this reason be fixed vector seed [2] must be held in the TPG generator. This 
forces a constant answer W on outputs of the DS. If the DS or TPG is damaged, the condition 
of holding fixed vector on inputs of the MISR-NOT is satisfied as well. In this case, in place 
of the vector W a fixed vector Werr ≠ W will appear on inputs of the MISR-NOT. This vector 
is a response of the damaged DS to seed in the TPG. It can be also the response of good DS to 
the wrong seed in the damage TPG. Paper [1] shows that the damage to the DS or TPG will 
have no impact on the test results of the MISR-NOT compactor. 
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Fig.1. MISR-NOT compactor 
 
The process of initialization described in [1] is realized in n clock cycles. During initialization 
the feedback of MISR-NOT register is opened by the signal M1=0, and the vector W forced 
on outputs of the DS feeds inputs of MISR-NOT register. After n clock cycles the vector W 
force in MISR-NOT register expected initial state irrespective of the state of the register 
before initialization. Testing of MISR-NOT register presented in [1] starts with closing its 
feedback (M1=1). Fed with the constant vector W the linear register, with feedback described 
by a primary polynomial p(x), it generates a t bit Q sequence on the output of its last flip-flop. 
This sequence is dependent only on the parity of the input vector W. Because of this, 
sequence Q must be compared simultaneously with two different reference sequences Q1ref 
and Q2ref, which are generated by a primary polynomial p(x). Paper [1] gives the number of 
clock cycles needed to fully check the MISR-NOT register. Sequence Q in the case of an 
efficient MISR-NOT compactor fed with the vector W should be equal to Q1ref. If the 
compactor is fed with vector Werr with a different parity the Q sequence should be equal to 
Q2ref. Q sequence can be equal to Q2ref only if the DS or TPG is faulty. 
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2.2 Testing of TPG 
Testing of TPG based on LSFR register can be similar to testing the MISR-NOT register. A 
modified register which can be tested this way has been named by the authors as the 
LSFR-NOT register [1]. 
 
TPG based on twist ring counter (TRC), also known as Johnson counter (fig. 2) is described 
in paper [2]. This TPG is very easy for testing. To fully test the scan register, we have to scan 
sequence 00110 into the input of the first flip-flop and read it from the output of the last 
flip-flop. The Multiplexer is tested by selecting every input and scanning data through it into 
the scan register. 
 
Testing all TPG is performed in following steps: 

- In the first step, the seed from the memory through multiplexer is scanned into the 
scan register. 

- After that, the seed through feedback and 01 input of multiplexer is rescanned into 
scan register 

- Then this same “seed” through the inverting multiplexer input is rescanned into scan 
register once again. After this step in scan register we have inverted seed which was 
scanned from memory in the first step of testing. 

- Now we have to compare the contents of the scan register with known correct 
pattern from memory.  

 
 

SCAN  REGISTERROM

00

01

10

11

ROM COUNTER  
Fig. 2 Twist ring counter 
 
Scanning data from memory into the scan register takes t clock cycles, where t is the number 
of flip-flops in the scan register. Next 2t clock cycles is needed for rescanning data through 
feedback and the last t cycles are needed for the comparison of the scan register contents with 
reference sequence from memory. Whole testing process takes 4t clock cycles. 
 

3 Scenarios of BIST testing and reconfiguration 
 

The BIST architecture is shown on fig.3. It consists of a doubled test pattern generator and 
doubled compactor. As it is described in the previous section these elements can be easy 
tested. After test of compactors and generators we can choose the correct one for further 
testing of the circuit under test. The BIST testing algorithm is shown on diagram fig. 4.  
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Fig. 3 The BIST architecture 
 
The process starts with the testing of the TPG1. In the first state “seed” is scanned into the 
scan register, then in the Twist1TPG1 state it is rescanned into the shift register. After that 
in the Twist2TPG1 state “seed” is rescanned into the shift register through the inverting input 
of the multiplexer once again. The right input of the multiplexer is chosen by A and B signals.  
The TPG1 test ends with comparison of its contents with good vector from ROM memory. 
The content of the generator is read by the BIST controller through the G1 input, and the good 
reference vector from ROM memory is read through the MEM input of the BIST controller. It 
is performed in the ScanOutTPG1 state. In this same state the new “seed” is scanned into the 
scan register of the TPG2. When the first TPG1 generator proves to be faulty the BIST 
controller starts the test of the TPG2. This starts from the Twist1TPG2 state with 
the rescanning of “seed” into the scan register of the TPG2. Next steps are the same as for 
the TPG1. 
 
When a good generator is chosen between the TPG1 and the TPG2 we begin test of 
the MISR-NOT1. This is done in two steps. First we initialize the test in the InitMISR1 state. 
The signal E controls the feedback of the MISR-NOT1 compactor. During an initialization 
E=0 and the compactor feedback is opened. Then in the TestMISR1 state we close 
the compactor feedback (E=1) and the comparison of sequence appearing on the output of 
the last flip-flop with known good vector from the ROM memory is realized. Simultaneously 
the MISR-NOT2 compactor is initialized (its feedback is opened – F=0). If the MISR-NOT1 
compactor is found to be good we start the test of the circuit under test (CUT). Otherwise the 
test of the MISR-NOT2 is performed (the TestMISR2 state) and if it is good we start testing 
the CUT using the MISR-NOT2 compactor. 
 
If either generators or both compactors are faulty the testing has to be ended because it is not 
realizable. The BIST controller goes into the Stop state and a BIST fault output signalizes it.  
 
Presented technique of the BIST testing and repairing after few modifications can be 
implemented for the BIST architecture presented in [5]. We have to change the method of 
generators testing. Test Pattern generators are based on the LSFR register, so they have to be 
tested the way similar to testing of the MISR-NOT compactor [1]. 
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4 Time test and improvement in test quality 
Time needed for the BIST testing can be the sum of times needed for testing the two 
compactors and the two generators. This is the worst case, when the first tested generator and 
the first tested compactor are faulty. The first generator is tested in  clock cycles, where 

 is the number of flip-flops in the scan register.  cycles are needed for loading “seed” 
into the scan register. Next  cycles are needed for the two twist states, and the ScanOut 
state takes the last  cycles. The second generator is tested in  clock cycles, as 
a “seed” loading is realized during the ScanOut state of the first generator. The initialization 
of the first compactor take 

N4

3

N N
N2

N N

M  clock cycles and the next T  cycles are needed for its testing. 
M  is a minimum for the initialization, so it can be done in T  clock cycles. Where 

 is minimum [1]. As a result we can assume that time needed for the tests of the 
first compactor takes 

22 += MT
T2  clock cycles. The second compactor is tested in the next T  clock 

cycles, because we do not need time for its initialization, as it was done during the testing of 
the first compactor. So the time needed for the test of the two generators and the two 
compactors takes TN7 3+  clock cycles. If we assume that 

),max( TNK =  (1)  
It can be simplify as 10  cycles. This assumption allows us to simplify the BIST controller. 
The number of the clock cycles in every state can be count by the same twist counter fig 3.       

K
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Fig 4. State diagram of BIST controller 
 
If we assume that the probability P  of the one error occurrence is proportional to the area 
covered by the circuit, and the BIST covers approximately 10% of it, then the probability of 
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a fault in the BIST is given by PPBIST 1,0= . Let assume that  is the number of the CUT 
inputs. So it is the number of flip-flops in the TPG. 

N
M  is the number of CUT outputs and it is 

the number of flip-flops in the MISR-NOT. The number of flip-flops in the Twist Counter is 
given by.  

)

KLT 2log=  (2) 
According to (1), (2) and [1]:   

22,max(log2 += MNLT  (3) 
The number of Shift states that must appear during the CUT testing is counted by the Shift 
Register fig 3. This number is comparable to the number of flip-flops in the scan register [2]. 
Let assume that the number of “seeds” is equal S. So the number of flip-flops in the Shift 
Counter is given by 

SLS 2log=  (4) 

The BIST controller is 31-state FSM, so it can be implemented using five flip-flops and a 
small amount of combinational logic. Total number of flip-flops in the BIST controller is 
given by   5++ ST LL
 
For example if a circuit has 100 inputs and 61 outputs the total number of flip-flops in 
the BIST controller is equal to 19. It is about 10,6 % of the total number of flip-flops in 
the BIST. So in this case we are able to test about 89,4 % of the area covered by the BIST in 
the circuit. The area not to be tested has shrunk from 10 % to 1,06 % of the total area covered 
by the CUT and the BIST. If the number of inputs and outputs of the circuit increases the 
results are even better. 

5 Summary 
In this paper the method of testing and rebuilding the Built-In Self Tester was presented. This 
technique allows increasing significantly the test quality. Reliable results are obtained during 
autonomous test without influence of external tester. It allows using this technique for testing 
circuits which cannot be directly accessed.  
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Abstract: The paper aims to describe a general approach to implementing a single 
instruction stream, multiple data streams (SIMD) model of parallel processing in the 
architecture of modern general-purpose processors. The paper focuses on features common 
to all implementations of the SIMD model in existing processors to address the most 
important design issues when the following characteristics of a computer design are 
concerned: architecture, organization, performance and ease of programming. 

1 Introduction 
Starting from the late 60s, early 70s of the previous century, for nearly 30 years, a single 
instruction stream, multiple data streams (SIMD) model of parallel processing has been 
recognized as a typical domain of special-purpose processors and array and vector 
supercomputers [1]. A huge demand on increasing the efficiency of affordable general-
purpose processors in such areas like: multimedia and internet applications, digital signal 
processing and encryption/decryption, has forced designers to include specialized SIMD 
extensions in the architecture of modern superscalar processors. 
 

2 Architecture and organization 
2.1   Single instruction stream, multiple data streams (SIMD) model 

of parallel processing 
To be able to fully understand the potential and design problems connected with 
implementation of the SIMD model of parallel processing in the architecture of modern 
general-purpose processors we have to understand the basic idea of working of that model. 
The model itself is a part of a taxonomy defined by M.J. Flynn in 1972 [2]. Although, through 
the years the classification has become a little out-of-date, still it has remained the most 
popular and authoritative. The Flynn’s taxonomy categorizes computer systems according to a 
number of instruction streams and a number of data streams that can be distinguished in a 
computer system. In case of the SIMD model of parallel processing we can distinguish a 
single stream of instructions and multiple streams of data. 
 

 
 
Fig. 1  Single instruction stream, single data stream (SISD) versus single instruction, multiple 

data streams (SIMD) architecture [3]. 
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Fig. 1 presents probably one of the most straightforward explanations of an idea of the SIMD 
model of parallel processing [3]. SIMD machines exploit a characteristic of data stream called 
data parallelism. An application is said to have data parallelism when the same operation has 
to be performed on multiple operands [4]. In sequential languages data parallel operations are 
usually expressed with loops. If each iteration of the loop is independent from the others then 
data parallel instructions can be executed in parallel. The following code in C adds elements 
of two vectors and is a typical example of a data parallel loop: 
 

for (i = 0; i < VectorLength; i++) 
C[i] = A[i] + B[i]; 

 
Fig. 1 presents the most obvious advantage of the use of the SIMD model of parallel 
processing, which is being able to process multiple data units in parallel. There are also other, 
less transparent advantages of using the described model [5]. First of all, SIMD instructions, 
also referred to as vector instructions, are very expressive. A single instruction specifies a 
great deal of work, it may be an equivalent of entire loop. Second, by using instructions 
operating on whole vectors, we explicitly indicate that computation of each result in the 
vector is independent of the computation of other results in the same vector. The statement 
seems almost trivial when we see it written down, but it is important to realize that in modern 
superscalar architectures a very complex data flow analysis circuit is responsible for detection 
of such situations. In case of vector instructions the similar circuit may check dependency 
only between two vector instructions and the result of such analysis extends to all elements 
specified by operands of those instructions. Next feature may be called memory access pattern 
predictability. The SIMD instructions that access memory in most cases operate on the basis 
of a predetermined pattern, which may be optimized to minimize main memory latency. The 
last of advantages that should be mentioned here concerns branch penalties connected with 
instruction pipelining. Since in some cases, a single SIMD instruction is equivalent to entire 
loop, problems connected with branch misprediction become nonexistent. 
 
It is very important to realize that there is a possibility of different classification of a given 
architecture according to the Flynn’s taxonomy. For example, in some publications vector 
computers are classified as single instruction stream, single data stream (SISD) machines [6] 
[7], while in others they are classified as single instruction stream, multiple data streams 
(SIMD) machines [1] [4]. The possibility of different interpretation of the Flynn’s taxonomy 
in a context of the SIMD model of parallel processing seems to be directly connected with a 
division of characteristics of computer systems into architectural and organizational features 
[8]. From an organizational point of view, which represents internal structure of a computer 
system, we cannot distinguish multiple data streams in the internal structure of early vector 
computers. All we see is a single data stream processed by a highly pipelined functional units. 
From an architectural point of view, which represents features seen by programmers and users 
of computer systems, a single instruction executed on the vector computer allows us to 
process multiple data units, just as if they were processed by multiple functional units 
operating on multiple data streams. Exactly the same two approaches may be applied to the 
SIMD extensions of modern general-purpose processors. From this point, the architectural 
approach will be used when the classification of different models of parallel processing is 
concerned. 
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2.2 Subword parallelism 
As a foundation of most SIMD extensions of modern general-purpose processors lays an 
approach called the subword parallelism. The basic idea is to take an existing 64-bit 
arithmetic-logic unit and break the carry chain at various points to allow the ALU to process 
in parallel two 32-bit operations, four 16-bit operations, or eight 8-bit operations [7]. The 
problem connected with this approach is the loss of information about carry bits, but since the 
SIMD extensions are mainly multimedia and signal processing oriented, the most common 
solution to that problem is use of a typical for that area technique referred to as saturation 
arithmetic. In this technique, instead of setting the carry bit and rolling over, either the 
minimum or the maximum value is set. The other technique that is also used in some 
solutions is modulo arithmetic. Fig. 2 presents the data types used in one of the first SIMD 
extensions, Intel’s MMX technology [9]. 
 

 
 
Fig. 2 MMX data types for Intel x86 processors [9] 
 
It is important to note that the idea of subword parallelism is not new, it was used in the early 
TI ASC and CDC STAR-100 vector computers, where a single 64-bit lane could be split into 
two 32-bit lanes to achieve higher performance on lower-precision data types [5]. 
 
Table 1  Names of SIMD extensions delivered by different vendors of general-purpose 
processors 

Vendor Extension’s name 
Advanced Micro Devices 3D Now!, Enhanced 3D Now! 
Digital Motion Video Instructions (MVI) 
Hewlett Packard MAX-1, MAX-2 
Intel Multimedia eXtension (MMX), 

Internet Streaming SIMD Extensions (SSE), 
Internet Streaming SIMD Extensions 2 (SSE-2) 

MIPS MIPS Digital Media eXtensions (Mad Max, MDMX) 
Motorola AltiVec 
Sun Visual Set Instructions (VIS) 
 

2.3   SIMD extensions in the architecture and organization of 
modern general-purpose processors 

At the moment, nearly all vendors of general-purpose processors have included some type of 
SIMD extensions, also referred to as multimedia extensions. The Table 1 presents a list of 
processors’ manufacturers and names of their SIMD extensions technologies. 
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The first introduced SIMD extension is believed to be Hewlett-Packard’s MAX-1 technology, 
which has been presented in 1994 [7]. 
 

2.3.1 Organization 
It is rather difficult to analyze internal structure of all processors with the built in SIMD 
extensions. It is even more difficult, because in a few cases some specific organizational 
decisions have changed through the next generations of processors delivered by the same 
vendor or the given extension was implemented by different vendors. A good example is the 
Intel’s MMX technology, first introduced in the Intel Pentium processor and still available in 
the latest Intel’s processors. The MMX technology has been also implemented in processors 
manufactured by other vendors, for example Advanced Micro Devices. 
 
Since nearly all modern general-purpose processors, even those implementing classical CISC 
architectures like Intel’s x86 architecture, employ the same advanced internal mechanisms [7] 
[11] [8], probably the best approximation of a general structure of modern general-purpose 
processors has been defined by the Michigan State group in its research on the architecture of 
modern processors [10]. The model is shown in Fig. 3 and is called the post-RISC processor, 
also referred to as the post-RISC architecture [7] [11]. 
 

 
 
Fig. 3 Conceptual pipeline architecture of the Michigan State post-RISC processor [10] with  
 an additionally marked location of potential one or more SIMD execution units. 
 
In Fig. 3, a section of execution units is marked with dashed line and this is a place, at which 
we will typically find one or more execution units dedicated to processing SIMD instructions. 
There is a big variety of solutions, when the functionality of the mentioned units is concerned. 
In some solutions there are execution units dedicated only to processing SIMD instructions 
(Motorola AltiVec in Motorola MPC7400 processor), in others, the functionality of 
processing SIMD instructions may be shared with other functionalities, like for example 
execution of floating-point operations (SSE in Intel Pentium 4 processor) [3]. 
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One characteristic that should be emphasized here is that in most cases, the SIMD extensions 
do not alter significantly the general structure of a processor. As we can observe that in Fig. 3, 
there are no special modifications in the remaining structure of the processor. A general 
mechanism of processing SIMD instructions is the same as for all other instructions. The 
same mechanisms are also used for loading and storing instructions’ parameters, although the 
recent SIMD extensions give programmers an additional control over the memory hierarchy 
and the way operands are fetched from and stored in the main memory. 
 
The best source of information about specific organizational details of particular SIMD 
implementations are processor’s reference manuals and descriptions delivered by their 
manufacturers [12] [13]. Thorough studies on specific implementations may be also found in 
[14] [15] [16]. 
 

2.3.2 Architecture 
There are two main architectural design issues connected with an implementation of the 
SIMD extensions: a number and length of vector registers used for storing operands and 
results, and a number and functionality of additional SIMD instructions that operate on them. 
 
When the SIMD registers are concerned, we can distinguish a few approaches. In the early 
solutions, the location of the SIMD registers was aliased with already existing processor’s 
resources like for example Intel x87’s stack based floating-point registers (Intel’s MMX 
technology, AMD’s 3D Now! and Enhanced 3D Now!). As we move on and analyze the 
latest SIMD extensions, we see that more and more processor’s resources have become 
dedicated only to the SIMD extensions. In the latest implementations both the number of 
registers and their size have been significantly increased. 
 
There are a few categories of instructions delivered with the SIMD extensions. One of the 
best classifications so far has been presented by Motorola with its AltiVec technology [3] 
[13]. According to Motorola, the SIMD instructions can be divided into four main categories. 
 
Intra-element arithmetic operations, which perform independent parallel operations on the 
elements in the source vector and place the results in the corresponding fields of the 
destination vector. Typical intra-element operations are: add, subtract, multiply, and multiply-
add, see Fig. 4. 
 

 
 
Fig. 4 Packed addition (on the left) as a simple example of intra-element operation and 
 packed multiply-add operation as performed on the x86 processors with MMX 
 technology [17]. 
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Intra-element non-arithmetic operations, which include various forms of compare, shift 
and rotate operations. The logical operations like: AND, OR, NOT, XOR also fall into this 
category. 
 
Inter-element arithmetic operations, which perform arithmetic operations between 
elements of a single vector. Examples of inter-element arithmetic operations are sum of 
products and sum across. The sum across operation is presented in Fig. 5. 
 
Inter-element non-arithmetic operations, which include wide field shift operations, pack 
and unpack operations, merge and permute operations. An example of permute operation is 
presented in Fig. 5. 
 

 
 
Fig. 5 Example of sum across inter-element arithmetic operation (on the left) and permute 
 inter-element non-arithmetic operation (on the right). 
 
High SIMD performance depends highly on balancing execution and memory bandwidth [5] 
[12]. Because of that fact there is one more group of instructions typically added to the SIMD 
extensions implemented in general-purpose processors. It is a group of instructions used for 
controlling the way data are fetched from and stored in memories. Intel company calls those 
instructions cacheability hints [12]. An example of such instruction is the instruction 
PREFETCH added to the Intel’s SSE instruction set. 
 

3 Programming 
Since the early days of programmable computers, software development has been considered 
to be always one step behind hardware development. Unfortunately, this pattern also applies 
to the SIMD extensions, which were originally developed to be used with only a few key 
library routines [4]. If desired functionality had been not implemented in delivered set of 
libraries, the only choice for programmers was to program directly in assembly language of a 
specific processor. Along with the evolution of the SIMD extensions, the situation has 
changed significantly and for the most popular SIMD extensions we have a set of the 
following options: assembly language, intrinsics, classes and libraries, and vectorizing 
compilers. 
 
Programming directly in assembly language is, of course, always an option. It gives a 
programmer full control over the processor’s resources, but results depend only on the 
programmer’s experience and knowledge. Another option, which is strongly recommended by 
compiler vendors, is use of intrinsics, which are function-like calls that can be inserted into 
code, for which the compiler generates inlined code. The advantage of use of intrinsics over 
programming directly in assembly language is that the compiler may reschedule instructions 
and optimize use of the SIMD registers [18]. 
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As it was already mentioned, optimized classes and libraries are the most widespread 
mechanisms of programming the SIMD extensions and many processor vendors deliver a set 
of key libraries (mathematical, graphical, signal processing, encrypting/decrypting) to be used 
with their products. 
 
The last solution is probably the most convenient. The use of vectorizing compiler allows 
even inexperienced programmers to take advantage of the presence of data parallelism in their 
code, without referring to specific libraries. It should be emphasized that vectorizing 
compilers become better and better with each release and that a huge progress has been made 
in this area of software engineering [18]. 
 
One aspect that should be emphasized here is code portability. The direct use of assembly 
language statements binds our software to a specific hardware platform. Use of intrinsics 
allows for easier code portability through its more approachable, high-level language like 
form. Nearly all common libraries delivered by well-known software manufacturers contain 
special sections of code that determine a model of a processor the library is executed on. Of 
course, use of different vectorizing compilers delivered by processors vendors assures the 
portability of our code written in high-level languages. 
 

4 Performance and future directions 
There have been many studies on design and performance of different implementations of 
SIMD extensions [19] [20] [21]. The purpose of this section is to point areas that are at the 
moment or that may become in the future potential performance bottlenecks for the SIMD 
extensions. 
 
The most important problem connected with any implementation of the SIMD model of 
parallel processing is assurance of sustainable memory access bandwidth at the desired level 
to take the maximum advantage of powerful execution mechanisms. The enormous cost of 
building fast multibank interleaved memory systems for vector supercomputers is believed to 
be one of the most important reasons, why vector computers occupy only a narrow niche of 
specific scientific and engineering applications at the moment [5]. 
 
In case of modern superscalar general-purpose processors, as it can be seen in Fig. 3, a 
memory hierarchy and different methods of prefetching are used to hide memory latency. It 
should be noted that in certain conditions those mechanisms may consume excessive memory 
bandwidth [4]. The use of those techniques may be sufficient when a relatively small vector 
length of the current SIMD extensions is concerned, but even now, in case of nonunit stride 
and misaligned memory accesses, we can observe serious problems with sustaining sufficient 
memory bandwidth to make the full usage of the pipelined SIMD execution units [4] [5]. 
 
Because of constantly increasing amount of available processors’ resources, some of those 
spare transistors will be definitely used for increasing the efficiency of the SIMD execution 
units, the size of the SIMD vector registers and the width of internal data paths. It is very 
important to realize that even with the use of advanced programmed mechanisms for 
controlling memory accesses; it might be extremely difficult to make the full usage of those 
additional resources, because of insufficient memory access bandwidth. Nevertheless, it 
seems that the SIMD extensions may be considered one of the most promising direction of 
development of modern processors and are believed to revive the popularity of the SIMD 
model of parallel processing. 
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Abstract: This paper presents concept of using FPGA’s to implement network wireless to 
wired protocol converters. In traditional approach converters are realized in hardware as 
conjunction of a few chips: a processor, a memory and peripheral devices. This solution is 
sufficient in cases, where speed isn’t critical. In fast networks, process of converting 
network data must be supported by hardware. Part of algorithms must be implemented in 
the pure hardware. 

1 Introduction 
A protocol converter assures communication between two different types of network 
protocols. According to the ISO OSI model [2] conversion can be made on different layers. If 
a physical layer is considered converters can be divided into two types: wired (or fiber) to 
wired medium and wired to wireless medium. In first group following interfaces can be used: 
Ethernet, RS-232, RS-485, USB (Universal Serial Bus), Fireware and others. When 
transmission speed of both interfaces are equal, the converter works as a repeater and just 
simply changes voltages of logical levels, or changes the way of signals coding e.g.: NRZ 
(Non Return to Zero) to Manchester. It’s the simplest case, but mostly, transfer rate on both 
sides of the converter are different. In this situation coming data must be buffered; so 
conversion is done on link layer of network stack and the converting device is called bridge. 
Wireless networks very rarely have the same transfer speed as wired network, therefore 
the bridge must be used instead of simple repeater, but there’s much more problems[1]. 
 

2 Problems with integration of different networks 
In wireless environment there’s no guarantee that the connection is point to point and no other 
station tries to join to transmission or disturb it. When two stations are talking to each other 
and third one only listen, that don’t make any trouble, but when the third station wants e.g. 
acknowledge received frame which was directed to other station, it can make collision; that’s 
why data frames must have destination address and redundancy check. Not every wired 
network protocol contain both information; for example protocols used to transmit files 
thorough modem connected by RS-232: X-Modem, Y-Modem, Z-Modem [3], are adapted to 
virtual connection and don’t include information about addressing stations. It seems that 
addressing should solve the problem with mixing signals and collisions, but it can be achieved 
only with special medium access methods. 
 
Rival medium access protocols like CSMA/CD (Carrier Sense Multiple-Access/Collisions 
Detection) used with good results in wired networks, aren’t suited for wireless network 
because of two reasons. Firstly not every station can hear signal from any other one, so some 
collisions may not be detected. Secondly collision detection is hard to realize in wireless 
environment because most of transceivers work in half-duplex mode[4]. Even if a circuit with 
possibility of concurrent receiving and transmitting was built there will be problem with 
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a capture effect[5] and collisions won’t be detected. For these reasons protocols with collision 
avoidance (CSMA/CA) and with positive receipt acknowledge are used[6]. In radio network 
known are problems of hidden and exposed terminal which exists when not every stations 
have direct connection to each other[7,8]. The hidden station problem arises when station A 
transmits to B (Fig. 1). Station C don’t “hear” transmission from A and thinks that the link is 
not busy, so C starts transmit what makes a collision in station B. The exposed station 
problem arises when station B transmits to A. Station C “hear” that transmission and don’t 
send anything to e.g. D. Because C is out of reach of station A, the transmission from B to A 
wouldn’t be disturbed and there’s no need to stop transmission from C to D. Both described 
problems reduce maximum throughput of the network. 

 

A B C D
 

 

 
Fig. 1 Illustration of the hidden and exposed terminal problem 

 
A wireless transmission is much more exposed on disturbances than in a wired network. To 
efficient use a connection in higher error rate environment, data frame length should be 
decreased. The shorter data frame the fewer retransmissions are made[9]. For better 
performance (shorter delays) length of entire wired network frame should be multiply of 
the length of wireless frame. If this condition can’t be satisfied the last frame should be 
shorter and should be send immediately when wired network frame ends, to do this converter 
must have the ability to recognize the beginning and the end of frame so must work on link 
layer in network stack.  
 
The wireless network are also much more exposed to eavesdropping. There’s no possibility to 
avoid monitoring (especially in radio transmission, infrared laser is safer) but there are some 
methods to make difficult the overhearing. The simplest method is to cipher data, other 
methods require modifications in a transmitter circuit. For instance in BlueTooth network 
power of a transmitted signal is controlled, so only a destination station and stations in short 
distance can receive it. Furthermore a frequency hopping spread spectrum (FHSS) is used, 
which gives supplementary security[5]. 
 
An another problem in the radio transmission is delay between switching on a transmitter and 
starting the transmission. In some transmitters this delay is needed to stabilize parameters of 
electronic output circuits. In addition often a special preamble is required to properly 
synchronize with data bits[10]. Wired network protocols seldom meets this requirements 
because in this networks other transmission techniques are used. 
 
Summarizing in most cases wired network protocols aren’t fitted for wireless networks or not 
optimal use connection. There’s a need to more proper connect different network segments. 
The solution is the protocol converter which works not only on a physical layer. Processing 
on the link layer especially in fast networks needs more processing power (e.g. for detecting 
beginning and end of frame, computing redundancy check etc.). When controlling processes 
can’t be done in software way because of they speed then using the hardware solution is a 
necessity. For an application like this the best choice is programmable logic device, which 
gives us several advantages.. 
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3 Advantages of a programmable logic 
There are two possibilities of a hardware solution: discrete elements or a single programmable 
device. Second one has following advantages: 
− smaller printed board (lower costs), 
− often one programmable device costs less than a few needed conventional devices, 
− greater reliability because one programmable device is more reliable than a printed circuit 

with several connected devices, 
− changes in a project involves only reprogramming the device, any changes in a printed 

track mosaic aren’t needed, 
− testing project is simpler since most of producers deliver software timing simulators. 
The programmable logic devices (PLD) can be divided into several kinds: PAL, PLA, PLE 
and LCA [11]. Another group of a programmable logic are FPGA devices (Field 
Programmable Gate Array)[]. In most FPGA devices their configuration is stored in 
an integrated RAM. After power-on, a configuration is automatically loaded thorough a serial 
interface from separate EPROM. There are also one time programmable devices which uses 
programmable link technology. Very complicated systems can be made with FPGA devices. 
They are especially useful when a project structure is hard to model in a simple PLD 
architecture. Besides creation project as a logic schema with connected gates and flip-flops, 
especially effective in complex designs is use a hardware description language (HDL). In this 
way in one single chip can be made and tested any design. 

 

3.1 A logic circuits computer aided design 
Since most producers of PLDs deliver software packages working on every personal 
computer, a design and programming is highly aided, automated and requires a minimum 
handiwork. Particular phases of a project are shown on fig. 2. There are a few input data 
formats used in projects. In more complex systems that how they work can be defined by 
means of hardware description languages (e.g. VHDL, Verilog, ABEL). In case of sequential 
automata state diagrams with distinct transitions can be used. On simpler projects quite 
effective is bring him in as a schema. Then advantages of libraries with standard TTL’s can 
be taken. In a FPGA devices case, in libraries are also more complicated logical blocks like 
digital filters, processors, memories etc. Independent of a method used to describe a circuit all 
data are transformed into logic functions. Next functions are flattened into a two layer 
structure: sum of products. Then all logic equations are minimized according to Boolean 
rules. After this changes a circuit don’t match well to PLD’s real structure, which we want  
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Fig. 2 PLDs programming flow with computer aided design 
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to use. The circuit must be fitted into an accessible architecture. Program called fitter must 
transform logic expressions to ensure, among others, that maximum number of product terms 
for a one macrocell wasn’t exceeded. If it is necessary one function can use product terms 
from several macrocells. In FPGA devices there’s a one more step before programming 
device named: place and route. Because of FPGA’s structure (many macrocells which acts as 
small PLDs) placing functions is similar to placing components on traditional printed circuit 
with several TTLs. Routing is just connecting placed elements, but this process isn’t effortless 
because there are many connections with different lengths and speeds which must be 
considered according to user timing constraints. At the end data for device programming are 
stored in a normalized JEDEC format (a file with extension .jed). 
 
In order to program a PLD or a one time programmable FPGA device specialized 
programmer is connected to a computer and a JEDEC file is downloaded into device. In 
standard FPGAs program is temporarily stored in internal volatile memory and each time 
device is powered-on program is downloaded by onboard circuitry from an external serial 
EPROM. So first time the EPROM must be programmed not the device. Programming can be 
done by specialized programmer but another possibility is to program in circuit after assembly 
a board. To do that most newer devices have a JTAG serial interface which is connected 
direct to the computer. Proper circuits for programming are inside a chip. In this way money 
for a programmer are saved and moreover changes in the program can be observed during 
circuit work and even logic levels on chip leads can be checked. This information can be used 
for debugging purposes. 
 
Although most devices are reprogrammable, before programming expedient is to verify if 
a projected circuit have desired features. For this purpose a functional simulator is used. It 
enables test whether output signals proper react on input changes. As a result waveforms are 
made like in logic state analyzer but propagation delays are ignored. To check dynamic 
characteristic of the circuit, timing simulator is needed which take into consideration 
architecture and delays of device. Almost every producer offers software packages for 
projecting its PLDs. These packages include tools for drawing schema, writing HDL code, 
testing projects and programming devices. 
 

4 Solutions of a FPGA protocol converter 
In traditional approach the converter consists of several devices: a memory, a processor and 
input-output circuits. Since in the FPGA can be implemented any digital circuit a first idea is 
to implement all of listed above in one FPGA device. It doesn’t grow up performance but 
gives some advantages enumerated in section 3. More interesting is to take advantage of 
parallel architecture and hardware realization of some algorithms e.g. CRC calculating. In the 
converter following concurrent processes can be found: 
– receiving form / transmitting to wired link, 
– transmitting to / receiving form wireless link, 
– converting data  
(When a connection is full-duplex transmitting and receiving can be independent). Each of 
above processes can be implemented in hardware as a separate module but which must 
synchronize with other ones. When processes are autonomic it raises performance of all 
circuit, e.g. when from wired link was received a frame with bad CRC only retransmission on 
wired link is needed the converting process doesn’t have to be involved and no additional data 
should be send to wireless network. 
 

224 



Section 4 – Electronics Circuits and Systems 
 

The converter can be realized as a computer card (Fig. 3) or as a standalone system. First 
solution don’t require external supply source and a casing but is restricted to one type of a 
computer bus. The advantage is the bus is less susceptible to transmission errors than a long 
wired connection. The standalone system solution differ from above one only in wired 
interface which is, in most cases, simpler. Another benefit is that since device has its own 
energy source so data can be buffered even if the computer is switched off. When the 
computer is only powered down (sleep mode) the converter can wakeup the computer since 
some motherboards supports waking up on activities on selected connectors. 
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Fig. 3 Protocol converter as a PCI computer card 
 

4.1 A reprogrammable protocol converter 
An idea of a reprogrammable converter is to change its configuration according to user wants. 
Such a converter is needed when on wired link can appear various protocols. In case of simple 
configuration e.g. adjusting transmission speed, character width etc. using switches (jumpers) 
is sufficient but configuration process can’t be automated, must be done manually. When 
number of configuration parameters grows up using jumpers are very inconvenient, and this 
solution limits device to options implemented before. When is necessary to apply a new 
network protocol, the converter should be reprogrammed. New program can be downloaded 
via already implemented wired link interface or thorough an additional connector used only 
for programming purposes. First solution is shown on fig. 4. After power-on all FPGAs leads 
are in high impedance state, resistor R pulls up an enable signal for a tri state buffer which 
makes possible to program the FPGA with EEPROM data. When device is working it is 
possible to reprogram the EEPROM via second tri state buffer, to do this FPGA device must  
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Fig. 4 An idea of reprogrammable converter 
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the enable signal hold in low state. After restart the new program takes effect. A programming 
process can be enabled by switching a jumper on the printed board or remotely by sending 
a special sequence thorough wired link. The second way is more convenient but the sequence 
must be proper chosen to avoid accidental reprogramming. 
 
When circuits responsible for different processes (receiving, transmitting from wired and 
wireless link, converting data) are placed in separated sections in a FPGA structure, then it is 
possible to exchange only part of a program – reprogramming all EEPROM memory is not 
necessary so amount of transferred data is reduced. 
 

5 Summary 
In age of growth popularity of wireless networks very interesting is problem of connecting 
them with wired segments. The protocol converter assures communication between two 
different types of protocols, however it’s possible to create an universal converter. Such 
a converter may be reprogrammed according to our needs. Because of FPGA devices are easy 
to reprogram they suits well for this application. 
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Abstract: For generating test pairs we used the MISR register with linear feedback. In 
practice, this means a very long time of testing when the number n of input is very big. 
This article presents different methods of shortening the work of MISR register in order to 
generate as much as possible test pairs in the shortest time. Chosen algorithms were used 
for some popular benchmarks. 

1 Introduction 
 In order to find possible delay faults we have to give for inputs of the tested circuit two 
vectors, which cause generation in working order circuit edge for outputs. If the circuit won’t 
answer with edge for vector pairs, then it has delay faults. (Figure 1).  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

CLK 
 
 
Correct circuit answer 
 
 
 
 
Incorrect circuit answer 
 
 
 
 
No answer 
 

 
Fig. 1 Definition of delay faults 
 

If the circuit possesses a large number of inputs then there are a lot of pairs. We can generate 
these pairs in short time, but we need a lot of hardware or we can generate for a long time, but 
with a little hardware. None of these solutions is optimal. Using a lot of hardware means 
spending a lot of money and generating for a long time means bringing these circuit into 
effect much later. The optimal solution is somewhere in the middle. 
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2 Applying the MISR register for generating test pairs 
To generate test pairs we use MISR register with linear feedback.  For outputs of this register 

we generate test pairs, which are 
given for inputs of digital circuit 
(Figure 2). 
If the circuit possesses n-inputs 
then the MISR register possesses 
maximum  work series. In 
practice, this means longer testing 
time when the number of n-inputs 
is very large. The MISR register 
possesses n-inputs, for which are 

given Input Vectors. Input Vectors decide about the register work series (Figure 3). If the 
register has (  work series, then we should use the feedback, which results from 
primary polynomial. 

)12( −n

)12 −n

Fig. 2 Combination of the MISR register with the
tested digital circuit 
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Fig. 3 The structure of MISR register 
 
When taking into consideration all possible Input then the MISR register will possess 

)12(2 −⋅ nn  work series. For circuits of a few hundred inputs it means a very long testing 
time even when there is a very high frequency. 

3 Shortening of the work of MISR register 
In order to shorten the testing time we have to shorten the work of the MISR register. In the 
first stage on the basis of equations we have to calculate these Input Vectors which cause the 
generation of test pair.  

niforQIQ
n

k
kii =⊕+= ∑

=0
  (1) 

niforQIQ iii <≤+= + 01   (2) 

We can analyse this on the example of 4-bit register. 
Examples of test pairs: 

P0<7,8>;P1<12,4>;P2<3,6>;P3<2,9>;P4<10,15>; 
P5<0,8>;P6<4,11>;P7<13,3>;P8<15,8>; P9<5,6> 

On the basis of equations we can calculate Input Vectors. 
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Table 1 Input Vectors 

Vector Detected pairs 
IV1=0010 P4<10,15> 
IV2=0011 P0<7,8> 
IV3=0101 P7<13,3> 
IV4=1000 P3<2,9>; P5<0,8> 
IV5=1001 P6<4,11> 
IV6=1010 P1<12,4> 
IV7=1100 P9<5,6> 
IV8=1111 P2<3,6>; P8<15,8> 

 
On the basis of calculated Input Vectors we can calculate possible work conditions of the 
MISR register. 
 
Table 2 Work conditions of the MISR register 
Vector Possible work conditions of the MISR register 
IV1=0010 0 2 3 11 7 9 6 1 10 15 5 8 14 13 4 
IV2=0011 0 3 10 14 12 13 5 9 7 8 15 4 1 11 6 
IV3=0101 0 5 15 2 4 7 14 10 8 9 1 13 3 12 11 
IV4=1000 0 8 4 10 5 2 9 12 6 11 13 14 7 3 1 
IV5=1001 0 9 13 15 14 6 10 4 11 12 7 2 8 5 3 
IV6=1010 0 10 7 1 2 11 15 13 12 4 8 6 9 14 5 
IV7=1100 0 12 2 13 10 1 4 14 3 5 6 15 11 9 8 
IV8=1111 0 15 8 3 6 12 1 7 4 13 9 11 10 2 14 

 
In this way the number of Input Vectors has been limited from 16 to 8 vectors. In another 
stage there will be shorten work series of the register from 15 to 8 states. At this point, it is 
worth to think from which initial state the MISR register should begin its work for next Input 
Vectors. It is worth to analyse two ways, that is: the register begins work from zero state, and 
the register begins work from the state in which it has finished its work for the previous Input 
Vector.  

 

Table 3 Work conditions of the MISR register for the zero initial state 

Vector Work conditions of the MISR 
register 

IV1=0010 0 2 3 11 7 9 6 1 
IV2=0011 0 3 10 14 12 13 5 9 
IV3=0101 0 5 15 2 4 7 14 10
IV4=1000 0 8 4 10 5 2 9 12
IV5=1001 0 9 13 15 14 6 10 4 
IV6=1010 0 10 7 1 2 11 15 13
IV7=1100 0 12 2 13 10 1 4 14
IV8=1111 0 15 8 3 6 12 1 7 
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There were 4 pairs detected out of 10 (40%). We can notice that the sequence of Input 
Vectors has not got any influence on work conditions of the circuit (detected pairs). 

Table 4 Work conditions of the MISR for the initial state equals the final state for the 
previous Input Vectors  

Vector Work conditions of the MISR 
register 

IV1=0010 0 2 3 11 7 9 6 1 
IV2=0011 1 11 6 0 3 10 14 12
IV3=0101 12 11 0 5 15 2 4 7 
IV4=1000 7 3 1 0 8 4 10 5 
IV5=1001 5 3 0 9 13 15 14 6 
IV6=1010 6 9 14 5 0 10 7 1 
IV7=1100 1 4 14 3 5 6 15 11
IV8=1111 11 10 2 14 0 15 8 3 

 
There were 3 pairs detected out of 10 (30%). We can notice that the sequence of Input 
Vectors has got an influence on work conditions of the circuit (detected pairs). There is a risk 
of the register getting into a stable state. 

4 The number of possible sequences of Input Vectors 
The figure below shows the number of possible sequences of Input Vectors. 

IV1   IV2 ..... .....   IVn

 IV2    IV3.....IVn    IV1      IV3.....IVn       IV1     IV2.....IVn-1

    IV2      IV4.....IVn             ....      ....                   IV1     IV3......IVn-1

  IV4   IV5......IVn                      ....       ....                              IV1       IV3.....IVn-2

  IVn   IVn-1   IVn-2          ....       ....                              IV3      IV2      IV1
Fig. 4 The number of possible sequences of Input Vectors 
 
As we can see from the figure, the number of possible sequences of Input Vectors is:  

( ) ( ) !1......21 nnnn =⋅⋅−⋅−⋅  (3) 
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From the above formula, we can see that the number of possible ways of finding a correct 
sequence of Input Vectors is enormous. Already, for few vectors we get a large number of 
possible sequences of Input Vectors. 
 

5 Calculating optimal sequences of Input Vectors 
The number of possible ways of finding correct sequences of Input Vectors is very large, that 
is why we have to use faster and easier algorithms for finding correct sequences of Input 
Vectors.  
Chosen algorithm for finding the correct sequences of Input Vectors, which generates the 
largest number of test pairs as possible.  
• Sorting of Input Vectors in the growing sequence 
• Giving the first vector for input of MISR register 
• Checking whether the Input Vector is generating some test pairs 
• If the vector generates test pairs, then it is the first vector and we give the next one, for 

which the beginning state is the finished state of the previous vector 
• If the vector does not generate any test pair then we give the next Input Vector  
• It is repeated for so long until all Input Vectors are used 
• If there will be some Input Vector, which does not generate any test pairs (there are test 

pairs which will not be generated), then we take the first Input Vector  
Algorithm of finding the correct sequence of Input Vectors is easy and quite fast, which 
means that it is not checking all possible sequences of Input Vectors. The number of finding 
test pairs depends on the sequence arrangement of vectors before doing the algorithm. 
  
Input Vectors will be given in the sequence as follows: 
     IV4, IV2, IV7, IV1, IV5, IV8, IV6, IV3 
Table 5 Work conditions of the MISR after using the algorithm 

Vector Work conditions of the MISR 
IV4=1000 0 8 4 10 5 2 9 12
IV2=0011 12 13 5 9 7 8 15 4 
IV7=1100 4 14 3 5 6 15 11 9 
IV1=0010 9 6 1 10 15 5 8 14
IV5=1001 14 6 10 4 11 12 7 2 
IV8=1111 2 14 0 15 8 3 6 12
IV6=1010 12 4 8 6 9 14 5 0 
IV3=0101 0 5 15 2 4 7 14 10

 
There were 9 pairs detected out of 10 (90%). One of the vector (IV3) does not detect any test 
pair, so it is not needed. If we use the classical solution, the register will go through 240 states 
( ) ) and will generate 100% of test pairs (10 pairs). If we use the presented 
solutions, the register will go through 81 states (

12(2 44 −⋅
89 ⋅ ) and will generate 90% of test pairs (9 

pairs). We can come to conclusion, that using the method presented shorten the work time of 
MISR register (so the testing time) with high coefficient covering test pairs. 
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6 Applying the presented algorithm for generating test 
pairs for different benchmarks 

The table below presents the test results for different benchmarks. 
 
Table 6 The test results for different benchmarks 

Circuit Inputs’ 
number  

States’ 
number 

Test pairs’ 
number 

Steps 
number 

Vectors’ 
number 

Detected pairs’ 
number  

s208 18 262144 209 1024 
2048 
4096 

144 73% 
74% 
84% 

s298 17 131072 177 32 
64 
128 
256 

132 85% 
89% 
97% 
99% 

s386 13 8192 232 512 
1024 
2048 

178 90% 
91% 
96% 

s444 24 1677721
6 

303 2048 
4096 

303 82% 
89% 

s510 25 3355443
2 

369 256 
512 
1024 

289 80% 
86% 
91% 

s526 24 1677721
6 

356 512 
1024 
2048 

294 78% 
82% 
86% 

s820 23 8388608 475 512 
1024 
2048 

390 75% 
82% 
86% 

s832 23 8388608 488 512 
1024 
2048 

399 73% 
79% 
89% 

S1488 14 16384 738 512 
1024 

504 90% 
95% 

S1494 14 16384 725 1024 505 94% 
 
As we can notice, the presented generating method of test pairs is considerably shortening the 
testing time with the detection vary from 73% to 99%. Further modification of this method 
may bring even better results. 
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Abstract: Checking the functional correctness of an electronic component or a system 
presents a great challenge to the hardware designers nowadays. Design validation is 
important or even dominant part of development and usually involves many engineers. For 
these reasons large system design enterprises often either organise dedicated verification 
teams or outsource validation tasks to the companies specialised in hardware verification. 
To enable and maintain smooth cooperation between design teams and verification ones is 
nontrivial issue. The fact is that designers’ workstations are usually connected to a local 
network or to the Internet and engineering teams are geographically distributed. Presented 
work was dedicated to discovering the elements of design methodologies that might enable 
effective collaboration of distributed design teams, especially in the context of a hardware 
functional validation. The paper contains an overview of validation methods and presents 
available systems supporting distributed design and validation of electronic systems.  

1 Introduction 
Design complexity growth is a commonly observed fact in the electronic industry. Actually, it 
is steady and evident course particularly in the case of the multi-million-gate System-on-a-
Chip (SoC) designs. It is clear that an important role in the design process plays a design 
environment. All activities related to chip development are taking place in such environment. 
Design environments encompass all software and hardware electronic design automation 
(EDA) tools as well as technical infrastructure enabling communication and collaboration of 
tools and humans. Strong influence of available EDA tools (both software and hardware) on 
design methodology is obvious. Also design environment infrastructure has significant impact 
on electronic design process itself. Designers’ workstations are connected via networks to be 
able to closely cooperate. Recently, thanks to the continuous improvement of networking 
technology and broad availability of the Internet, that impact is much stronger than before [1]. 
 
One of the particularly important aspect of electronic design methodologies is design 
validation. Design validation is a process of ensuring correctness of an electronic circuit at 
each stage of design flow. As such it is a very complex and time consuming task. Estimations 
show that between 60 and 80 percent of design effort is dedicated to validation [3]. Thereafter 
in this paper the design validation is basically understood as validation based on simulation on 
the contrary to validation based on formal methods referred to as the formal verification [2]. 
 
This paper concentrates on the methodological aspect of validation of design functionality. 
Enormous validation effort, reflected in technical resources and man-power spent, draw 
design enterprises, especially those developing SoC designs, to look for new general solutions 
because the existing ones are not fully adequate to deal with the pressure of shortening time-
to-market. It resulted in modifications of design methodologies by applying higher degree of 
reuse (e.g., taking advantage of a design hierarchy), by use of components based on the 
intellectual property (IP), and by outsourcing validation tasks. Such great validation effort 
also drives the demand for research upon new methods and techniques supporting design 
validation. This paper also presents the potentials of distributed engineering in this area.  
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First of all, this paper gives a brief overview of functional validation methods in the context 
of possible use in distributed engineering. Examples of distributed environments and 
techniques are presented. The results of deployment of a distributed environment to the 
testbench generation for the functional validation of a serial interface are discussed. 

2 Functional validation methods 
In general, there are two methodologies of electronic integrated circuit design depending on 
the way the design abstraction changes. If development starts from the most abstract design 
view and ends with the least abstract one it is called a top-down methodology. The opposite 
approach is called a bottom-up methodology. The bottom-up methodology uses pre-defined 
building blocks of lower complexity (and abstraction) to create more complex hierarchical 
design. For the SoC these building blocks are usually of great complexity. In case of SoC the 
most common is the top-down approach. An example of a top-down design methodology is 
presented in Fig. 1. It starts with creating a technical specification document based on system 
requirements described in a natural language. The technical specification constitutes an 
ultimate reference for the further development. The technical specification should include 
certain degree of formality to be able to perform validation and refinements [4]. 
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Fig. 1  Design methodology example 

 
Firstly, an executable functional model is 
created. It must primarily describe system 
functionality but it can cover other aspects 
of design, too. For example, it supports 
architectural considerations, hardware-
software co-design, and power consumption 
estimation. This executable specification is 
written usually in a hardware description 
language (HDL), sometimes also in a more 
abstract way in the languages like SystemC, 
C++, Java, VERA, ‘e’, Ptolemy, etc. The 
consecutive steps of a design-flow comprise 
behavioural-level modelling (with timing 
information), RTL-level modelling (for 
synthesis), synthesis to a gate-level netlist, 
and generating a transistor-level layout after 
placement and routing. 
 

Validation is necessary at each stage of a design-flow to ensure that design implementation 
behaves correctly with regards to its specification. There are many validation approaches and 
methods, yet it is possible to distinguish two main groups, i.e., methods based on simulation 
and formal verification methods. Functional validation relies deeply on simulation. 
Simulation-based validation consists of delivering test vectors as stimuli to the executable 
system model, running simulation, observing results, and comparing them with the expected 
system reactions. This comparison can be done either manually or automatically by the means 
of a testbench. A testbench is an executable specification that provides input stimuli to a 
design and monitors outputs. The challenge is to find what input patterns to deliver to a 
design and what are the expected outputs of a properly working design [3]. 
 
Simulation can be performed at different levels of abstraction, e.g., at the low transistor-level 
(SPICE-like simulation), at the gate-level (logical simulation with or without timing 
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information), or even at the high level (functional, behavioural simulation). The higher is the 
abstraction level the shorter is the simulation time and the lower is the precision of results. 
The main obstacle of simulation-based methods is impossibility to do exhaustive simulation 
of a system with all possible combinations of input vectors and internal logic states. 
 
On the other hand, formal methods give mathematical proof of correctness of a design with 
respect to a given specification [2]. Formal verification guarantees the absence of faults, while 
simulation-based validation is only able to uncover faults. There are two broad categories of 
formal verification, i.e.: equivalence checking and model checking. Equivalence checking 
compares two different description of the same circuit and mathematically proves that they 
are logically equivalent. For example, these different descriptions may be the original RTL 
netlist and the gate-level netlist after synthesis. The other category, model checking or 
property checking, formally proves or disproves the user defined rules about the design 
behaviour, called properties. The properties are created from the technical specification. The 
main difficulty of this method is to determine which set of properties to prove [3]. Formal 
verification methods suffers from the state-explosion problem of increasing computation 
complexity as exponential function of the number of logic states. That is why at the moment, 
these methods can be efficiently applied only to the circuits of rather limited size. 
 
There is also a third group of methods (semi-formal) that combine simulation with formal 
techniques. For example, it is possible to validate one part of a design (or a part of its 
functionality) with simulation and to verify formally the other part. Another useful approach 
to improve design validation is code coverage methodology [4]. Code coverage techniques 
are adapted from software engineering. They measure the quality of test vectors applied to a 
design under test (DUT). First, special constructs, akin of checkpoints, are added to a design 
source code. Then, a testbench is simulated and information on execution of each statement is 
collected. Finally, a coverage report is generated that shows which construct has been 
exercised [3]. Another very interesting approach to improve the efficiency of validation is 
automatic testbench generation [5]. The input patterns are being generated on a basis of 
simulation measurements, e.g., on code coverage. The example of this idea is given in Fig. 2.  
 

Testbench

Results

DUTInput Pattern Generation

Simulation

Coverage Analysis
 

 
Fig. 2  Coverage-driven automatic 
  testbench generation 

 
The input patterns are stored in a file 
separate to a testbench. The testbench 
encapsulating DUT reads stimuli data and 
performs a simulation. The simulation 
results are analysed to obtain coverage data. 
Then, based on the coverage measures the 
input pattern file is modified and another 
simulation starts again. The whole process 
is repeated until a certain stopping criterion 
is fulfilled, for example, when the desired 
code coverage level is reached. 
 

Scientists and designers commonly perceive simulation and formal verification as coexisting 
and orthogonal methods. Design validation is usually a huge effort and it can 
straightforwardly be split into parallel and/or subsequent tasks. Therefore, a team of designers 
or verification engineers can concurrently deal with these tasks. In my opinion, here is a great 
opportunity to utilise the elements of collaborative engineering methodology to support 
design validation.  
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3 Distributed design environments 
Design teams and design data are often large and geographically separated, nowadays. It 
creates the need of network-based environments efficiently supporting management and 
collaboration in the area of electronic design. There was a lot of research done in the field of 
distributed design. Most of it focused on either distributed network environments or 
distributed software development and application. Indeed, both aspects are important for 
creating distributed engineering environments that are dedicated to the development of large 
electronic circuits and systems, particularly SoCs.  
 
Among great diversity of approaches to enabling distributed design there are several 
distinctive types, as follows. Web-based portals can give access to common project data and 
applications. They basically utilise an HTTP protocol (or a secure version – HTTPS) with 
optional scripting programming (e.g., in Pearl, PHP, ASP). Groupware tools comprise a wide 
set of applications supporting collaboration, in particular: information sharing, messaging, 
data exchange, data and process management. Another group of tools enables running 
dedicated distant applications by the means of remote procedure call, particularly Java 
Remote Method Invocation (RMI). Some environments utilise agent-based systems. There are 
also many distributed environments built upon workflow technology. Finally, there are 
systems supporting benchmarking in distributed environments. Additionally, it is worth to 
notice that several vendors that offer commercial tools and services supporting at least 
partially distributed design already exist, e.g., Synchronicity – distributed data and IP 
management system [8], Siemens Business Services – ASTAI® workflow management 
system [9], Design and Reuse – IP cataloguing and exchange system [10]. 

3.1 Examples of design framework 
Out of many EDA distributed frameworks available I would like to take a closer look at a few 
ones potentially suitable for supporting design and validation, namely: JavaCAD, MOSCITO, 
IVE, ASTAI®, and ACI. 

3.1.1 JavaCAD [6] 
JavaCAD is a framework for the design, validation and simulation of VLSI systems. As its 
name suggests JavaCAD is a simulation environment developed entirely in Java. JavaCAD 
contains an event-driven simulator allowing for multiple levels of abstraction, design 
hierarchy, distributed and parallel simulation. A mixed structural-behavioural design’s 
specification uses Java as an HDL. JavaCAD supports design methodology based on IP 
components. This environment helps a designer evaluate properties and performance of the 
system including third-party IP components. These IP blocks can be instantiated within the 
framework and simulated together with proprietary blocks.  JavaCAD is built upon a set of 
Java packages that must be used both by the IP provider and the IP user. The environment has 
a client-server architecture where IP users are clients and IP providers are servers. JavaCAD 
exploits Java RMI mechanism. A design is specified by the means of JavaCAD classes. These 
classes can describe either standard components or user-defined ones, or externally provided 
ones. The entire design can be validated running the main JavaCAD class containing all 
instantiated components. JavaCAD guarantees safety of data and protection of provider’s IP. 
Communication security is handled by the RMI protocol that utilises customisable sockets. IP 
provider’s data is protected since IP user has no access to the external source-code. 

3.1.2 MOSCITO [7] 
MOSCITO is an environment for connecting tools via Internet. It provides functionality for 
basic object and data management, file handling, XML processing, and communication. 
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MOSCITO is an open system that supports integration of new tools, new workflows, and 
viewers. It has a uniform agent interface responsible for tool encapsulation, input data 
adaptation, tool-specific data conversion, control information mapping, and status information 
conversion. Basic functionality of each interface is encapsulated in a Java class. All 
transmitted data is converted to the internal XML-based format. MOSCITO can integrate an 
entire program, embed a library, and integrate Java classes. Communication among embedded 
tools is based on TCP/IP sockets. MOSCITO provides a common graphical front-end 
available as a Java application. MOSCITO was utilised for enhancing problem-specific design 
flows in test pattern generation and fault simulation applications. 

3.1.3 IVE [11] 
IVE is an Internet-based distributed VHDL environment implemented in Java. IVE is a 
portable environment allowing for downloading data and applications, and supporting user 
interfaces and visualisation of running tools. It contains a lookup service for both distributed 
geographically data and tools. A registration-based lookup service helps a user find the 
required services and data. IVE comprises several components classified as: the User (the 
designer’s interface to data, applications or computing power), the Data Provider (provides 
design data, facilitates data management and security), the Software Component Provider 
(gives access to applications), the Resource Provider (grants access to computing resources), 
and the Guidepost (enables lookup service). IVE enables IP-based design by the exchange of 
IP blocks between the Data Provider and the User. IVE includes a full VHDL compiler and a 
distributed database containing static semantic VHDL design information. 

3.1.4 ASTAI® [9]  
ASTAI® is an integration environment supporting distributed tool-execution on different 
platforms. Integrated tools and services can be combined into large workflows and adapted to 
a desired design flow. The main part of ASTAI® is a CORBA based communication 
backbone that binds all components and processes. Local tool launchers, installed on the 
involved computers, are responsible for execution of tools or services. ASTAI® Java virtual 
machine controls overall process and can be seen as the superset of all collaborating 
computers in the network.  ASTAI® contains a workflow management system enabling 
graphical creation of workflows. A designer can describe a sequence of tools with complex 
dependencies and define data flow. To add a tool to the workflow requires preparing a tool 
description in the standardised Tool Encapsulation Specification (TES) format. Separate 
workflows can be coupled within ASTAI® enabling a work in a project chain. ASTAI® 
applications include micro-system design as well as a modelling and simulation environment. 

3.1.5 Advanced Collaborative Infrastructure [12] 
Advanced Collaborative Infrastructure (ACI) is a new environment under development in the 
framework of European project E-Colleg (IST-1999-11746). ACI enables Internet-based 
collaboration during the design of electronic systems. ACI integrates dynamic Tool 
Registration and Management Services (TRMS), open XML-based data exchange, and 
collaborative tool extensions. ACI is based on three core services, i.e.: Tool Invocation 
Service (TIS), Global Tool Lookup Service (GTLS), and Local Tool Control Service (LTCS), 
that take care of interfacing the activation of remote tools, discovering the appropriate tool for 
the requested task, and activating the invoked tool respectively. Additionally, a 
complimentary transport service, called Advanced Network Transport Services (ANTS), is 
implemented as Web Services utilising SOAP/HTTP protocol. Secure communication 
mechanisms involve data encryption and digital signatures. ACI was applied to printed circuit 
board design and IP-based design and validation. 
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3.2 Deployment of a distributed environment – a design example 
The group at the Institute of Electronics carried out a series of collaboration experiments in 
distributed environments. The most relevant from the point of view of this article is the 
experiment on collaborative development of a testbench element presented in details in [13]. 
The subject of the experiment was to design a VHDL testbench for functional validation of a 
Serial ATA (SATA) hard disk drive interface. The developed VHDL package comprised bus–
functional model of the SATA interface link layer.  
 
Besides the aforementioned research group the experiment involved another group from the 
Infineon Technologies SA in Munich. The SATA model took part in the design validation 
within the Infineon’s proprietary testbench environment. To enable smooth collaboration and 
design flow management the workflow technology was chosen. The ASTAI® workflow 
management system was installed on both sites and the experiments with validation flow were 
realised. The experiment delivered a lot of practical knowledge on utilisation of distributed 
environments for the collaborative design of electronic circuits, and on the workflow 
technology in particular. The overview of this collaborative design is shown in Fig. 3. 
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Fig. 3  Collaborative development of a testbench element 
 
There are three following design phases, i.e.: development of the SATA interface model, 
generation of the testbench element, and application integration. The first phase was 
developed in the Institute of Electronics and the two consecutive ones at Infineon. All phases 
return validation reports for debugging purposes. At the Polish side the modelling and 
validation of the SATA interface during the Phase I engaged a team of four engineers. 

3.3 Conclusions on distributed design environments 
Survey on the presented group of the distributed environments supporting design and 
validation of electronic systems and the collaborative experiment of a testbench generation 
discovered a set of typical properties required from such frameworks. The following list 
presents a set of features of distributed environments, i.e.: 
• enabling collaboration in local area networks and in the Internet; 
• utilisation of common network protocols (TCP/IP, HTTP, HTTPS, SOAP etc.); 
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• adaptability to different design flows; 
• extensibility or scalability (easy adding new tools, handling a great amount of data); 
• flexible tool encapsulation, allowing for tool interoperability; 
• security support (secure network protocols, support for crossing firewalls and proxy 

servers, access control, user authentication, data encryption, digital signatures); 
• universal data representation (XML-based); 
• portability to different computing platforms and operating systems (most of the 

environments are implemented in Java); 
• graphical representation of a design flow (a user GUI); 
• access to remote tools running on a specific and expensive hardware (e.g., computing 

farms, emulators/accelerators); 
• applicable not only to electronic design but also to other industries. 
 
Today, the distributed design environments suffer from a number of drawbacks that has to be 
overcome to better satisfy the engineering requirements and to get more appreciation from the 
electronic design community. The most important deficiencies of the existing frameworks 
include the following issues: 
• insufficient security (in strong relation to company’s security policy); 
• compromise between openness for collaboration and company’s security; 
• lack of commonly accepted and used standards of data exchange and tool encapsulation 

formats (there are some expectations from the XML-based formats); 
• weak or missing performance measures of distributed environments; 
• designers’ reluctance to apply new methods of work; 
• not available at the moment any commercial tool dedicated to and very well supporting 

the distributed electronic design. 

4 Summary 
Every company in the electronic design industry has to deal with the endless pressure of 
shortening time-to-market. Distributed design environments are necessary for smooth access 
to the tools in remote locations, for including these tools in the design and validation flows, 
for facilitating IP-based designs, and for increasing productivity by enabling efficient 
collaboration. Even for big enterprises it is economical to locate and maintain the enormously 
expensive EDA tools at one site and to have access to them from geographically distributed 
sites realising design projects.  
 
In contemporary design methodologies there are plenty of methods and tools being applied to 
ensure design correctness. All these techniques can naturally be utilised concurrently by 
individual validation engineers or teams. It is very convenient to have a common design 
environment for that purpose. In my opinion the companies can and will get high benefits 
from deployment of the matured distributed design environments when such environments are 
commercially available. 
 
The further research focus related to this paper can be seen twofold. Firstly, there is and there 
will be continuous scientific and industrial effort to improve efficiency and completeness of 
design validation processes. Companies struggle for reliable and correct-by-design products. 
Secondly, the distributed design environments will certainly mature and then may gain wider 
acceptance and popularity. As recognised in the case of the ACI environment, being under 
development today, the most challenging research subjects in this field include security 
issues, quality of services, modelling of distributed collaboration, and performance 
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measuring. The moment at which the distributed environments well suitable for electronic 
design meet the new design and validation methodologies tuned for collaboration may initiate 
real design productivity boost. 
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Abstract: This article presents concepts, methods and tools aiming at tool description with 
XML (Extended Markup Language), as well as a vision for use of this technology in tool 
integration. It describes challenges of using XML technology in electronic data exchange 
of electronics components - EDI (Electronic Data Interchange) over the Internet. Further 
on, the author presents a comparison of traditional information exchange methods with the 
new ones based on XML. Additionally, a short review on utilization of XML technology in 
selected organizations that use EDI is shown. This article points also to the advantages of 
using XML in tool integration through the Internet. Use of XML in functional description 
of a selected tool has been tackled with more profoundly. The paper addresses also 
problems that appear in tool description and gives proposals how to deal with them. As the 
result of research on new tool description, the implementation of the TRMS environment 
(Tool Registration and Management Services) is indicated. Finally, the advantages of 
using the XML technology in distributed design of electronic systems are summarized. 

1 Introduction 
Since several years we have seen a substantial increase in the complexity that EDA 
(Electronic Design Automation) design tools can handle. The growth of the Internet and 
computer performance allows for collaboration between participants and their tool 
integration. The elements take possibility for automation many tasks with the next generation 
of tools that support Electronic Data Interchange (EDI). Usual the traditional EDI is a highly 
structured set of messages and these messages are often very cryptic to an outside observer. 
Several initiatives try to find a better solution that can resolve many tasks and can be 
supported by, e.g. XML as evolution of Traditional EDI called XML-EDI. 
The XML (Extensible Markup Language) syntax is fixed and simple and was approved by 
W3C (World Wide Web Consortium) in 1998 as an official recommendation. This standard is 
a subset or restricted form of SGML (Standard Generalized Markup Language) and is 
dedicated for use in the Internet. Many advantages of XML and flexibility of it allow for its 
use as the next form in EDI and tool integration element. 

1.1 XML in EDI 
The electronic industries since 1950 have sought cost savings and greater efficiency through 
the use of computers to computational tasks. In ‘70s and ‘80s it has been made possible for 
companies using Traditional EDI between databases.  
The American National Standards Institute (ANSI) committee ensures that companies using a 
process such as EDI follow the same rules what allows easy integration and minimizes 
reprogramming companies internal data processing systems. This committee issues many 
standard-setting group that have unique identification. An example is ANSI X12 [2] used in 
USA and UN/EDIFACT (United Nations Centre for the Facilitation of procedures and 
practices for Administration, Commerce and Transport) used also in other countries. In 
Europe there is a similar standard called Electronic Design Interchange Format (EDIF) that 
has been ratified by the Electronic Industries Alliance (EIA) [3]. 
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The XML standard is to define containers of data. In this case EDI is to transmit well-defined 
containers of data. XML features are the key to its attractiveness as a standard for EDI. XML 
for example, doesn’t require a custom builtin application to decode that increases an 
additional cost of use and decreases potential collaboration. The EDI documents structured in 
XML can be sent over the Internet using some protocols, like TCP/IP so it allows for savings 
and thus is a reasonable option for small companies. 
The XML-based EDI uses XSLT for formatting description what allows to view EDI 
documents on a WWW page or in a web form. This solution is better than traditional EDI. 
The XML-based EDI can be integrated with traditional EDI by dedicated a converter software 
that supports document content translation between both methods. 

1.2 Challenges of using XML technology in EDI 
Since EDI systems were an established standard to transfer documents that were based on 
X.12 many organisations still try use it. The X.12 standard is costly to implement and difficult 
in small companies. In order to improve business-to-business e-commerce transactions some 
researches propose to use XML. These researches give advantage of XML use that support a 
new implementation independent standard and allows for easy exchange information [4]. 
Most organisations start their XML strategy with a simple project that might involve 
accepting incoming EDI transactions and immediately translating at every data integration 
point that can be in internal systems.  
Webservices will be a next standardized integration approach. The tool integration as 
webservices in design flows can be republished as a new high-level webservice. The query of 
tool properties will be possible through the webservice. The tool configuration is stored in a 
tool description file using XML [6]. 
The goal and structure of the paper is to show the arguments for using tool description based 
on XML and an experience in TRMS as development environment in tool integration. This 
article outlines a method for achieving this goal. 

2 Related works 
This section brings somehow detailed information about exchange methods and use of XML 
documents by several organizations. 

2.1 Information exchange methods 
Companies exchange data using traditional methods or new ones based on XML. Below 
Table 1 shows advantages and disadvantages of both methods. 
 
Table 1. Comparison of traditional EDI vs. XML EDI 

Traditional EDI XML EDI 
Specification describes data format „Self-described” data format 
Essential data information Additional elements needed 
Difficulty in implementation of an 
extension in applications  

Parser takes over data extension 

Process by dedicated applications Many public applications 
Implementation from scratch Possibility for use of existing 

applications 
Dedicate networks (VAN) Internet and security protocols support 
 Support to integration with traditional 

EDI (e.g. XSLT) 
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2.2 Use of XML 
Some design environments are a complicated mix of design tools containing proprietary 
applications and associated databases, and with incompatible file formats and syntaxes. In the 
last years several organisations have developed XML technology and try to establish 
document types for selected uses. These organisations introduce some restrictions and 
decrease XML flexibility that results in decrease of a number of needed document 
conversions. This problem is important for an easy integration and information exchange. 

2.2.1 Si2 
The Si2 (Silicon Integration Initiative) is a leading open source EDA standards consortium 
[7]. This organisation has several important API (Application Procedural Interface) level 
integration members. Si2 provides value-added services and technologies that enable: 

- design reuse, 
- EDA tool choice, 
- increased productivity. 

For example, the datasheet XML standard used in ECIX (Electronic Component Information 
eXchange) project by QuickData allows for the creation, exchange and use of electronic 
component information. The QuickData Specification is an industry standard for XML-based 
component data access.  
The ECIX architecture includes dictionary, registry, and user and supplier environment. The 
dictionary ensures conformance to a particular domain of use. The registry allows for 
identification of company participants and their role and domains supported. This project uses 
protocol http and CGI-post method. 

2.2.2 RosettaNet 
This organization drives collaborative development and provides a consistent set of tag 
definitions for standard types of data that allows electronic business exchange in system-to-
system [8]. HTML/XML function as the alphabet where e-business is transmitted. The 
RosettaNet standard for the electronic business interface for B2B exchange of technical 
information on electronic components is based on Si2 ECIX QuickData technology. 

2.2.3 BizCodes 
This organisation allows a designer to define free XML elements. The BizCodes is a 
repository of universal elements identifier. This identifier element allows regardless of name 
element for reuse. The identifier defines meaning it and establishes the linkage between the 
structural layer and the element layer definitions [11]. BizCodes is independent and non-
commercial initiative that associates with EDI standards.  

3 A method for tool description 
If one needs to integrate tools, one should use a standardized and appropriate tool description 
or some translation mechanisms. The tool description model should include information for 
control, presentation, and integration level. The main information on tool description should 
include: 

- tool name, 
- inputs and their format, 
- outputs and their formats, 
- commands and options. 
 
 
 

243 



IWCIT’03 
 

3.1 Tool Encapsulation Specification 
The TES (Tool Encapsulation Specification) standard defines three classes of information 
needed for tool encapsulation and/or environment integration. The layers include successively 
increasing amounts of information from minimal (class A) to greater complexity of 
declarative syntax (class C) that allow encoding of arbitrarily complex interrelationships 
among options and data objects. 

Below, in Listing 1 an example of use of tool description in the LISP-based TES 
language is presented. The LISP code contains a function of a standardized form with a 
registration call that assigns the function to an application. Some parameters are automatically 
extracted from the function definition. This example uses TES as a standard from the CFI 
(CAD Framework Initiative). The CFI is a consortium dedicated to EDA. TES provides the 
means to specify an environment of a tool and data requirements for a proper execution. This 
document contains information about data-dependencies, tool-invocation and a command line 
structure but it does not describe how to integrate a tool via the Internet [16]. 

Listing 1 Example a2ps tool description in TES [14]:  
(cfiTool 

"2.0" 
"ASCII to Postscript converter" 
"1.0" 
(tool 

"a2ps" 
(versionList) 
"/usr/local/bin/a2ps"  
(description "ASCII to Postscript converter") 
(property 'vm-stdout (dataRef 'outfile_data)) 
(property 'vm-host "localhost") 

) ; tool 
(argumentList 

(argument ‘infile STRING 
(getInput 

(label “Input file:”) 
(repeat (exactly 1)) 

) 
(property ‘fileSelector “”) 

) … 
) ; argumentList 
(dataList     
(data 'infile_data INPUT 

(argRef 'infile) 
(requiredIf (true)) 

) … 
) ; dataList 
(structure 

(commandArgs  
(argRef 'infile) …) 

(env ... ) 
(result 0 SUCCESS) 

) ; structure 
) ; cfiTool 
 

3.2 XML Tool Description 
In the following, a new proposal for tool description based on XML is shortly explained. The 
main element includes three sub elements such as a description and parameters and an invocation. 
Figure 1 describes a part of a proposal for tool description XML Schema. 
The description element contains general information about the described tool, such as a tool 
name and a version and a host, where the tool is available, as well as, an access right sub element 
that defines user or group for use of it. There is (in a description element) additional information 
that includes useful information about tool for a searching process like keywords etc. 
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The parameters element contains information about type and possible values of the tool 
parameter. Additionally, this element includes help information that describes a possible use 
of it. 
The invocation element includes information about the tool environment and a redirection 
element and arguments element, and an exist state that returns information about the invoked 
tool. The arguments sub element contains order of use tool parameters that are defined in 
parameters element. On the other hand the arguments sub element of invocation element 
includes a list of parameters reference. 
 

 
Figure 1 A part of tool description 

4 A method for tool integration 
Some integration methods should be improved with respect to the possibility of use of several 
tools in one task that accelerate a new vision of tool property and cost savings. Because 
sometimes tools are integrating and encapsulate than in the next part of this article author 
explain it for better understand this problem. 
Tool integration takes place if the interface of the tool and its environment need to run some 
data information, which are delivered by specific services.  
The encapsulation approach is based on loosely interfacing a tool to an environment. It is 
done through a standard layer that is separate from the tool [15]. 
The integration of external tools requires coupling on the data level. The data level can 
support exchange and conversation of tool description and tool input and output data between 
possibly syntactically data representations. For better control level should be enable user 
interface that allow editing of tool settings. 
Others methods are based on linking numerical modules that perform the solution. In this case 
there are generic server modules that manage the data produced [13]. 
 
The new approach defined by the author recognizes several levels of tool integration:  

- Establish Tool Description and possible transformation for invocation process, 
- Invoke a sequence tool description with required data control, 
- System should interpret results and allow for sharing them with other appropriates 

tools. 
 
The tool integration wouldn’t make any sense if tools were unable to exchange design data. 
During automatically run processes tools are able to react to events in a process.  
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4.1 Example of tool description implementation 
As an example of XML use for tool description is Tool Register and Management Services 
(TRMS) [17] the author presents compilation and simulation process of a selected tool. This 
example constitutes a simple design in VHDL of a traffic light controller [18]. The VHDL 
design was compiled and simulated on the ModelSim tool. This tool was described and 
registered by author in TRMS. Listing 2 presents part of ModelSim Compiler description that 
was used in the tool invocation process. Next, the screenshot from TRMS is presented, and 
Listing 3 with simulation results.     
 
Listing 2 The part of the ModelSim description in XML: 
…  

<description>  
<name> vcom </name>  
<host> 192.168.0.2 </host>  
<xmlversion> 1.0 </xmlversion>  
<keywords> vhd, compiler </keywords>  
<info> Model Technology ModelSim SE vcom 5.7c Compiler </info> … 

</description>  
<parameters>  

<parameter>  
<name> file </name>  
<type> FILE </type>  
<value> file_name.vhd </value>  

</parameter> …  
</parameters>  

… 

 
 Figure 2 presents the tool invocation tool process in TRMS. 
 

 
Figure 2. Invoke tool in TRMS. 

   
Listing 3 Results of simulate VHDL design.  

     50 ns Car =0 NSLights =01 EWLights =00 
    100 ns Car =1 NSLights =01 EWLights =00 
    150 ns Car =1 NSLights =01 EWLights =00 
    200 ns Car =1 NSLights =01 EWLights =00 
    250 ns Car =1 NSLights =01 EWLights =00 
    300 ns Car =1 NSLights =10 EWLights =00 
    350 ns Car =1 NSLights =00 EWLights =01 
    400 ns Car =1 NSLights =00 EWLights =01 
    450 ns Car =1 NSLights =00 EWLights =10 
    500 ns Car =1 NSLights =01 EWLights =00 
    550 ns Car =0 NSLights =01 EWLights =00 
    600 ns Car =0 NSLights =01 EWLights =00 
    650 ns Car =0 NSLights =01 EWLights =00 
    700 ns Car =0 NSLights =01 EWLights =00 … 
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4.2 Example of information exchange 
Many organisations usually use different XML tool descriptions. This is an obstacle 
exchanging of information about available tools. The author proposes use of the Extensible 
Stylesheet Language Family (XSL) for resolving this problem [19]. As an example that 
explains this proposal is the transformation part of task description that was presented in [20] 
to the proposed XML tool description. Figure 3 describes the transformation process. 
  

 XSL document 

Processor
XSL  

 
 
 
 

XML document 
destination 

XML document 
source  

 
 

Figure 3. XML to XML transformation. 

 
XSL processor and XSL transformation document are used to translate source file to 
destination document file like XML. Used XSL processor based on XALAN as the JAVA 
class [21] to transform source XML file to another XML file using proposed by the author 
XSL file. Figure 4 shows parts of the transformation process between XML files and the XSL 
file. 
 … 

<xsl:template match="host"> 
 <description> 
  <name><xsl:value-of select="tool/task/@name"/> 
  </name> 
  <host><xsl:value-of select="@location"/> 
  </host> 
  <path><  select="//commandline"/> xsl:value-of
  </path  >

</description>...   ...  

Processor
XSL 

  
 
 
 … 

<task name="vhdlp"> 
  <dataset name="src1" 
dataformat="any„ input="true" 
output="true"/> 
   <dataset name="src2" 
dataformat="any" input="true" 
output="true"/>                 
<commandline>E:\tools\Simili14\Bin
\vhdlp.exe 
<file dataset="src1"/> 
<file dataset="src2"/> 
</commandline> 
</task> 
… 

 
 
 
 … 

<description> 
 <name>vhdlp</n me> a
 <host>...</host> 
 … 
 <path>E:\tools\Simili14\Bin\vhdlp.exe</path>
 … 
</description> … 

 
 
 
 
 
 

Figure 4. Example transformation XML file to another XML file 

 
The transformation of some XML file to a common XML tool description and storage in the 
common repository, like XML DataBase allows for exchange of information about accessible 
tools and the invoked tool. This proposal allows many engineers to collaborate in dispersed 
places and in general, speeds up a design process.   

5 Conclusions 
Use of the XML technology in a distributed design of electronic systems allows for a better 
search and invocation of a selected tool in an integration process. XML-based tool description 
is more applicable and clearer than the one based on TES because it allows for an easy 
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extension by many public applications and allows also an easy exchange of information about 
tool over the public Internet with a secure support. Presented examples explain and confirm 
this opinion. The example of XML tool description proposed and used in TRMS by the author 
confirms the preview analysis of tool descriptions. 
The exchange of XML-based tool information between many users usually needs 
transformation of a source XML description to a common XML description. This operation 
can be supported by XSL. The proposed approach in article provides engineers many 
possibilities for use of dispersed tools in a distributed team.  
Nowadays, many companies deliver new technologies that improve network infrastructure. 
The author proposes also the extension of a tool description with the information on network 
parameters. The network parameter should improve tool integration process and allows 
reserving needed network resources, like a bandwidth and a delay, etc. This information will 
be in the future useful in traffic engineering.  
Additionally, the XML document can be presented as PDF, HTML, RTF, and transformed to 
other formats by XSL, what is of great advantage for many applications or documentation 
process. 
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Abstract: The rapid development of a semiconductor technology that enables realization of 
much bigger and more complex digital circuits built on a one single silicon piece entails 
the need of new methodologies and design tools The complex circuits design methodology 
based on use of already existing modules so-called Virtual Components (VC) becomes 
particularly popular among designers. The goal of this contribution is to present the basic 
issues related to digital circuits design based on “reuse” idea, especially virtual 
components integration in System-on-Chip (SoC) design. The problems of cataloguing, 
publishing as well as searching and selecting of a required system component will be 
discussed. The existing tools that support design with VCs will be overviewed. Further on, 
the tool integration technology developed by the EU IST project E-Colleg and possibilities 
of its use for SoC design will be presented. 

1 Introduction 
The last few years bring enormous progress in the semiconductor industry. Systematic 
improvements in the CMOS process technology allow semiconductor companies to provide 
every year new, faster and bigger chips. Ten years ago the 0,5 µm technology seemed to be a 
big achievement, today the 0,18 µm chips are usual. This technology shift from 0,5 µm to 
0,18 µm causes that on the same silicon piece can be built eight times bigger digital circuit 
that means twice bigger chip capacity every 15 months. The rapid growth of chips capacity 
and performance was the reason of the System-on-Chip (SoC) “revolution”. The digital 
system that so far was built as a placed on a board number of chips and connecting buses now 
is being realized as a single silicon piece. The CPU, memories, DSP, I/O interfaces and other 
elements can be implemented together in a single chip and software, likewise hardware, 
became essential part of a design. Thus the rapid development of chip capacity on the one 
hand gives a complex digital circuits implementation possibility but on the other hand design 
time of such large circuit lengthens significantly. This is at variance with the other important 
trends of the semiconductor market – demand of short the time-to-market factor and also costs 
reduction. All these facts cause the discrepancy between the chip capacity and abilities of 
effective use them, called usually a “design-gap”, widens significant every year (Figure 1). 
The one of potential ways of limiting this tendency seems to be complex circuits design 
methodology based on use of already existing modules that are so-called Virtual Components 
(VC). 
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Figure 1.  Trends of semiconductor industry 

 

2 VC reuse based design methodology 
In the reuse based design related papers the Virtual Component (VC) term is often used 
interchangeably with Intellectual Property (IP) term. To clarify, the IP is more general term 
related rather to product legal aspects like patents, copyrights, or trade secrets whereas the VC 
can be described as a hardware or software, designed for reuse purposes block. Because in the 
most of available sources the IP and VC terms have almost identical meaning this paper also 
will not emphasize its difference. More important is to underline that the idea of existing VC 
reuse in new design significantly have changed the digital circuits design methodology. Since 
in the current approach mainly development and verification phases can be distinguish, the 
reuse-based methodology introduces new aspects or roles into design process such: 
development of a VC, support of a VC exchange and integration and verification of a VC in a 
SoC design. The following chapters will bring closer these issues. 
 

2.1 Virtual Component design methodology 
Depending on the provider, target technology and potential use there are different types of 
VCs. The most common classification distinguishes three kinds of hardware VCs: 

• Hard IP – a physical layout for a specific technological process, 
• Soft IP – a synthesisable netlist that can be used for different technologies, 
• Firm IP – a netlist including parts of a physical placement. 

 
The increasing complexity of designed circuits, like SoC causes appearance of other IP 
classes, such as: 

• Software IP – e.g. software targeted to a specific processor, 
• Verification IP – a component that can be used to verification purposes, e.g. an 

interface functional model. 
Not every already existing module can be classified as a virtual component. There are several 
requirements that have to be fulfilled; the most important are listed below. 

• Reusability – the VC has to be ready to use in a different designs without necessity for 
changes. 

• Flexibility – a block based design and parameterisation allows to easy VC fit into any 
design. 

• Reliable, guaranteed VC quality. 
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• Easy to use and evaluate – the well-documented component specification has to be 
available even before purchasing.The most critical issue in this domain is 

establishment of some VC standards, like a common interface to plug VCs together. The 
several initiatives were established to cover different VCs related areas. The examples are: 
“Reuse Methodology Manual for System-on-a-Chip Designs” [1] and Virtual Socket Interface 
Alliance [2]. 
 

2.1.1  Reuse Methodology Manual for SoC Designs (RMM) 
The RMM is an effect of a common initiative of Synopsys and Mentor Graphics, both leading 
corporations on the design tools and VCs market. The goal of this manual was to describe 
systematic reuse methodology that should facilitate the VC design process. The RMM 
presents the proper RTL coding guidelines for reusable blocks, issues related to integration of 
VC into the large chip design process, as well as the IP and SoC verification methodology. 
The other effect of Synopsys and Mentor Graphics cooperation is the OpenMORE assessment 
program, a free, web-based measurement tool that can be downloaded by anyone at no charge. 
OpenMORE enables more rapid adoption of the best IP design reuse practices for system-on 
chip (SoC) design and helps IP customers evaluate the reusability of the IP they acquire [3]. 
 

2.1.2 Virtual Socket Interface Alliance (VSIA) 
The VSI Alliance was formed in 1996 by a group of EDA and Semiconductor companies. The 
goal of this initiative is to develop technical standards enabling the exchange and common use 
of IP from varied sources. To cover all aspects of VCs methodology several Development 
Working Groups (DWG) were introduced. The first of created DWG were responsible for the 
following domains: 

• implementation and verification, 
• IP protection, 
• system-level design, 
• VC transfer. 

 
The VSIA has published already a number of specification and standard documents that are 
respected by many of VC and SoC reputable developers. 
 

2.1.3 OpenCores 
The OpenCores initiative [4] is an example of a VC provider and simultaneously a company 
that tries to develop a standard for VCs. The main objective of OpenCores is to design and 
publish hardware core designs under a license similar to software General Public License 
(GPL). This supports small design teams that can’t afford to buy a core from established 
vendors. Also proprietary cores usually are hard to integrate due to lack of an adequate 
documentation or use of incompatible design and test tools. To reach the main objective the 
OpenCores works on the several, subsidiary tasks [4]: 

• standards for open source cores and platforms development,  
• creation of tools and methods for open source cores and platforms development, 
• open source cores and platforms development, 
• providing cores and platforms documentation. 
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2.2 Discovering of VC 
Nowadays, to meet cost and time-to-market requirements, the system-on-chip (SoC) 
development companies often use in their designs more then 75% of reusable modules [5]. 
Sometimes, a new design can be based on modules created during previous company designs 
and stored in a local repository but frequently the use of external VC is necessary. Since, the 
reuse based design methodology became very popular recently, lots of design companies 
create components targeted to reuse purposes. For this reason, the number of available VC 
components is growing rapidly that causes a need for electronic IP search and exchange 
environment, which allows a designer to find, get accurate information and furthermore easy 
download of a VC. Thus, deploying the right cataloguing infrastructure is a very important 
issue for designs based on the reuse methodology. The VC exchange environment has to 
provide an access to a VC database for users in a company intranet, and additionally the 
possibility to access the database from the Internet may be required. In the second case, the 
secure data access and transfer between remote machine and firewall protected company 
intranet is also important issue. 
The availability of the environment that supports potential customers from searching of an 
appropriate VC to its purchase stage is an essential requirement for companies that provide 
the VC on the market. The well known in this domain are “Design and Reuse” (D&R) [6] and 
“Virtual Component Exchange” (VCX) [7] initiatives that provide their own solutions and 
environments supporting exchange of virtual components. 
Apart from the technical issues, like cataloguing, searching and delivery of an IP, the IP reuse 
business model issue has to be work out as well.  The problems of an IP protection, licensing 
and transactions security are important for IP exchange process support. 
 

2.2.1 Design and Reuse 
Design & Reuse (D&R) was founded in 1997 as a web portal dedicated to IP and SoC 
designs. During the next four years (1997-2001) D&R became the well-known web and a 
B2B portal in the IP/SoC field. One of the goals of D&R was to provide the technology that 
allows for collaborative design, as well as VC exchange in intranets and also via the Internet. 
As a result of that D&R provides an XML based IP reuse and IP supply chain for SoC designs 
software called IP/SoC Manager Series. Since the IP Manager Series is dedicated mainly 
to intranet IP management systems, D&R has also focused on the necessity of supporting 
private intranet catalogues for large corporations, where accurate, often confidential, data is 
provided by suppliers. It’s obvious that large design corporations do not allow uploading any 
data in their intranet within their firewall even from the cooperating IP supplier. To solve this 
problem, D&R has developed an innovative IP import portal that constitutes an extension to 
the firewall. The portal allows IP providers for describing their IPs and then automatically 
transferring a XML IP metadata to the intranet catalogue of another IP provider [8]. 
Summarizing, the D&R software set supports following aspects of IP exchange: 

- IP cataloguing mechanisms for internet and intranet usage, 
- IP data exchange between the design centre and IP distribution server databases, 
- required IP searching process in IP catalogue, 
- IP data downloading from either a design centre or an IP distribution server database 

[8]. 
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2.2.2 Virtual Component Exchange 
Virtual Component Exchange (VCX) is a provider of software solutions for companies 
engaged in designing, supplying or utilising IP. In October 2000 the VCX launched the 
www.thevcx.com web portal, one of the first B2B portals devoted semiconductor intellectual 
property and virtual components exchange. The next step for VCX was to provide some 
software solutions that could facilitate the IP exchange process. New tools were created that 
enable users and providers to profile, manage, package and exchange the IP information 
through Internet or intranet. The VCX offers its own tools as a several software sets dedicated 
different customer groups. According to customer role on the market the VCX offers different 
software sets for VC vendors, VC buyers or VC providers. Obviously, there is a possibility to 
build individual tool set depending on customer requirements. The examples of the VCX 
software components among other things can be: 

- IP Storebuilder - VC database organization and management software 
- IP Gateway  - tool supporting VCs distribution 
- IP View   - the main IP search engine 
- IP Exporter   - allows for selecting, packaging and exporting IP meta-data 

and deliverables to customers 
 

2.3 Integration and verification of VC in complex digital circuits 
Obtaining all necessary for design VCs is a starting point of the integration phase of SoC 
development. The all gathered data have to be united by a design team into single the properly 
working complex circuit. Although it sounds simple the VC integration and system 
verification could be a very complicated process. Providers of a design tools offer some 
software solutions that aid teams working on complex systems design. Such products support 
designers’ collaboration, facilitate revision control and management of a project. 
Sometimes only during the integration verification phase of a system slight usefulness of 
selected VC can be revealed. Therefore some solutions for verification of VC already before 
purchasing are being investigated. The example of such solution can be JavaCAD framework 
and verification environment that used SystemC language from described by A. Fin and F. 
Fummi in [9]. 
 

2.3.1 Synchronicity Design Tools 
The Synchronicity company offers design reuse, design collaboration and design management 
solutions to speed up the development of electronic products. The main product lines are: 

• Synchronicity Developer Suite that comprises tools supporting designers collaboration 
and design management 

• Synchronicity Publisher Suite – software targeted to IP providers providing the 
cataloguing, management and distribution of IP [10] 

 

2.3.2 JavaCAD framework 
The JavaCAD is a new Java-based CAD framework for the design, validation and distributed 
simulation of systems using third-party components. JavaCAD allows a designer to instantiate 
third party, remote VC and simulate them together with proprietary blocks in a seamless 
fashion. JavaCAD guarantees the protection of intellectual property and provides methods for 
enabling the negotiation between IP user and provider about the amount of information that 
can be made available during simulation. The designs specified directly in Java can be 
verified by use event-driven simulation engine that is a core of the JavaCAD system [11]. 
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2.3.3 Simulation of a remote VC 
The presented in [9] solution uses the SystemC language to define a design verification 
framework for testing designs based on remote IP-cores. The system is based on a 
client/server architecture, which allows to test and to simulate a core without disclosing the 
core IP. This was achieved by adding to the SystemC core description methods that are 
responsible for test queries maintenance. The core vendor has full control on the information 
released by the query methods by enabling/disabling each single query method, depending on 
the business relation with the customer. This methodology can be used to verify of mixed 
SystemC/VHDL designs and depends on the requirements simulation that can be performed, 
either remotely or locally [9]. 
 

3 Conclusions 
The reuse based design methodology seems to be a promising solution for effective 
development of new, complex digital systems but some stable IP description standards have 
to be released. The provision of a software solution supporting whole design process, 
beginning with VC searching, through integration ending with system verification, is also 
necessary. The E-Colleg project develops a new solution called “Tool Registration and 
Management Services” [12] that will enable registration and management of remote design 
tools as well as the secure data exchange between dispersed design sites. The XML based 
description is used to handle the communication and necessary tool data. Although TRMS 
was designed for design tool management there is a potential possibility to use it also for 
searching and exchanging of VCs. This requires creation of VC database and appropriate VC 
XML description as well as VC query mechanism implementation. In this configuration 
TRMS could become a usefulness tool for complex digital circuits designers. 
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Abstract: Log-domain circuits are a subclass of current mode dynamic translinear circuits. 
Because of logarithmic relation between voltages and currents, voltage swings inside the 
circuit are small. That’s why log-domain circuit can operate with low voltage supply. Low 
voltage swings reduce the influence of parasitic capacitances, and enable wide-bandwidth 
operation. The most interesting property of the log-domain circuits is their tunability. 
Parameters such as gain or bandwidth can be controlled, by changing of the transistors bias 
currents. Properties mentioned above make possible to build wide-tunable, low voltage 
oscillator in log-domain technique. In this paper example of an log-domain oscillator, and 
some experimental results are presented. 

1 Introduction 
The dynamic translinear principle can be regarded as generalization of well known translinear 
principle formulated by Gilbert [1]. An important subclass of translinear circuits is the class 
of translinear filters, also called log-domain filters, which were introduced by Adams [2], and 
then extensively studied by Frey [3]. 
 
The basic principle of dynamic translinear circuits can be explained, analysing the basic 
example shown in fig. 1. The key to understand the circuit operation is to derive the equation 
on the capacitor current. Assuming an ideal transistor with exponential voltage to current 
characteristic we can write 

)()(
)(

tItI
dt

tdI
C CAPC

C
T ⋅=ϕ  (1) 

It can be seen that a time derivative of current can be represented as a product of two 
currents, so changing the value of current we can influence the dynamic behavior of the 
circuit. 

UBE

UConst.

ICAP(t)

IC(t)

UCAP(t)

 
Fig. 1. Basic principle of the dynamic circuit 
 
Log domain circuit have some interesting properties: 

1. The voltages in dynamic translinear circuits are logarithmically related to the currents; 
as a result voltage swings are small, which is beneficial in low voltage environment. 

2. Effects of parasitic capacitances are reduced. 
3. Dynamic, translinear circuit’s parameters are easily controlled, by changing bias 

currents of the transistors. 
4. There is no resistors needed in log domain circuits. 
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To build a log-domain circuit one needs: 

• Well matched transistors, with exponential transfer function over wide range 
of current 

• Transistors with large gain 
• Capacitors 

 

2 Design of the oscillator 
Oscillators are important building blocks in electronic systems used to generate a periodic 
signal from DC power. In general they implement a second order differential equation 

0)()( 2
2

2

=+ tx
dt

txd ω  (2) 

x(t) and ω are the oscillator signal and the angular frequency respectively.  
In order to compensate for the effects of nonidealities in the oscillator circuit, every practical 
oscillator has an amplitude stabilization circuitry and then realizes the equation: 

0)()()()( 2
2

2

=++ tx
dt

tdxxf
dt

txd ω  (3) 

where f(x) is arbitrary nonlinear, even-symmetrical function of x. For f(x)<0 the oscillator is 
dumped and the amplitude decreases, and for f(x)>0 oscillator is undumped and amplitude 
increases. 
 
One can realize the oscillator as a direct implementation of (2), this approach is presented in 
[4]; the result is an oscillator built of two ideal integrators. Another way is to convert any of 
well known RC oscillator circuits into log-domain. We can consider, for example a phase 
shifter structure. Connection of at least three of the first order lowpass passive filters provides 
a phase shift of π for given frequency and some attenuation of the signal, so we only have to 
add an inverting amplifier to compensate the attenuation and invert the phase of the signal. In 
log-domain we can use first order lossy integrators instead of the RC filters. Circuit diagram 
of the lossy integrator cell is shown in the fig. 2.   

T1 T2 T3 T4

CI1 I2

I2

Vcc

Iout

Iin

 
Fig. 2.  First order log-domain lossy integrator. 
 
Assuming that all transistors are identical and have exponential voltage to current 
characteristics we can write: 
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for every transistor. 
Neglecting the base currents of the transistors, we can easily derive the transfer function of 
the circuit. 
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iC  is the capacitor current and I1,I2  are bias currents. 
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Finally the transfer function of the integrator is: 
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The cutoff frequency, and the gain of the cell can be adjusted by changing of the bias currents 
value. In our oscillator, three identical lossy integrators were used as a phase shifter, so the 
phase shift of every stage is the same and equals π/3. For such shift, attenuation of the first 
order lowpass filter equals 6dB. Setting the I2 bias current twice the value of the I1 can 
compensate this attenuation. For proper operation, the circuit needs the additional bias 
currents on the input and the output of the cell. The input bias current IB, always has to be 
bigger then IIN current to ensure that UBE of T1 is always positive, and the output bias current 
2IB should be twice bigger then the input bias current, because of the current gain of the cell. 
The input and output currents of the cell in fig. 2 are flowing into the cell, so every cell 
additionally inverts the phase of the signal. For these reasons no additional amplifier is 
needed, we just have to connect three cells in series, and close the feedback path around the 
circuit. The frequency response of the whole phase shifter is shown in fig. 3. Changing the I1 
bias current value we can change the cutoff frequency, and the phase shift for given 
frequency. In other words we can control the output frequency of the oscillator.  
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Fig.3.  Frequency response of the phase shifter. 
 
The oscillation frequency is a linear function of I1 and equals 
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Every oscillator needs an additional circuit for amplitude stabilization. The circuit should 
influence the I2 bias current to change the gain of each cell. In our case transconductance 
amplifier was used to realize the stabilization circuit. The simplified circuit diagram (without 
bias circuits and amplitude stabilization circuit) of oscillator is shown in fig. 4.  
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Fig.4. Simplified circuit diagram of log domain oscillator. 
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3 Measurement results 
Test circuit was built of discrete low power, low frequency bipolar transistors. The frequency 
range was set to kHz for bias currents in range of mA. Frequency measurement results are 
presented in fig.5. The expected frequency curve assumes that all capacitor values are 1µF 
and all transistors are identical. Transistors used in the circuit were not matched and the “of 
the shelf” capacitors were used, which explains the difference between expected and 
measured curve. The THD in measured frequency range was about 1%. 
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Fig.5. Oscillation frequency vs. I1 bias current 
 

4 Conclusions  
The log-domain technique enables realization of easy-tunable current mode sine-wave 
oscillators. The output frequency is controlled by an electric signal (bias current), which 
makes the oscillator suitable for automatic frequency control systems. 
 
The circuit can run on the low voltage supply, because voltage swings inside the log-domain 
structure are relatively low (tens of milivolts) and the output current signal can still be 
sufficiently large. 

5 References 
[1] Gilbert, B: “Translinear circuits: A proposed classification”, Electron.Lett., vol. 11, 

no. 1, pp. 14–16, Jan. 1975. 
[2] Adams, R. W. “Filtering in the log domain,” presented at 63rd AESConf., New York, 

May 1979, preprint no. 1470. 
[3] Frey, D. R. “Log-domain filtering: An approach to current-mode filtering,” in Proc. 

Inst. Electron. Eng.—Pt. G, vol. 140, no. 6, pp. 406–416, Dec. 1993. 
[4] Serdijn, W.A., Mulder, J., van der Woerd, A.C., van Roermund, A.H.M. “A Wide-

Tunable Translinear Second-Order Oscillator”, IEEE Journal Of Solid-State Circuits, 
Vol. 33, No. 2, February 1998 pp.195-201 

259 



IWCIT’03 
 

Cylinder Pressure Based Engine Knock Detection Using the 
Wavelet Transform 

Jerzy Fiołka 
Institute of Electronics, Silesian University of Technology, Gliwice, Poland 

fiolka@boss.iele.polsl.gliwice.pl 

Abstract: Knock in spark ignition engines is an undesirable mode of combustion, 
producing sharp pressure pulses associated with a vibratory movement of the charge. This 
phenomenon is a major problem limiting the development of efficient and powerful 
engines. The paper includes a detailed description of the method employing the wavelet 
transformation in the solution of knock detection problem in spark ignition engines  

1 Introduction 
Modern engine control systems are developed to reduce fuel consumption and exhaust gas 
emissions while maximizing power generation. The ability to improve engine performance is 
limited by the knocking phenomenon. Abnormal combustion, commonly known as knock or 
detonation, occurs when the last part of the unburned gas mixture ignites spontaneously 
(autoignites) and burns very rapidly. Extremely rapid release of the chemical energy results in 
sharp increase of pressure and temperature, producing a shock wave. This shock wave excites 
vibration of the engine block at a characteristic frequency that is dependent on the dimension 
of the combustion chamber and on velocity of sound in the gas in the cylinder [1]. The 
pressure curves with the corresponding engine block vibration signal of a knocking and non-
knocking cycle are shown in Fig. 1. Knock is undesirable both from a customer acceptance 
viewpoint (uncomfortable metallic noises) and also can damage the cylinder wall and the 
piston surface. Detecting knock and controlling ignition timing (advancing the spark increases 
the knock intensity and retarding the spark decreases the knock) to allow an engine to run at 
the knock threshold optimizes the engine torque, exhaust emissions and fuel economy. 
 

  
Fig. 1 Cylinder pressure and engine block vibration signal versus crank angle traces of cycles 

with (a) normal combustion and (b) knock combustion.  
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2 Knock detection 
Knock-detection methods can be grouped into different categories according to the physical 
quantity they use to detect knock phenomenon. 
 

2.1 Methods based on engine block vibration analysis 
One of the effects of knocking combustion is vibration of the engine structure. The vibrations 
generated in the combustion chamber are transmitted to the engine mechanical structure and 
can be measured via an accelerometer installed on the engine block. The signal received by 
sensors is contaminated by sources other than knock (e.g. mechanically induced vibration, 
noise inducted by the exhaust or inlet valve closing impacts) which increases the difficulty of 
detection. Fig. 1 shows the engine block vibration signal along with a pressure trace recorded 
during a non-knocking cycle (a) and knocking cycle (b). The effectiveness of this method 
decreases significantly at high engine speeds where the signal-to-noise ratio is low. For this 
reason, some knock detection systems are shut off above 4000 RPM [2]. Moreover, the 
engine’s operating characteristics change over time, which could change the magnitudes of 
the signal and disturb knock detection. Thanks to low-cost accelerometers available, the 
method described above is very popular.  
 

2.2 Methods based on gas ionization analysis 
An alternative to the accelerometers is the ionization sensor. The main advantage of this 
method is a possibility of using a conventional spark plug as a sensor. The combustion of air-
fuel mixture inside the cylinder produces ions and free electrons. A DC voltage (150...250 V) 
applied between the electrodes during the part of the engine cycle where it is not used for 
ignition generates an ionization current containing information about the combustion process. 
Fig.1 shows an example of the current signal and measurement systems. Unfortunately, the 
ionization current is influenced by many parameters such as temperature, spark plug 
geometry, sensor location, air-fuel ratio, fuel octane number, EGR (Exhaust Gas 
Recirculation) rate, which made the interpretation of the ion sense signal extremely difficult 
[3]. In addition, a correlation between the ionization current and cylinder pressure is not 
always high, reducing the effectiveness of the knocking detection system. Apart from knock 
detection, the ionization current measurement systems are also employed in the misfire 
detection, cam phase sensing and pre-ignition detection [4]. 

Ignition
timming

Voltage source
+

current
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Ionization
current

Ionization
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Fig.2  Ionization current signal vs. crank angle for one cycle (a) and ionization current 
   measurement system (b) 
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2.3 Methods based on cylinder pressure analysis 
One of the fundamental variables that is used to characterize the combustion process is the 
cylinder pressure. The direct measurement of instantaneous pressure allows extraction of the 
pressure fluctuations, which are the direct effect of knock. Nowadays, in cylinder flush 
mounted (e.g., Kistler 6121) and spark plug mounted (e.g.,Kistler 6051) piezoelectric-quartz 
pressure sensors are commonly used in laboratory tests for engine and fuel development. The 
benefits of pressure information for engine control are well known [5], [6]. However, 
commercial implementation of this method is hindered due to the lack of a cost-effective, 
reliable and durable sensor. Currently, Toyota is the only manufacturer that uses pressure 
sensors in production engines [6].  In contrast to piezoelectric-quartz devices, a fiber-optic 
sensor with the proven lifetime of at least 20000 hours and a projected price of 7$ to 9$ meets 
all requirements for production car applications [7]. The fiber-optic sensor consists of a 
sensing head with a metal diaphragm exposed to pressure, a fiber-optic cable and a signal 
conditioner containing all optical and electronics components (Fig. 3). The intensity of the 
reflected light is proportional to the pressure due to deflections of the diaphragm. Next, the 
ASIC controls light intensity,  amplifies and produces output voltage range from 0.5 V to 5 V. 

LED

Photodiode

Fiber Optic Cable

Signal Conditioner

Sensing
   Head

A
SI

C

Fig.3  Schematic sensor block diagram 

3 The wavelet analysis 
The knock detection method proposed in this paper is based on the wavelet analysis of 
pressure signal [8]. The wavelet transforms (WT) have become very popular in the past two 
decades for applications such as time-frequency analysis, image and video compression, noise 
removing, and signal feature detection [9]. The most attractive features of the WT are the 
multiresolution property and time-frequency localization ability. 
 

3.1 Continuous Wavelet Transform 
The Continuous Wavelet Transform (CWT) of a signal  is defined by the integral : )(tf
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where ψ  is a fixed function called “mother wavelet”, that is well localized both in time and 
frequency, “a” is the scale parameter and “b” is the translation parameter.  
The main disadvantages of the CWT are heavy redundancy and computational complexity. To 
overcome this problem Discrete Wavelet Transform (DWT) has been introduced.  
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3.2 Discrete Wavelet Transform (DWT) and Fast Algorithms 
In practice, CWT can only be computed on a discrete grid of points. By adding restrictions on 
the sampling parameters a, b as well as on the choice of the wavelet, it is possible to remove 
the redundancy in the representation of the signal  by means of CWT [10]. In addition, 
under these restrictions, there exists a fast algorithm for computing DWT that requires only 
digital filtering with Finite Impulse Response filters and downsampling operation. This 
algorithm, so-called Fast Wavelet Transform (FWT) or Mallat’s algorithm is in fact a 
classical scheme known in the signal processing community as a subband coding. Fig. 4 
illustrates the FWT for three-level wavelet decomposition.  

)(tf

2gn

2hn

f[n]
CD1

2gn

2hn

CA1

CD2

CA2

 Fig. 4  A three-level wavelet decomposition  
 
The discrete signal  is first passed through a low (h][nf n) and high (gn) pass filters associated 
with the mother wavelet function. After filtering, half of the samples are eliminated by means 
of downsampling by 2. Thus, the first level of decomposition divides the spectrum of the 
input signal into a lowpass and highpass band, resulting in the approximation coefficients 
CA1 and detail coefficients CD1. Next, the lowpass filter output is filtered once again for 
further decompositions and so on. 

4 The detection algorithm 
The two-level wavelet decomposition of the pressure signal (256-sample long signal sampled 
at 50 kHz) using db2 wavelet for a knocking and non-knocking cycle is shown in Fig. 5. 
 

 
Fig. 5 A two-level wavelet decomposition of the pressure signal in the case of the normal 
combustion (a) and knocking combustion (b) 
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4.1 Knock window 
The pressure fluctuations caused by end-gas autoignition generally occur shortly after top 
dead center (TDC) during the expansion stroke (see fig.1). In order to reduce the volume of 
the data to be processed, the detection algorithm is run only during the crank angle window 
from TDC to 50 degrees after top dead center (ATDC).  
 

4.2 Knock intensity calculation 
The fundamental definition of knock intensity (KI) is extremely difficult [1]. The most 
popular measure of KI is the maximum peak-to-peak value of band-pass filtered pressure, the 
mean square value of band-pass filtered pressure, the integral of the absolute value of the first 
derivative of band-pass filtered pressure [11]. The detection algorithm presented in this paper 
develops the knock metrics defined as follows: 

x

k
k

d E

d
E

∑
=

2
,1

1
 (3)  

x

k
k

d E

d
E

∑
=

2
,2

2
 (4) 

where  is the energy of the pressure signal, - detail coefficients at level 1 and 2, 
respectively. 

xE kk dd ,2,1 ,

Expressions (3) and (4) provide information on the ratio of energy present in the detail 
coefficients at level 1 and level 2, to the total energy of the signal. The growth of the 
amplitude of the detail coefficients is a direct result of the pressure oscillation caused by 
knocking combustion (see Fig. 5). Thus, the knock metrics defined by the formula (3) and (4) 
are very useful to knock detection. Table 1 shows the calculated knock intensities for normal 
combustion, light knock and heavy knock. 
 
Table 1 Values of the knock intensity 

 Normal combustion Light knock Heavy knock 
1dE  1.2697⋅10-5 4.8710⋅10-4 3.6001⋅10-3 

2dE  8.9757⋅10-6 7.6593⋅10-5 3.3563⋅10-4 
 

5 Conclusions 
In this paper a method employing the wavelet transformation in the solution of knock 
detection problem in spark ignition engines is presented. The following conclusions can be 
drawn from the study: 
 
1. Pressure signal decomposition via Fast Wavelet Transform provides an effective approach 

to knock detection. 
2. The amplitude of the detail coefficients at level 1 and level 2 is a useful measure of the 

intensity of knock. 
3. Knock metrics defined by the formula (3) and (4) provide a very precise measure of knock 

intensity. 
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4. Because of the low computational requirements for Fast Wavelet Transformation, the 
proposed knock detection method is appropriate for low-cost, microcontroller based 
engine control system. 

5. In order to verify the method, a knock database of about 37 000 cycles was used. 
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Simulation of OFDM System 

Marcin Kucharczyk 
Institute of Electronics, Silesian University of Technology, Gliwice, Poland 
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Abstract: This paper presents the simulation of an OFDM system in matlab environment. 
Simulation enables testing of transmission quality in the presence of background noise and 
channel distortions like impulsive noise and multipath propagation. Parameters of OFDM 
modulation like: FFT size, cyclic prefix length, size of QAM constellation on each channel 
can be changed. Forward error correction and channel estimation procedures are 
implemented. 

1 Introduction 
This article is a continuation of work presented in [1]. Simulation of OFDM (Orthogonal 
Frequency Division Multiplexing) was created for testing influence of modulation parameters 
on system performance. It was created especially for testing coding schemes, equalization and 
synchronization algorithms. Fundamentals of OFDM modulation were presented in [1].  
 
This kind of modulation is preferred for data transmission in high distorted environments like 
wireless communication or power line communication (PLC). OFDM is used by wireless 
devices meeting 802.11a and 802.11g standards requirements and by HomePlug 1.0 devices 
for communication over power lines. New HomePlug Powerline Alliance standard – 
HomePlug AV – announced in February 2003 (provided completion of specification in late 
2004) will be based on OFDM too. Transmission over power lines is the main area of authors’ 
research. 

2 Program description 
Simulation program was created in a matlab script language with the use of functions from 
Signal Processing and Communication toolboxes and tested in MathWorks MATLAB 
environment. Results obtained from the first version of this simulation program were 
presented in [1]. Scripts were rebuilt and improved and new version is described below. 
Working diagram of program is presented in Fig. 1. 

2.1 Channel model 
Signal transmitted by a power line channel is highly distorted by noise and signal reflections 
because of physical structure of a power distribution system. Model of the channel frequency 
response is calculated from the frequency response of a real channel measured by spectrum 
analyzer. The FIR filter coefficients are the result of calculation – idea of creating model is 
presented in materials from PLC symposium [2, 3]. Description of the method of creating FIR 
model from the amplitude response used in the program can be found in [1]. 
 
Signal generated by OFDM transmitter is filtered by a channel model and distorted by 
a random noise signal. Gaussian or uniform noise can be added to transmitted signal. 

2.2 Transmitted data 
Data for transmission can be generated by the rand function or can be read from file. Data are 
read/generated in small packs and coding/transmission/reception is made sequentially. As a 
result, required simulation time for this method is slightly longer than for matlab scripts 

267 



IWCIT’03 
 

written without any loops, but program is not limited by the system memory. After simulation 
transmitted and received data are compared and BER (Bit Error Rate) is calculated. 
 

 
 
Fig. 1 Block diagram of simulation program 
 

2.3 OFDM frame structure 
One frame of a transmitted signal is built from a given number of OFDM symbols. Any size 
of frame (number of symbols per frame) can be used. Number of used channels is determined 
by the size of FFT used in computation. Size of cyclic prefix is independent from other 
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variables, but should be tuned with the length of impulse response of modeled transmission 
channel. 
 
Data on each OFDM channel are QAM modulated. Different constellation size can be used on 
every channel – useful size depends on SNR (Signal to Noise Ratio) on each channel. It is 
possible to turn off the most distorted channels. 

2.4 Data encoding 
Transmitted data can be encoded to minimize BER when SNR is constant. Two types of error 
correction coding were used: Reed-Solomon block coding and convolutional coding with 
Viterbi decoder. Incoming data (8-bit symbols) are grouped in blocks and additional number 
of parity symbols are added in RS encoder. 
 
Before IFFT operation in OFDM transmitter bit data are encoded in convolutional coder. 
Different code rates and different encoding matrices of convolutional codes can be used. Data 
are decoded in Viterbi decoder with hard decisions after FFT operation in receiver. Encoding 
matrices of convolutional codes were taken from [4]. 

2.5 Generated reports 
During calculation and after it different results can be obtained from the program. Main result 
of simulation is achieved BER and the number of transmitted/corrupted data. Error 
distribution on each channel is shown and can be compared with channel frequency response. 
Frequency response of channel and signal frequency characteristics can be plotted. Signal and 
noise power and SNR are calculated. Progress of simulation is shown on the screen and time 
of simulation is calculated. 

3 Results of simulation 
Program was written for testing basic parameters of transmission system with OFDM 
modulation and as a base for future research. New functions and modules will be added if 
required. Some of already obtained results are presented below. 

3.1 Noise and OFDM modulation 
It does not matter for OFDM system whether the transmitted signal is distorted with a 
Gaussian or a uniform white noise as the multicarrier modulation system like OFDM is little 
sensitive for signal distortions in time domain. In a frequency domain white noise has the 
same level on each channel. In PLC environment noise level is higher for lower frequency 
channels. 
 
Table 1  SNR required for BER=10-4 in OFDM system without coding 

Constellation size QAM QAM-16 QAM-64 QAM-256 
Required SNR / Eb/N0 11.5 / 11.5 dB 19.1 / 16.1 dB 26.5 / 20.5 dB 34.4 / 25.4 dB 

 
Noise level – more precisely SNR – on each channel limits QAM constellation size used on it. 
If SNR is too small, constellation size should be first decreased and if it does not help 
transmission channel should be turned off. Required SNR for different constellations are 
presented in table 1 (Eb/N0 – for system with all channel used and without cyclic prefix (1)). 
 
It should be also noticed, that the kind of transmitted data is also important for an OFDM 
transmission system. Transmission of blocks with only ones or zeros gives after IFFT 
operation signal with mean value near to 0, but momentary signal power varies in a high 
range. If transmitted signal is a random data stream then the mean value after IFFT is still 0 
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and the momentary signal power varies in a narrow range aroud the mean power level. As 
a result scrambler should be used in the transmitter and the receiver. 

3.2 Forward error correction 
Without using of FEC (Forward Error Correction) errors always can occur in a transmitted 
data stream. FEC algorithms can find and eliminate corrupted data, at the cost of lower 
transmission speed, which mainly depends in OFDM system on signal sampling speed (used 
bandwidth), on constellation size on each channel and the ratio of the number of used 
channels to the maximum number of channels (limited by FFT size). Cyclic prefix length and 
code rate of used FEC algorithm decrease speed too. 
 
Efficiency of coding schemes was estimated by value of coding gain parameter at BER = 10-4. 
Simulation gives results as SNR, but Eb/N0 ratio can be calculated by equation (1): 

( )
max

0

1

2 FFT Gb
N

i
i

N NE k SNR
N b

=

⋅ +
= ⋅

∑ n
⋅

 (1) 

where: NFFT – size of FFT, NG – size of cyclic prefix, bn – number of bits per channel, Nmax – 
number of available channels (in baseband system Nmax = NFFT/2 – 1) and k/n – code rate. 
Some obtained results for different constellation size and parameters of applied codes were 
presented in table 2. Results in the table are still far away from the Shannon limit, so an 
improvement is still possible.  
 
Table 2  SNR required for BER = 10-4 and coding gain of different coding schemes in OFDM 
system with coding (CC – convolutional code, RS – Reed-Solomon code) 

 QAM QAM-256 
Coding scheme Required SNR Coding gain Required SNR Coding gain 

CC (1/2, mem=3) 7.0 dB 1.5 dB 28.6 dB 2.8 dB 
CC (1/2, mem=12) 4.9 dB 3.9 dB 24.4 dB 7.0 dB 
CC (2/3, mem=6) 6.8 dB 3.1 dB 27.8 dB 3.6 dB 
RS (255,223) 8.4 dB 2.5 dB 30.5 dB 3.3 dB 
RS (255,247) 10.1 dB 1.2 dB 32.5 dB 1.7 dB 
CC(1/2) + RS(255,223) 3.8 dB 4.1 dB 23.8 dB 7.0 dB 

 

3.3 Channel equalization 
Before decoding QAM symbol on each channel data should be corrected by the factor 
depended on channel characteristics. System with a flat channel amplitude frequency response 
needs only phase equalization if detected frame start is slightly moved from the real frame 
start. Amplitude correction is needed in a fading channel. Additional data are required to 
compute equalizer parameters. Whole frame, one OFDM symbol or only some of all used 
channel can be used for channel equalization and data correction. 
 
Even if the transmission channel in the whole used frequency range has a complicated 
characteristic it is almost flat for each narrow band. As a result equalizer coefficients Keq can 
be easily computed as: Keq = R(f)/T(f), where R(f) – received data and T(f) – known 
transmitted data. In simulation equalizer coefficients can be obtained from one OFDM 
symbol or from the whole frame. Second method gives more accurate results (noise is lower 
because of data averaging) and is useful for making a decision concerning both constellation 
size used on each channel and channel excluding. For phase and amplitude corrections 
equalizer data are computed from the first symbol of each OFDM frame. 
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4 Summary 
Presented program enables testing OFDM transmission system in different conditions. 
Parameters can be changed in a wide range and it is possible to add new procedures and 
functions if they are needed. Memory requirements do not limit program usage. Computation 
time depends mainly on time required for encoding/decoding algorithms.  
 
Future research will be focused on testing optimized coding schemes in transmission system 
with channel modeled from real power line environment. Disturbances and high signal 
distortions limit used frequency range in PLC systems. Signal level is limited by emissions 
standards [6, 7]. Standard codes are useful, but they are often too redundant or they are 
responsible for unacceptable delays in transmission. Specific parameters of power line 
transmission channel should be used in creating an effective coding scheme. 
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Abstract: In this paper a model for the anonymous transport protocols will be introduced. 
Based upon this model certainty will be determined than an observer can trace back 
delivered messages to their senders, this way compromising anonymity. Building on this 
model the source-hiding property will be defined, which acts as a numerical measure for 
anonymity. Finally requirements will be given both for the channel implementing the 
anonymous transport protocol and for the senders to have a given upper limit for the 
certainty of the observer, thus providing guaranteed level of anonymity. 

1 Introduction 
Anonymous transport protocols (such as MIX-net [1] or Onion Routing [2] [3]) established 
the ground of sending anonymous messages. They aim to guarantee that no delivered message 
can be traced back to its sender independently from lower network layers. Research of such 
protocols is currently under way but their theoretical analysis and description is not complete. 
 
For the use case of the here-described scenario we chose an anonymous medical consulting 
system. Patients ask their questions the respective doctors via anonymous e-mails. Task of the 
anonymous transport protocol is to deliver the questions to the appropriate doctor, so that the 
message cannot be traced back to the patient. Doctors answer the questions in a public forum, 
for instance on a web site. Could the anonymity be compromised, then one could conclude 
from the asked questions to the illnesses and symptoms of the patient, which we want to 
prohibit, especially when sensitive topics (e.g. sexual, narcotic problems) are handled.  
 
Of course anonymous transport protocols may also be used for other purposes as well, they 
could be applied in anonymous electronic election systems, in anonymous on-line shopping or 
simply in electronic mailing. The above example, where both the questions and the answers 
from the doctors will become public and only the identity of the patient is secret illustrates 
pretty well  the analyzed requirements for anonymity. 
 
For description of such protocols the model of the PROB -channel will be introduced. It will 
be analyzed what conclusions a passive observer can draw by only knowing public 
parameters and timing of events (sending & delivery). Based on the model the source-hiding 
property will be defined, which can act as a numerical measure for anonymity. Finally 
requirements will be introduced in order to limit the certainty of the adversary observer and to 
ensure a given level of anonymity. 

2 Model of the PROB-channel 
Consider a channel between the senders of the messages (in our example the patients) and the 
recipients (the doctors). This channel is responsible for providing anonymity for the patients, 
thus it implements the anonymous transport protocol. In the paper — if not otherwise 
specified — a PROB-channel is assumed. 
                                                 

 The acronym PROB stands for passive, real-time, observable, black-box. 

272 



Section 5 – Telecommunications 
 
 
Model of the PROB-channel comprises the following criteria: 
• The channel is passive, as its operation is not affected by properties and distribution of 

incoming messages, i.e. network delay has static distribution. 
• The channel is real-time, thus messages will be delivered before a message-invariant 

maximal delay. 
• All input and output of the channel is observable, so an observer can detect all incoming 

and delivered messages [4]. 
• The channel is black-box, since it is analyzed as a whole, internal implementation is not 

considered. The observer cannot see what happens to the messages inside the channel and 
how they are encoded and delivered. 

• We furthermore assume that messages passing through the channel are equally sized and 
properly encrypted, thus an observer can only draw conclusions from the timing of the 
messages, content does not provide information. Since this condition can easily be 
satisfied it does not mean restriction to practical implementations. 

2.1 Description of the Environment 
Let S denote the set of senders, R the set of recipients, and M the set of messages. Let S(mi) 
denote the sender of message mi, R(mi) the recipient of message mi, whereas tS (mi) the time of 
sending of message mi and tR (mi) the time if delivery of message mi. According to our patient-
doctor example, R is the set of patients, S the set of doctors and M is the set of questions. The 
system operates in continuous time, thus events cannot happen at the same time (no parallel 
entry into the channel). Time of transporting the message from the sender to the channel and 
from the channel to the recipient will not be considered. This simplification does not 
substantially affect the conclusions drawn.  

2.2 Specification of the Channel 
The channel delivers messages from senders to recipients. No messages are born inside the 
channel and messages won't be dropped by the channel. An incoming message from its sender 
will be delivered to its recipient after a delay with the following properties: 
• the delay δ is a probability variable with a given f (δ ) density function, δ = tR – tS, where δ 

is message- and time-invariant; 
• the channel will deliver all messages before a predefined, message- and time-invariant 

maximal delay δmax (time-to-live) and after a predefined, message- and time-invariant 
minimal delay δmin, thus ])()([ maxmin δδ <−< iSiRm

mtmt
i

∀  (see Figure 1). 

δ

f( )δ

δmin δmax  
Figure 1 – Distribution function of the delay δ 

 
Therefore channel C can be characterized by the parameters f (δ ), δmin, δmax.  

2.3 Message sending 
In the following we assume that sender sa∈S, sa = S(mi) sends a message mi∈M to recipient 
rb∈R, rb = R(mi). Message mi enters the channel in the encrypted form αi := ES (rb, mi) at time 
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tS (mi) = tS (αi), whereas it will be delivered to the recipient in the form βi := ER (rb, mi), 
encrypted with a different key, at time tR (mi) = tR (βi) (see Figure 2). 

channel
(static delay
distribution)

αi

mi

βi

mi

E R m mS i i[ ( ), ] E R m mR i i[ ( ), ]

encrypted message:
(common fixed size)

original message 
from sa

encrypted by another
key than αi

original, delivered 
message to rb  

Figure 2 – Message sending through the channel  
 
We assume furthermore that ES and ER are perfect encryption functions, thus αi can only be 
decrypted by the channel, while βi can be decoded by only rb. 

3 The Observer 
Let us now analyze what are the possibilities of a passive observer in this model. Such an 
observer can only eavesdrop encrypted messages, he cannot decrypt them (unless sent to him) 
nor can he modify, delete, replay or delay  messages. Aim of the observer is to match 
delivered messages (βi) with their senders — or at least guess the link with good probability 
— and so get a good assumption who communicates with whom. 

3.1 Knowledge of the Observer 
We assume that the observer can eavesdrop all ends of the channel, this way he knows all sent 
encrypted messages and their time of sending, all delivered encrypted messages and their time 
of receipt. He also knows the parameters and the environment of the channel. Thus he is in 
the possession of the following information: 
• environment (S, R) and parameters (f (δ ), δmin, δmax) of the channel; 
• εS := {αi := ES [S(mi), mi]}, ϑS := {tS(αi)} — sent messages and their time of sending; 
• εR := {βi := ER [R(mi), mi]}, ϑR := {tR(βi)} — received messages and their time of receipt. 
 
Let Ψ denote the history of the system given by the following parameters: C, S, R, εS, εR, ϑS, 
ϑR. In the following we assume that the observer knows the full history Ψ of the system and 
he can perceive all the observable properties during the whole operation of the system. As we 
will see, the probability that a delivered message can be traced back to its sender, can even in 
this case be limited. According to our example, aim of the observer is to find out, which 
patient asked which question.  

4 Confidence of the Observer 
Let a specific history of the system be Ψ . In order to evaluate, 
which sender sent which message, for each encrypted delivered message  and for each 
sender  a probability  can be determined. If the observer knows the history 
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 Note that besides the traditional manipulation techniques an attacker can also delay messages in order to 

compromise anonymity. We will see that this might be a successful attack method against passive channels. 

274 



Section 5 – Telecommunications 
 
The observer naturally looks for the most probable source where ****** ,,, max:

ΨΨ
=

lklk ss
PP

ββ
.  

In order to back-trace the messages to their senders the observer calculates the probabilities 
(1) and marks the most probable sender as the potential real sender of the message in 
question.  
 
The following sets need to be defined for simplifying upcoming equations. Let **,Ψkβ

µ  denote 

the set of encrypted sent messages , which might left the channel as  (2) considering the 

properties of . Furthermore let 
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4.1 Global Back-tracing 
In order to compute the probabilities in (1) the obvious and optimal solution would be to 
perform a global back-tracing, thus the observer would try all possibilities and choose the 
most probable one. 
 
In order to do this, one has to generate all possible match combinations (the gi-s) of sent and 
received messages (4). A match ||21 *
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After having all match combinations , based upon their probabilities the observer can 
calculate (1) as follows (where  and ):  
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Unfortunately this approach is exponential by the number of messages and thus ineffective for 
practical use.  

4.2 Local Back-tracing 
Performs the observer the delivered message  sender matching for each delivered message 
independently, then the following equation gives the probability (1) that  is the sender of 
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Since only local back-tracing is feasible especially for larger sets of messages, in the 
following we assume a locally back-tracing observer for the drawn conclusions. 
Unfortunately originating from its local aspect, local back-tracing can overlook important 
correlations. 
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5 Source-Hiding Property 
History Ψ = (C, S, R, εS, εR, ϑS, ϑR) of a system is source-hiding with parameter Θ if the 
observer cannot assign a sender to any delivered message βk with a probability greater than Θ: 

Θ≤∀ Ψ∈ ,k
Rk

Pβεβ
 (7) 

6 MIN/MAX Property 
In order to be able to limit the possible value of equation (6) influencing the source-hiding 
property even in the worst case, restrictions have to be applied for the intervals between 
message sending. First, summation in the numerator has to be performed on the smallest 
possible set. In order to achieve this, senders cannot send more than one message in a given 
time interval. Second, summation in the denominator has to be performed on the greatest 
possible set. In order to achieve this, senders have to send at least one message in a given time 
interval. (If it is otherwise not achievable, senders have to send empty (so called dummy) 
messages to randomly chosen recipients.) 
 
Considering the above limitations, history Ψ = (C, S, R, εS, εR, ϑS, ϑR) of a system possesses 
the MIN/MAX property with parameters τmin, τmax (τmin ≤ τmax), if it holds that no sender sends 
more than one message within a time interval τmin (8) and all senders send at least one 
message in a time interval τmax (9). 
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Where 
jls αξ ,  is the set of sent encrypted messages, which were sent by sender sl maximal τmin 

after sending αj (10) and 
jls αζ ,  is the set of sent encrypted messages, which were sent by sl 

maximal τmax after sending αj (11). 
)})]()(([))()(())((|{: min, τααααααξ α <−∧>∧== jSiSjSiSliis ttttsS

jl  (10) 
)})]()(([))()(())((|{: max, τααααααζ α <−∧>∧== jSiSjSiSliis ttttsS

jl  (11) 
If these conditions hold, for the probabilities (1) assigned to any delivered encrypted message 
and sender, a message-invariant upper limit  can be given (12), and thus the source-hiding 
property can be guaranteed (assuming τ

ΨP̂
max ≤ [δmax – δmin]): 
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,
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ˆ

i iqi

i iqi

qfS

qf
PP

k

ττ

ττ
β  (12) 

Where 



 −

=∆
max

minmax
max τ

δδ  and 



 −

=∆
min

minmax
min τ

δδ . 

7 Optimum — Uniformly Distributed Delay 
In the best case — while doing the back-tracing — the observer can only pick randomly for a 
delivered message from those who sent a message in the relevant time frame (δmin – δmax). Is 
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the distribution f (δ ) of the delay in a channel uniform (between δmin and δmax  f (δ ) = fmax, 
otherwise zero), then with a history Ψ = (C, S, R, εS, εR, ϑS, ϑR) for all delivered encrypted 
messages βk the following equation holds: 

Ψ

Ψ

Ψ =
,

,,

,

max

k

lk
l

k

ssP
β

β

β µ

η
 (13) 

If Ψ has the MIN/MAX property with parameters τmin, τmax (τmax ≤ [δmax – δmin]), then the 
upper limit in (12) can be brought into a simpler form: 

min

max

max

min
, ||||

ˆ
τ

τ
β ⋅

≈
∆⋅

∆
==Θ≤ ΨΨ SS

PP
k

 (14) 

If Ψ also fulfills the condition τmin = τmax (τmax ≤ [δmax – δmin]), meaning that each sender sends 
messages with a period exactly τmin = τmax, then the history of the system reaches the global 
optimum and the observer has to pick the sender for each delivered encrypted message 
randomly from all senders (from S): 

||
1ˆ

, S
PP

k
≈=Θ≤ ΨΨβ  (15) 

Interpreting these in our example, with uniformly distributed delay the observer does not 
achieve anything by eavesdropping, he has to pick randomly from the patients who asked 
questions in the relevant time frame. If the patients satisfy the MIN/MAX conditions as well, 
then the level of anonymity can even be controlled exactly. 

8 Conclusion 
In this paper the model of the PROB-channel was introduced. Assuming a passive observer 
we analyzed what conclusions could be drawn based solely on observation of the timing of 
events and the parameters of the channel. In the model the source-hiding property was 
introduced, which acted as a numerical measure for anonymity. Finally we introduced 
methods for limiting possibilities of the observer and even to achieve global optimum. 
 
In further research it should be evaluated how the conclusions will be affected if the perfect 
encryption is downgraded to only a practically strong one. Analysis is needed if the black-box 
channel is opened and the observer can gain information from inside the channel. Finally it 
should be investigated what an active attacker can accomplish against the here described 
model and how the PROB-channel should be extended to successfully protect against active 
opponent (supposingly by becoming an active channel, dynamically reacting to the 
distribution of actual message arrivals).  
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Abstract: In the paper, the dependence of electromagnetic energy absorption in the human 
body on its tissue composition was investigated. The results of numerical simulation, based 
upon the use of the FDTD method, of electromagnetic energy absorption by human body 
and different tissue complexity numerical human body phantoms with reduced degrees of 
complexity were present. The objective of this paper is to find the limit on reduction in 
human body tissue complexity, without taking a risk of underestimated SAR (Specific 
Absorption Rate) value. 

1. Introduction 
Rapid growth in wireless mobile communications, especially in cellular technology, has 
increased public concern about possible risks from the electromagnetic (EM) energy emitted 
by mobile and portable transmitting devices that operate in wireless communications services. 
It is widely accepted that biological hazards due to radio frequency (RF) exposure result 
mainly from a temperature rise in tissue. Based on this common recognition, safety guidelines 
for protecting portable telephone users from RF exposure have been issued in various 
countries. In the frequency range of mobile communications, the physical unit used to define 
the safety limits of the major international and national safety standards around the world is 
the Specific Absorption Rate (SAR). SAR can be expressed in terms of the induced electric 
field strength or the temperature rise in tissue by: 

dt
dTcE

dm
dPSAR === 2

ρ
σ                                                                                               (1) 

 
where E is the root-mean-square value of the induced electric field strength, dT/dt the 
temperature rise, ρ  the tissue density, σ the dielectric conductivity and c the specific heat 
capacity. SAR limits are defined for whole-body averaged as well as for local absorption. In 
the case of local absorption the so-called spatial peak SAR limit is averaged over a given 
volume in order to distinguish between non-hazardous strong local heating and possible 
hazards caused by the exposure of greater volumes of tissue. For example, [3] defines a 
spatial peak SAR value of 1.6mW/g and an averaging volume of 1g cube-shaped tissue mass, 
whereas [1] defines a limit of 2mW/g and averaging volume of 10g of tissue mass of any 
shape. [2] and [4] require spatial averaging over 10g of cube-shaped tissue mass. The defined 
SAR limits are not only volume averaged but also time-averaged values. The time averaging 
introduces the relationship between absorbed power and induced heat. 

It is very difficult to measure the SAR directly in a living human, and thus dosimetry 
is forced to relay on computer simulation with numerical human models, or experimental 
simulation with phantoms. The fundamental properties of matter that determine the response 
to an electric field are the dielectric properties (relative permittivity ε and conductivity σ). 
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They are also the main properties that should be known for all components of numerical and 
physical phantoms and they should be similar to those of corresponding tissue. The dielectric 
properties of tissue are highly frequency dependent, moreover, at any given frequency 
different tissue have different properties. These properties have been evaluated for most body 
tissues and comprehensively reported in [8]. The role of numerical dosimetry in the 
standardization process has been important. The effect of different kind of variables, for 
example size and shape of the human head phantom, the dielectric properties of tissue 
equivalent liquids and the position of the phone, have been evaluated by numerical 
simulations, to produce a measurement standard that provides reliable information about 
Specific Absorption Rate. Physical phantoms developed along broadly similar lines to their 
numerical counterpart. Early experimental investigations made use of simple homogeneous 
phantoms of the human body. Most homogeneous full-body models assume the electrical 
constant of 2/3 muscle as the electrical characteristics. 2/3 muscle is a tissue whose electric 
constant is 2/3 times that of muscles that are high water content tissues. This is based on the 
fact that the ratio of high water content tissues to low water content tissues is 2/3. The 
development of heterogeneous phantoms started in the late eighties [5] but progressed rapidly 
in the past couple years with the development of a 900MHz five tissue-type head and hand 
phantoms for dosimetry of mobile communication hand-sets. 

The objective of this paper is to investigate the role of tissue complexity of numerical 
human body phantoms in the spatial-peak SAR assessment and to find the limit on reduction 
in human body tissue complexity, without taking a risk of underestimated Specific Absorption 
Rate (SAR) value. 

2. Method and base model “man” 
The Finite-Difference Time-Domain (FDTD) technique is currently the clearly leading 
technique for exposure assessments. To implement FDTD algorithm the problem space is 
subdivided into small (volume) cells each with an assigned conductivity, permittivity and 
permeability. Each cell is given initial values for its electric and magnetic field components: 
at each subsequent time step these are updated taking account of the previous values and 
those of its neighbours, using the update equations [6]. 

  

a) VHD human body model        b) base model man    c) SAR identification area 

   

Fig. 1: Voxel human body model, its modified version – base model man and the SAR  
identification area.  
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By discretizing space into a number of voxels, and by assigning each voxel the corresponding 
permittivity and conductivity, this method adopts very well to human models, and offers great 
flexibility in modelling the heterogeneous structures of anatomical tissues and organs. 
The human body model has been obtained from a tissue-classified version of the “Visible 
Human Data” VHD data set [7] developed at Brooks Air Force Base Laboratories. The body 
model has 3-mm resolution, a total height of 190cm, total weight of 105kg and 39 different 
types of tissues/organs have been evidenced.  

Most of the papers are focused on dosimetry in the human head for portable 
telephones. Recently increased popularity of hands-free sets has raised concern about the 
direct irradiation of user’s trunks by operating mobile units held in carrying case fixed to 
waist or held in pocket. The original model from VHD was not suitable to consider hands-free 
effects because of the model’s hands that cover most of abdomen. To eliminate this weak 
point of the VHD model number of voxels represented hands, from elbows to tips of fingers, 
was removed (see Fig. 1b). Modified VHD model was called base model man. 

3. Reduced tissue complexity models 
Six different tissue complexity numerical human body phantoms with reduced degrees of 
complexity were derived based on model man. All six models have outer shape the same like 
base model man. Tissue complexity was chosen by taking into consideration the layered 
structure of human body irradiated by a normally incident plane wave and the attenuation of 
the wave propagating in biological tissue. The numerical phantoms (models) can be described 
as follows: 

Model s was created by assigning the whole base model man to one tissue type - skin. As a 
result the heterogeneous model man became the homogeneous and assumed electrical 
constant and density of skin. 

Model sf was created by assigning all tissue (except skin) of base model man to one tissue 
type – fat As a result the heterogeneous model man became the two-tissue model with an 
outer skin layer, with thickness equal to skin layer in base man model, and inner fat layer. 

Model sfm was the result of assigning all tissue (except skin and fat) of base model man to 
one tissue type – muscle. The heterogeneous model man became the three-tissue model with 
an outer skin layer, middle fat layer and inner muscle layer. 

Model 23mus was a counterpart of model s and was created by assigning the whole base 
model man to one tissue whose electric constant is 2/3 times that of muscles.  

Model sm was created by assigning all tissue (except skin) of base model man to one tissue 
type – muscle. 

Model sms was the result of assigning all tissue (except skin and muscle) of base model man 
to one tissue type – skin. The heterogeneous model man became the three-layered model with 
an outer skin layer, middle fat layer and inner skin layer. 

4. Results 
Numerical calculations have been performed for models placed in free space (εo,µo) irradiated 
with plane-wave. The electrical component of incident plane-wave (E=1 V/m) was parallel to 
long axis of the exposed model and was propagated in ventral-to-dorsal direction. Each model 
was processed at three frequencies: 450 MHz, 900 MHz, and 1800MHz. 
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For each frequency SAR distribution as 
well as local-peak SAR values were 
calculated using FDTD method. The 
increase in field strength at sharp corners 
of the peripheral cells of cut off hands 
caused the SAR to be on higher level. To 
avoid false local-peak SAR values only 
trunk area of was taken under consideration 
(see Fig. 1c). The percentage differences 
between local-peak SAR values for all 
numerical phantoms and local-peak SAR 
value obtained for base man model are 
shown on Fig. 2. The 1.5% overestimation 
of the maximum local-peak SAR value for 
the sfm model with reference to this value 
obtained for base man model points that 
this three-tissue model very well emulates 
more tissue complex man model. The 

remaining models (except sf model) show underestimation about 60%. Since the density of 
most biological tissues is generally close to 1g/cm3, 1g of tissue equates to a cube of 1cm in 
length and 10g of tissue equates to a cube of 2.15cm in length. The mass averaged spatial 
peak SAR values were derived by shifting a cube of 3x3x3=27 (3-mm voxels) or 7x7x7=343 
(3-mm voxels) over a trunk region, calculating SAR averaged over each cube and searching 
for the position where this value is at a maximum. This is the relaxation of the definition in 
the standard require averaging over 1g or 10g tissue, but is much easier to compute [9].  

 

Fig.2 : The percentage differences between 
local-peak SAR values for all 
numerical phantoms and local-peak 
SAR value obtained for base man 
model 

In Figs. 3 and 4 SAR values averaged over 1g and 10g tissue for various human body 
models are compared. The result basically confirm the conclusions of that the local-peak SAR 
for sfm model. The comparison of the results obtained for three frequencies suggest that three-
tissue sfm model is highly suited to be used in compliance tests for mobile equipment 
operating in the vicinity of trunk.  

Fig.3 : The percentage differences between 
SAR values averaged over 1g for all 
numerical phantoms and averaged 
SAR value obtained for base man 
model 

Fig.4 : The percentage differences between 
SAR values averaged over 10g for all 
numerical phantoms and averaged SAR 
value obtained for base man model 
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The overestimation of the averaged spatial peak SAR values is small when compared to the 
largest value obtained by the other numerical phantoms. Unfortunately construction of the 
physical counterpart of sfm numerical phantom is very difficult. This is because of complex 
inner structure of this model. 

Figs. (5-6) depict sagittal (x=98) and coronal (y=45) views through the midline of the man 
models revealing calculated normalized SAR values for most characteristic models exposed 
to 450, 900, and 1800 MHz when the field was propagate in the ventral-to-dorsal direction. 

5. Conclusions 
In this paper, the dependence of electromagnetic energy absorption in the human body on its 
tissue composition has been studied. The exposure has been analysed using FDTD method. 
The results obtained for six different human body models have been compared with results 
derived for anatomical heterogeneous human body model “man”. The comparison of the 
results obtained for three frequencies suggest that three-tissue (skin, fat, muscle) sfm model is 
highly suited to be used in compliance tests for mobile equipment operating in the vicinity of 
human trunk. The limit on reduction complex inner structure of this three-tissue model, 
without taking a risk of underestimated SAR (Specific Absorption Rate) value, will be the 
subject of further study. 
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man 450MHz 
 

man 900MHz man 1800MHz 

   

s 450MHz s 900MHz s1800MHz 

   
 

 
 

SAR W/kg/mW/cm2 
 

Fig. 5: Sagittal (x=98) and coronal (y=45) views through the midline of the man and s  models 
revealing calculated normalized SAR values resulting from exposures to 450, 900, and 
1800MHz when the field was propagate in the ventral-to-dorsal direction. 
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sfm 450MHz 
 

sfm 900MHz  sfm 1800MHz 

   

23mus 450MHz 23mus 900MHz  23mus 1800MHz 

   
 

 
 

SAR W/kg/mW/cm2 
 

Fig. 6: Sagittal (x=98) and coronal (y=45) views through the midline of the sfm and 23mus  
models revealing calculated normalized SAR values resulting from exposures to 450, 900, 
and 1800MHz when the field was propagate in the ventral-to-dorsal direction. 
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Abstract: Electromagnetic scattering and radiation problems involving three-dimensional 
perfectly conducting bodies of arbitrary shape can be dealt by means of the method of 
moments (MM). Under this type of formulation, the structure geometry is usually modeled 
either as a wire mesh or as a surface subdivided into discrete planar patches. This paper 
briefly presents procedure for applying MM: derivation of the appropriate integral equa-
tion (IE), conversion of the IE into a matrix equation, solving the matrix equation and ob-
taining the parameters of interest: input impedance, radiation pattern and far-field. Some 
numerical results obtained by means of method of moments for wire and triangular surface 
patch model are also presented in this paper. 

1 Introduction 
In the computational electromagnetic (CEM) the analysis of complex structures can be ac-
complished using various numerical methods. The most notable approaches for treating radia-
tion and scattering problems use integral equation formulations for current density in conjunc-
tion with the method of moments (MM). Under this type of formulation, the object under in-
vestigation may consist of a collection of conducting bodies and wires. For numerical pur-
pose, the body surface is modelled using discrete planar patches (surface patch model) or wire 
mesh (wire-grid model). Both approaches have been successfully used in solving many prob-
lems. In radiation problems, far field pattern and input impedance/admittance usually are cal-
culated. However, in scattering problems, monostatic or bistatic scattering (radar) cross sec-
tion are mostly desired. The wire mesh geometry is easily specified for computer input and 
only one-dimensional integrals need to be numerically evaluated. However, both approaches 
give good results, in wire-grid modelling approach obvious difficulty is in interpreting com-
puted wire currents as equivalent surface currents. These difficulties can be overcome by sur-
face patch modelling. In this paper procedure for analysing an arbitrary configuration of con-
ducting body and wires is presented. Because triangular patches are the simplest planar sur-
faces, the triangular patch modelling approach is used to represent arbitrary body surface ge-
ometry. 
In general, there are many forms of integral equation (IE). For time-harmonic electromagnet-
ics, depending on the field involved in the first step (the electric field or the magnetic field) 
the integral equations are, generally, categorized as electric field integral equation (EFIE) and 
magnetic field integral equation (MFIE). This paper presents procedure based on the EFIE 
formulation, which enforces the boundary conditions on the tangential electric field. Principal 
advantages the EFIE formulation are that the EFIE approach is valid for both closed or open 
surfaces and it allows voltage and load conditions to be easily specified. However, algorithm 
based on the EFIE formulation must be developed carefully to ensure both the accuracy and 
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numerical stability, because the resulting integral equation contains both a singular kernel and 
derivative operators.  

2 Electric Field Integral Equation (EFIE) 
Consider a perfectly electric conducting (PEC) body in a homogenous open space character-
ized by the permittivity ε  and permeability µ . The body surface is denoted by  with unit-
normal vector . The body is illuminated by an incident field 

S
n̂ ( , )i iE H (Fig. 1a). 

a) b) 

 
 
 
 
 
 
 
Fig. 1 a) PEC body in homogeneous medium characterized by ( , )µ ε  illuminated by

incident field ( )i iE ,H  b) the electromagnetic equivalent model of the original st
ture and its field 

 
The incident field induces a surface current on the conductor  and this current, in turn, radi
the scattered field ( )s sE ,H . The tangential component of total electric field ( iE = E +
vanishes on the PEC body surface (boundary condition)  

tan( ) =i sE + E 0.

,

  
The scattered electric field may be expressed in terms of the electrodynamic potentials, he

tan tan( ) ijω + ∇Φ =A E  
where magnetic vector potential 

,
4

jkR

S

e dS
R

µ
π

−

′= ∫A J  

electric scalar potential 
1 ,

4

jkR

S
S

e dS
R

σ
πε

−

′Φ = ∫  

and ′=R | r - r |  is the distance between a observation point  and a source point r
2 /k π λ=  where λ  is the wavelength. The surface charge density Sσ  on is related to

surface current through the continuity equation 
S

 1
S j

σ
ω

= − ∇ ⋅ J ,S  

where ∇  denotes the surface divergence operator. S

Equation (2) with (3), (4) and (5) constitutes the electric field integral equation for the 
known surface currents [6], [3]. The integral equation can be derived from a model tha
the electromagnetic equivalent to the structure under consideration and its fields. The P
body is replaced by the mathematical surface , which coincides with what was formerly
surface of the PEC body (Fig. 1b). Equivalent electric current on  is identical to the sur
current on the body [6]. In general, the electric field integral equation does not have anal
solution and a numerical approach is required. Equation (2) can be solved following the

J

S
S

286 
 an 
ruc-

ates 
)sE  

(1) 
nce 

(2) 

(3) 

(4) 

′r , 
 the 

(5) 

un-
t is 
EC 
 the 
face 
ytic 
 nu-



Section 5 – Telecommunications 
 
merical procedure known under the generic name of the method of moments, which is general 
technique for solving integral equation. Finding surface currents is the main task of the MM 
solution.  

3 Method of Moments 
Equation (2) has the form of 

 L( ) =f g  (6) 
where  is a known linear operator, L g  is a known excitation function, and f  is the unknown 
function to be determined. In this case  is the integrodifferential operator, L g  is the tangen-
tial component of incident field, and f  is the unknown surface current. The unknown quan-
tity is expanded in terms of a set of linearly independent known functions nf . These functions 
are referred to as basis or expansion functions [2],[5]. Hence, f  is approximated by finite 
series 

1

N

n
n

α
=

≈ ∑ nf f  (7) 

where nα are unknown coefficients to be determined. Substituting (7) into (6) and using the 
linearity of the operator reduces (7) to L

1

( )
N

n
n

Lα
=

≈∑ nf g  (8) 

Expansion of (8) leads to one equation with unknowns. To determine the N nα , it is neces-
sary to have linearly independent equation. Next step in the method of moments is so 
called testing procedure, briefly described as follows. The  unknown coefficients in the 
expression are found by enforcing  weighted averages of the integral equation to be valid. 
Doing this, (8) takes the form of   

N
N

N

1
1 2, ( ) , , , ,

N

n m n m
n

w L f w g m Nα
=

= =∑ K  (9) 

where ,a b  is an inner product, and  are the weighting (testing) functions [2], [5]. This 
transforms the integral equation into a system of  simultaneous linear algebraic equations. 
In matrix form, (9) can be expressed as 

mw
N

[ ][ ] [ ]mn n mZ gα =  (10) 

where [ ]mnZ  is the N N× matrix referred to as the generalized impedance matrix, [ ]nα  is 

a column vector of the coefficients in the expression that have to be determined, and [ ]mg  is 

the excitation vector. Once [ ]mnZ  and [ ]mg  are known, solution (10) yields the set of un-
known coefficients by standard techniques of matrix algebra. Substituting the nα  into (7), we 
obtain approximation of the surface currents. Once the current distribution is known, parame-
ters of interest such as field patterns, input immitance or radar cross-section, etc., can be nu-
merically calculated. 
 
Crucial to the formulation is the development of a set of special subdomains basis function. In 
this approach, we use three sets of basis functions, which may represent the current on bodies, 
wires and in the vicinity of wire-to-surface junctions. Therefore, expansion functions are de-
fined on: pairs of adjacent linear segments, pairs of adjacent triangular patches and junctions 
(Fig. 2). Basis functions suitable for representing currents induced on wires and bodies are  
 

287 



IWCIT’03 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

Fig. 3 Basis functions associated 
with segments and patches

Fig. 2 Typical wire/surface configuration 

 
shown in Fig. 3. Basis functions associated with junctions are combinations of functions 
cific for segments and patches [1]. 

4 Numerical results 
Numerical results for wire and surface problems modeling are presented in this section. 
merical examples are given illustrating the calculation of current distribution, input ad
tance and far field patterns.  
The first example is depicted in Fig. 4. A 1.0λ bent square plate is illuminated by a norm
incident plane wave. The geometry of the object under investigation and polarization of e
tric field are shown in Fig. 4b. The numerical results were obtained from  triangular  72

 
 

a) b)
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Fig. 4 a) Distribution of dominant component of current on bent plate; b) geometry of 

bent square plate and polarization of incident electric field 
 
patches model of the plate. The bend is parallel to and located a distance of one-third the p
width from one edge. The plate is bent through an angle of 50° toward the shadow side of 
plate. Fig. 4a illustrates the dominant component current distribution along the principal
(A-A) through the symmetry plane of bent square plate. The results are compared with th
calculated by Glisson [3]. Obtained results are in good agreement with reference calculatio
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Fig. 5 a) Distribution of current on 0 05. λ  radius circular disk; b) geometry of circular disk 

and polarization of incident electric field 
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Fig. 6 a) Input admittance as a function of frequency for a monopole attached to the squar
plate; b) geometry of object under investigation 

 
Second example is shown in Fig. 5. A 0.05λ radius circular disk is illuminated by a norm
incident plane wave. The results of computations derived from  triangular patches mo
of the circular disk. The geometry of the object under investigation and polarization of elec
field are shown in Fig. 5b. Fig. 5a illustrates the current distribution along a cut A-A of ci
lar disk. The results are compared with the quasi-static solution. The resulting current di
bution show good correspondence with those found in literature [3]. 

64

 
Fig. 6b shows the geometry of a monopole attached to the center of a flat plate and fed at
attachment point. The length of the edge square plate is m. The monopole is orien
normally to the plate, its length and radius are  m and  m, respectively. The
merical results were obtained from 10  linear segments and  triangular patches mo
Fig. 6a shows input admittance as a function of frequency for the considered object. Obtai
results and, for comparison, results calculated by Hwu and Wilton [1] are also shown. 
tained results are in excellent agreement with those found in literature. 

0 914.
0.0 421. 0008
200

 
Finally, a dipole, whose arms are attached at the center of the endcaps of a circular cylin
as depicted in Fig. 7b. The dipole length and radius are 0 5. λ  and 0 007. λ , respectively. 
cylinder diameter is 4/λ , its height 2/λ . Object under investigation consist of 20 segmen
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(two arms) and 320 patches. The radiation field pattern is depicted in Fig. 7a. As one can
serve, the obtained results are in excellent agreement with the pattern calculated by Hwu 
Wilton [1]. 
 

5 Summary  
The electric field integral equation (EFIE) combined with the method of moments is use
develop a simple and efficient numerical procedure for treating problems of scattering 
radiation by arbitrarily shaped PEC objects. For numerical purposes the objects are mod
by planar triangular patches and linear segments in free space. In detail, numerical aspect
constructing the solution are discussed in [1] and [4]. Numerical results, which include c
parisons with calculations found in the literature, are obtained using written computer 
gram based on discussed approach. All results are in good agreement with reference calc
tions. Presented examples illustrate the versatility, accuracy and efficiency of the metho
moments used for this purpose. 
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Fig. 7 Radiation field pattern for dipole whose arms are attached at the center of the end-
caps of a circular cylinder 
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Effect of microwave dispersion on SAR distribution in 
the human body 

 

 Tomasz Topa 
Politechnika Śląska w Gliwicach 
ttopa@boss.iele.polsl.gliwice.pl 

 

Abstract: In this paper, the results of numerical simulation of the effect of microwave 
(MW) dispersion on SAR distribution in human body are presented. The analysis is based 
upon numerical FDTD simulations employing anatomical, heterogeneous human phantom. 
To incorporate frequency dispersion into FDTD method, the 4-term Cole-Cole dielectric 
model of tissues are employed. The 4-term Cole-Cole equation is used to predict the di-
electric behavior of tissues over the desired frequency range. As is shown, the reduction of 
the parameters of given model simplify the FDTD computational algorithms but also may 
produce some unexpected results.  

1 Introduction 
Over the last decade significant advances have been made in telecommunication industry. 
There are new, mobile, close-body working devices that make use of electromagnetic fields in 
the frequency range from 100 MHz to 10GHz. Rapid diffusion of telecommunication systems 
results in an increasing public concern about the health implications of the use of microwave 
(MW) devices. In the frequency range of interest, the primary biological effect of electromag-
netic fields is the heating of tissue resulting from the absorption of electromagnetic en-
ergy [1]. Consequently, the limits in safety guidelines and standards [1], [2], [3] are based on 
the well-known effect and fixed in order to avoid thermal damage of tissue. The relevant mac-
roscopic measure, which links the electromagnetic field with the thermal response inside the 
biological tissue, is the specific absorption rate (SAR). The SAR in the body is calculated ac-
cording to [11], [14] 

ρ
σESAR

2
1

=  (1) 

where σ and ρ are conductivity and density of the tissue, respectively and E describes local 
value of electric field. Distribution of E field inside human body can be calculated using 
a finite-difference time-domain (FDTD) method. The FDTD technique is direct solution 
method for Maxwell’s curl equations [5], [6] 

E
t

H
×∇=

∂
∂

− µ  (2) 

EH
t
E σε −×∇=
∂
∂  (3) 

where µ and ε are the magnetic permeability and the electric permittivity, and σ is the electric 
conductivity of the tissue, respectively. Expressing (2) and (3) in scalar form yields the sys-
tem of six coupled scalar equations equivalent to Maxwell’s curl equation in three-
dimensional rectangular co-ordinate system (x, y, z). These six scalar equation system are 
next represented in a discrete form, both in space and time, employing a second order ap-
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proximation resulting from the Taylor series expansion. The sampling in space is a sub-
wavelength (sub-λ0) resolution set by the user to properly sample the highest spatial frequen-
cies thought to be important in the physics of the problem. Typically, 10-20 samples per λ0 
are needed. The sampling in the time is selected to ensure numerical stability of the algorithm. 
Overall, FDTD technique is marching-in-time procedure that simulates the continuous actual 
electromagnetic waves in a finite spatial region by sampled-data numerical analogous propa-
gating in a computer data space. Time-stepping continues as the numerical wave analogous 
propagate in the space lattice to casually connect the physics of the modelled region. 
The standard FDTD algorithm centres the E and H components in three-dimensional space 
such that every E component is surrounded by four circulating H components and every H 
components is surrounded by four circulating E components [6]. This provides a simple 
model of three-dimensional space – the cubical cell, with resolution of 1mm3, 2mm3 or 3mm3, 
characteristic for SAR calculations. The computational domain is thus obtained by stacking 
this base cells into a large problem space. The resulting finite difference expressions for the 
time and space derivative used in the curl operators are central in nature and second-order ac-
curate. 
In the simplest case the FDTD method employing spatially varying, but frequency-
independent permittivity and conductivity to model inhomogeneous materials. For biological 
materials the standard FDTD algorithms need to be modified, and a special model of disper-
sive media have to be created. To incorporate frequency dispersion into FDTD method, the 4-
term Cole-Cole equation, describing dielectric properties of the tissues has been employed. 
With a choice of parameters appropriate to each tissue, a 4-term Cole-Cole equation could be 
used to predict its dielectric behaviour over the desired frequency range. The parameters of 
the model have been adjusted to correspond to a close fit between the model and the most 
comprehensive data set available for the particular tissue [7]. However, in some frequency 
ranges a proposed 4-Cole-Cole model may not affect the SAR distribution in human body. 
Then some simplification of the model may be done. If the elimination process of the Cole-
Cole components is proceeded, it is expected to produce more efficient and less complicate 
FDTD computational algorithms. 
The investigation presented in this paper is divided into two parts. First, the relations between 
the Cole-Cole parameters and dielectric properties of the tissue are described. Next, the SAR 
distribution is determined inside the human body, for complete and incomplete Cole-Cole di-
electric permittivity model of tissues by means of numerical calculations.  

2 Method and models for analysis   

2.1 Human model 
For the numerical investigation of the SAR distribution, a three-dimensional voxel model of 

man with a resolution of 3 mm3 is used. 
This model – computer phantom - devel-
oped by Visible Human Data (VHD) [8] 
and provided by American National Li-
brary of Medicine, carries information 
about parameters of 39 tissues, and it is 
widely use for numerical calculation of 
SAR distribution in human body [11], 
[12], [13]. The model has been processed 
in the far-field conditions at three fre-
quencies (450, 900 and 1800 MHz) and 
illuminated by incident plan wave. Orien-

a) b)

Fig. 1 
Representation of the two orientations
examined: a) front; b) back.  
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tation of the man model is defined by the incident-field vectors: E (electric field measured in 
V/m); H (magnetic field measured in H/m); and K (direction of propagation) – typically paral-
lel to the long axis of the body. In this paper the cross-dorsal direction of propagation is con-
sidered. Detailed description on different orientations is presented in Fig. 1.  
As mentioned, the calculations of the electromagnetic field inside the anatomical, heterogene-
ous model of the human body are carried out using the FDTD method [5], [6]. In this study, 
a software implementation of the FDTD method developed in Brooks US Army base is used 
[9]. 

2.2 Dielectric model of tissues 
The frequency dependence of the permittivity of the tissues is described by the 4-term Cole-
Cole equation [7] 

∑
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∆
+=−=
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where εr(ω) is a relative complex permittivity, ε  is a permittivity of free space, ω is a radial 
frequency (rad/s) of the applied electric field, j       , and ε∞, ∆εm, ωm, αm and σi are the pa-
rameters describing dielectric properties of the ti

1−

On the spectrum of the dielectric properties of 

phoretic relaxation, describing live cells
a potential difference resulting from selectiv

Fig. 2 Representation of permittivity and cond
of muscle as a function of frequency. T
major relaxation regions α, β and γ, are d

2) β region (radio frequency region) –  result
branes due to the Maxwell-Wagner effect, 
geneous structure shows frequency-depend
differ from those of the constituents of the 
or dead tissue that has not undergone signif
sent). 

3) γ region (microwave frequency region) – re
cules, particularly water, and extends from a

The curves in Fig. 3 show that at frequencies o
zone barely changes the dielectric properties of
a SAR distribution in human body can be calc
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ssue. 
cell suspensions and tissues, three major dis-

persion zones can be defined: α, β 
and γ, respectively. Fig. 2 shows 
how the permittivity and conduc-
tivity relates to frequency for 
a typical tissue (i.e. muscle), and 
decreases in a nonlinear fashion 
because of the degraded reso-
nances. In interpreting these rela-
tionships it becomes possible to 
relate the particular dispersion 
zones to the physical structure or 
characteristic of the tissue. As 
stated previously, these zones are 
characterized by three regions, 
described as follows [4]: 
1) α region (low frequency re-

gion) – producing by counte-
rion relaxation and electro-

 with intact membranes able to maintain 
e section of ions across the cell membrane. 

uctivity
he three
efined.

ing from the build-up of charge at cell mem-
or interfacial polarization where an inhomo-
ent dielectric and conductive properties that 
mixture. These properties characterize living 
icant autolysis (i.e., there is still structure pre-

sulting from a dipolar rotation of small mole-
bout 100 MHz to about 20 GHz.  
f 450, 900 and 1800 MHz, the α dispersion 
 the tissues. This means that in first attempt 
ulated without considering the α dispersion 
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region. The elimination of the par-
ticular dispersion region will be 
achieved by modifying any of the 
Cole-Cole parameters. In this in-
vestigation, the following chan- 
ges of the Cole-Cole parameters 
are considered: elimination of the 
first component of the sum – 
called γ change, elimination of the 
second component of the sum – 
called β change, elimination of the 
third component of the sum – 
called α3 change and elimination 
of the fourth component of the 
sum – called α4 change. The 
elimination of the third and fourth 
component of the sum of equation 
(1) will be called α change. Ex-
cept two cases (i.e. α3- and α4-

change)
effects, 
tangent
duce ha
observe
fects ca
persion

1 – full model; 2 - only γ zone; 3 – only β and γ zones; 4 - only α 
and γ zones; 5 – only α and β zones; 6 – only α zone. 
Fig. 3 

2.3 SA
A proce
Firstly, 
a resolu
a resolu
plied be
is proce
a voxel 
node, a 
values b
the 21m
tissue w
averagi

3 Res
The SA
sity of 1
A 10g m
model f
size mo
and max
the tota
comple
Dispersion regions contribution on conductance
of muscle. 

, the exclusion of the specifying Cole-Cole parameters means that several bioelectrical 
normally observed in human body, are missed. Effecting α3-change the character of 

ial flow of ions across cell surfaces is altered. At low frequency range this pro-
sten loss permittivity effect. On spectrum of the dielectric properties of tissues, that is 
d as a greater changes in εr per every frequency step. For the α4-change two main ef-
n be perceived: the up-frequency movement and the space-size reduction of the α dis-
 region. 

R calculations 
dure for calculation of a 10g mass-averaged SAR has been calculated as follows. 
a cubical virtual object is produced with an evenly distributed 1kg mass and 

tion of 1 dm3. Then, from that object a 10g mass sub-object is selected with 
tion of 21.5 mm3.  Unfortunately the size of the given 10g cube can’t be directly ap-
cause of the voxel size of the phantom. In this case a virtual cube with size of 7 voxels 
ssed for any other SAR calculations. That size-modified cube is next moving with 
step in one of the following directions: x, y or z. Finally, in a given computational 
10g mass-averaged SAR value is calculated, dividing a sum of 343 (7x7x7) local SAR 
y the total mass of 343 voxels. In presented investigation none of an air inclusion in 
m3 cube is considered. It means that the averaging volume always is a perfect cubic 
ith no empty space. Results produced for any air inclusion (when the location of the 

ng cube isn’t perfectly into the inside of a body model) are ignored. 

ults and discussion 
R distribution inside the human body has been calculated for an incident power den-
,33x10-3 W/m (1,33x10-4 mW/cm2).  
ass-averaged SAR has been evaluated at all points of the given computer human 

or complete and incomplete Cole-Cole dielectric model of tissues. The 3mm3 voxel 
del has been processed for “front” and “back” orientation (see Fig. 1). The averaged 
imum SAR values for individual organs, the whole-body SAR value, and the value of 

l absorbed power in human body also have been evaluated. The results obtained for 
te Cole-Cole model will be called base SAR values. 
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At a frequency 1800 MHz and 
complete Cole-Cole model, the 
total power absorbed by the phan-
tom are: 6.775 W/mW/cm2 and 
7.023 W/mW/cm2 for “front” and 
“back” orientation, respectively. 
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When modification of the permit-
tivity values of tissues produces 
the α- and β-change, the whole-
body SAR and the total absorbed 
power values don’t alter. After γ-
change the greatest deviation be-
tween base and computed values 
of the whole-body SAR, total ab-
sorbed power, and 10g mass-
averaged SAR is observed at 450 
MHz. At the other frequencies 
(900, 1800 MHz), when changing 

pes t
s muc

1 – full model; 2 – α4 change; 3 – α3 change; 4 - α change; 8 –
mass sample.  

ig. 4

 doub
le vox

bsorp
ispers
to the

2 

1 – ful
change
ig. 5

he pr
ny di
one d
verag
 The SAR distribution in human abdominal cavity
region observed at frequency 900 MHz. 
the permittivity values of all tissue 
he whole-body SAR, total absorbed power, and 10g mass-averaged SAR don’t change 
h as at frequency 450MHz. 
le-dashed line in Figs. 4 and 5 represents mass changes of virtual cube after every sin-
el step. The results show (Figs. 4 and 5) that the proposed algorithm is very reasonable 

for 10g average mass calculations 
(ratios of mass changes remain 
within 20%). In the frequency 
range of interest, the penetration 
depth of the electromagnetic wave 
inside the human tissue is low, and 
significant heating occurs in the 
superficial regions of the body 
only. Therefore, three phantom 
building tissues are of special in-
terest, i. e., skin, muscle and fat. 
The investigation shows that about 
80% of the total absorbed power is 
observed in muscle and fat, and 
after α-change it is decreased to 
75%. After α-change Ptot value 
resulted lower than 20% when 
compared with original (base) 

l model; 5 – γ change; 6 – α3 and β change; 7 – α and β 
; 8 – mass sample.  

-
 The SAR distribution in human body at frequen
cies 900 MHz.
value. Normally, maximum power 
tion value from the incident field can be located in skin. The elimination of the α and β 
ion regions moves this hot top power absorption point deeper inside the human body, 
 first tissue layer under the skin (i. e. fat or muscle).  

esent work also shows that at frequency 1800 MHz the α3- or α4-change do not make 
fference to the SAR distribution in the human body. The elimination of α dispersion 
ecreases 10g mass-averaged SAR value by more than 8%. At frequency 900 10g mass-
ed SAR values alter higher than 20% for α4-change and 15% for α3-change, respec-
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tively. For any other dispersion zones modifications, the differences between computed and 
original SAR values become bigger.  

4 Conclusions 
This research examined the extent to which variation among in published permittivity values 
of biological materials influences SAR values (whole-body, 10g mass-averaged or localized 
in a particular target tissue). Made investigation contributes to understanding the SAR de-
pendence on variability in permittivity values and clearly demonstrates that any simplification 
of the Cole-Cole dielectric model of tissues can not be applied. The present work is also 
shown that in particular cases changes in permittivity values does not influence whole-body 
SAR and total absorbed power values, while localized SAR values are substantially affected 
by these variations.  
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structures made by ion exchange in glass 

Damian Kasprzak 
P.W.P.T. WASKO Sp. z o.o. 44-100 Gliwice, ul. Berbeckiego 6  
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Abstract: In the paper is presented technology of 1xN waveguide splitters based on 
multimode interference (MMI) structures made by ion exchange in glass. A method of 
modal field interference examination in MMI structures is proposed, using fluorescence of 
the substance covering the MMI section. The method enables direct observation of modal 
fields interference and allows to determine the propagation lengths of N-fold images for 
the given window width of MMI section and technological process parameters. Testing 
investigations are carried out for MMI structures made by K+↔Na+ ion exchange process 
in glass. Study of technology of  1xN waveguide splitters based on MMI structures made 
by ion exchange in glass are also presented.  

1 Introduction  
Multimode interference (MMI) structures have been for a few years subject to intensive 
studies [1,2]. Since early 1990s has been observed a development of integrated optics circuits 
using MMI structures based on step-index optical waveguides, and in particular systems 
based on semiconductor structures [2]. . In the paper [3] is shown the possibility of self-
imaging effects appearance in gradient-index waveguides produced by ion-exchange 
technology in glass.  The first application of MMI gradient-index structures made by 
Ag+↔Na+ was proposed in the paper [4].  
 
Gradient structures made by ion exchange in glass can be attractive for MMI technology. Ion 
exchange technique making use of multi-step diffusion processes, allows modal properties of 
the waveguides obtained which decide on intermode interference effects to be easily changed. 
 

2 Self-imaging phenomena  
 

MMI structure consists of single-mode waveguides 
(a) defining the input field E(x,y,0), a multimode 
section (b) where the mode fields interference 
effects are observed and single-mode output 
waveguides (c) of the input geometry – Fig.1. It is 
assumed for the interference section that it is 
multimode for the direction consistent with the 
section width (X) and single mode for the 
perpendicular direction (Y). In connection with it, 
only one-dimensional effects of modal fields 
interference appear. 

 
Fig.1 The scheme of MMI structure. 
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According to the theory for step-index wave guides [2], for propagation lengths z satisfying 
conditions:  

10
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where β0 and β1  denote propagation constants of two basic modes, N-fold images of the input 
field are formed: 

)exp()0,(1),,(
1

0
, q

N

q
q jyxxE

C
zyxE φ⋅⋅−⋅= ∑

−

=

 (2) 

situated round the points: 

1,...,1   dla      )2( −=⋅−⋅= Nq
N
WNqxq  (3) 

with the phase shifts: 
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which are an inherent feature of N-fold interference images. The dependences presented 
characterize the so-called general interference. It can be also shown [1] that for the input field 
position xin satisfying conditions: 

,...1,0     =⋅= i
N
Wixin  (5) 

some of the input field images overlap giving, in general, non-uniform field distribution at the 
output. Only for selected input field positions: 

3
2        ;        

3
        ;        

2
WxWxWx ininin
⋅

===  (6) 

self-imaging effects with uniform distribution of the energy of the field are observed. It is the 
case of so-called restricted interference – symmetric and paired, when mode fields are 
selectively excited - Fig.2. 
 

 
 
Fig. 2  BPM simulations in MMI section made in K+↔Na+ ion-exchange for window width 

60 µm and diffusion time - 1h. a – general, b – paired, c – symmetric interference. 
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Propagation lengths L for N-fold input field images for this cases of interference obey the 
relations: 

c)L(symmetri 4  L(paired) 3  L(general) ==  (7) 
 

3 Experimental method 
The investigated MMI sections are produced in the ion exchange process of K+↔Na+ in the 
time of 1h and temperature of 400°C in BK-7 glass. 
 
Diffusion is performed through the mask openings, in which, depending on the direction of 

erence can be observed [6]. The geometry and the 
exemplary micro-image of the designed single mask 
are presented in Fig.3. Widths WM  of the masks of 
MMI sections are 30, 39, 51, 60, 69 and 81 µm. 
 

excitation, symmetric or paired interf

vestigations of MMI structures are carried out in the 

 designed 

 

 

ig. 4  Experimental arrangement. 

he fluorescent substance produces lightening proportional to the energy of the excited 

In
arrangement described in the paper [4], shown in 
Fig.4. The MMI section in which the mode fields 
interference is observed excited from laser by the light 
of wavelength λ=0.63µm from single-mode fiber is 
covered with fluorescent substance by spin-coating. 
This substance is the Nile Blue “A” perchlorate 
suspension in PMMA [6]. 

Fig. 3 The geometry of the
mask and micro-image of the 
end of the mask. 

 

F

 
T
modes. Recording of successive sequences of mode field interference patterns, by CCD 
camera on PC, makes it possible to find the propagation lengths LN for N-fold images and to 
determine their dependences on the window width, and the polarization of guided light. 
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4 Experimental results 
The proposed method of investigation of MMI structures enables complete analysis of their 
properties. In Fig.5,6 are presented, for example, successive sequences of recorded mode field 
interference images for gradient index MMI section made by K+↔Na+ ion exchange for the 
window width 39µm and 60µm. The first MMI section guides 7 modes, and the second one 
11 modes. Sections are symmetrically excited by the field from single-mode fiber.  
 
The input field coming out from single-mode waveguide of the window width 5µm extends as 
a result of diffraction, achieving waveguide boundaries. Then, during successive reflections, 
the field matches to the mode structure and next an interference patterns evolution along the 
propagation length is observed. The quantity of N-fold input field images depends on the 
input field spreading and MMI section width. For narrower section distinctly visible are 1x4, 
1x3, 1x2 and 1x1 self-images marked in the interference pattern. In wider section, observation 
of 1x7, 1x6, 1x5 N-fold images is also possible. 

 
Fig. 5  The successive sequences of recorded mode field interference images for MMI section 

of the width 39µm symmetrically excited. 

 
Fig. 6  The successive sequences of recorded mode field interference images for MMI section 

of the width 60µm symmetrically excited. 
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5 Design of 1xN splitters 
The knowledge of the propagation length of two-fold images for fixed window width and 
technological process parameters of ion-exchange makes it possible to design basic elements 
of integrated optics – gradient index splitters and couplers NxM and 1xN. 
 
In Table 1 are shown geometrical parameters of masks applied to made 1xN symmetric 
splitters in ion-exchange technology. These parameters were designed with the help of 
presented investigations of gradient MMI structures. On the base of Table 1 1xN waveguide 
splitters were produced in the ion exchange process of K+↔Na+ in the time of 1h and 
temperature of 400°C in BK-7 glass. 
 
Table 1  Geometrical parameters of masks designed to made 1xN splitters  

MMI section width, µm 1xN MMI section length, µm distance between outputs, µm 
30 1x2 1140 14 
39 1x2 1660 16 

1x2 2580 20 51 1x3 1940 14,5 
60 1x3 2580 17 
69 1x4 2630 15 

1x4 3550 17,5 81 1x5 2960 14,5 
 

5.1 Testing examination of produced 1xN splitters 
Designed and produced gradient index 1xN MMI splitters were subjected testing 
examinations on experimental arrangement shown in Fig.2. In Fig.7. are shown exampled 
results of these investigations for presented MMI section width and length shown in Table 1.  

 
Fig. 7  The successive sequences of recorded mode field interference images for MMI 

splitters of the presented width symmetrically excited. 

 
In presented splitters introduced light is respectively distributed on 2, 3, 4 and 5 outputs. The 
best distribution is observed for 1x2 MMI splitter, which is the shortest of presented 
structures. 

301 



IWCIT’03 
 

6 Conclusions 
In the paper a method of visualization of the optical field propagation in multimode 
waveguides is presented. This method enables the direct observation of modal fields 
interference in MMI structures and allows to determine the propagation lengths of N-fold 
images for the given window width of MMI section and technological process parameters.   
 
On the base of it, investigations of gradient index MMI structures made by K+↔Na+ ion 
exchange were performed to be used in passive elements technology of integrated optics. 
Investigations concerned self-imaging effects of the input field for symmetrical interference. 
 
Using the self imaging phenomena gradient index splitters 1xN was designed and produced. 
Design of produce and testing examination of produced splitters was presented. 
 
As we can see MMI structures could be used to design basic elements of integrated optics – 
gradient index splitters and couplers NxM and 1xN having very good optical properties in 
which the splitting of the input field is effected within a small area. 
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Abstract: Existing interconnect technologies have failed to keep pace with computer 
evolution and the increased burden imposed on data servers, application processing, and 
enterprise computing created by the popular success of the internet. High-end computing 
concepts such as clustering, fail-safe, and 24x7 availability demand greater capacity 
to move data between processing nodes as well as between a processor node and I/O 
devices. These trends require higher bandwidth and lower latencies, they are pushing more 
functionality down to the I/O device, and they are demanding greater protection, higher 
isolation, deterministic behavior, and a higher quality of service than currently available. 
Among other things, in this aim InfiniBand Architecture (IBA) was proposed. 

1 Introduction 
Systems including many CPU’s, creator net with high transmission rate profit by popularity. 
One of the suggestions net architecture enabling these purposes is InfiniBand. InfiniBand 
utilize creating large-scale cluster, computer systems. Construction like this have majority 
of the biggest present supercomputers. But IBA application doesn’t limit to this one case. 
 

2 InfiniBand Architecture (IBA) 
IBA defines a System Area Network (SAN) for connecting multiple independent processor 
platforms (i.e., host processor nodes), I/O platforms and I/O devices (see Figure 1). The IBA 
SAN is a communications and management infrastructure supporting both I/O and 
interprocessor communications (IPC) for one or more computer systems [1]. InfiniBand 
Architecture can be used for creating small server with one processor and a few I/O devices 
or massively parallel supercomputer installation with huge number of processors and I/O 
devices. 
IBA permit concurrently communicate many devices with high bandwidth and low latency. 
An IBA System Area Network (from Figure 1) consists of processor nodes and I/O devices 
connected through an InfiniBand Architecture Switched Fabric (or simply fabric). Fabric is 
based at subnets serving by cascaded switches and routers. Different devices can 
communicate over multiple IBA port and can utilize multiple paths through the IBA fabric. 
Multiple paths and ports through network yield two profits: increased data transfer bandwidth 
and fault tolerance. 
An endnode device can mention very inexpensive I/O device (like single chip SCSI, ethernet 
adapters) or very complex host computers. 
The physical properties of the IBA interconnect support two predominant environments: 

• Module – to – module, as typified by computer systems that support I/O module add-
in slots 
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Fig. 1 InfiniBand System Area Network (IBA SAN) 
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• Chassis – to – chassis, as typified by interconnecting computers, external storage 
systems, and external LAN/WAN access devices (such as switches, hubs, and routers) 
in a data – center environment. 

These two environments are optimized with regard to bandwidth, distance and cost. 
The physical properties of the IBA are directly confused with two kind of adapters from 
Figure 1 including in subnet: 

• HCA – Host Channel Adapters – interconnected with multiprocessor CPU’s 
• TCA – Target Channel Adapters – net interface of I/O devices, establishing special 

computer systems 
Channel adapters are the IBA devices in processor nodes and I/O units that generate and 
consume packets. Number of these two types adapters in subnet is limited by switch 
largeness. Switches forward packets on the based on the destination address including 
in the packet’s local route header. Part of the header is consumed by switch to managing 
itself. 
The last elements of this architecture are routers. Connecting subnets between each other and 
passing packets is their task. In contradistinction to switches, routers don’t consume and 
generate packets (except management packets). 
All those elements: channel adapters, switches, routers and repeaters (repeaters are transparent 
devices extending the range of the link) in IBA System Area Network are interconnected 
through links. A link can be a cooper cable, an optical cable or printed circuit wiring 
on a backplane. Links and repeaters are not directly addressable but the link status can be 
determined via the device on each end of the link [1]. 
 

3 Communication 
The reliable transport mechanism depending on queuing of messages sended out/in between 
end nodes is provided by IBA switched fabric. The InfiniBand Architecture doesn’t specify 
content and meaning of these messages. It leaves for designers of end node devices. 
The queue of messages – work queues (WQ) – are always created in pairs, called a Queue 
Pair (QP). The first of them is for send operations and the second one is for receive 
operations. In general, the send work queue holds instructions that cause data to be transferred 
between the consumer’s memory and another consumer’s memory, and the receive work 
queue holds instructions about where to place data that is received from another consumer [1]. 
This standard specifies protection and error detection mechanisms, too. These mechanisms 
support bi-directional I/O legacy and communication needs or interprocess communication 
demands. 
 

4 The most important parameters 
The InfiniBand Architecture offers high transmission speed: fundamental bit rate in Dual 
Simplex mode equal 2,5 GB/s can be increased to 30 Gb/s by multiplication bandwidth (x12). 
Possible usage connections are both: conventional (copper) and optical. Individual connection 
at the net is established from the point of speed and width of the link [2]. 
Maximal transmission range is limited by high-speed transmission. Connection on the printed 
wiring boards can’t be longer than 50 cm, copper cable connection – 17 m, multimode optical 
cable – 300 m and single – mode optical cable – 10 km [3]. The limit of length connections 
on the printed wiring boards impose high constructional and mechanical limitations. 
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5 Conclusion 
It can seem that the InfiniBand Architecture run out in future. Offered by IBA possibilities 
enable on the one hand creating gigantic multiprocessors systems, on the other hand 
construction of elastic cluster systems. These last are easy to extension for example 
for developing e-business and different similar uses. 
IBA enables creating simple implementation like a single computer system, too. These type 
systems can be easy expanded for additional I/O units for scalable I/O capacity and 
performance, additional host node computing elements for scalable computing, replication 
of components for increased system reliability. 
The main advantage of the IBA isn’t high speed but new, advanced function of I/O system. 
Thanks to it InfiniBand Architecture is revolutionary structure that supports computers 
systems to keep up with the increasing customer requirement. 
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Abstract: This article describes InfiniBand Architecture (IBA). There are layers: physical, 
link, network, transport, upper layer protocols and components: switches, routers, channel 
adapters, repeaters in IBA. The architecture of layers and components is illustrated in this 
article. Aims and functions of layers and components are also included. 

1 Infiniband – Layered architecture 
Infiniband architecture is exhibited as a series of layers [2]. The protocol of each layer is 
independent of the other layers but each layer is dependent on the service of the layer below it 
and provides service to the layer above it. In Fig.1 we can see a infiniband architecture layers. 

 

 
 
Fig. 1 Infiniband Architecture – Architecture Layers  

 

1.1 Physical layer 
This layer specifies how bits are placed on the wire to from symbols. The physical layer 
defines also the symbols used for framing (i.e.,start of packet & end of packet), data symbols, 
and fill between packets (Idles). It enumerates the signaling protocol as to what constitutes a 
validly formed packet (i.e., symbol encoding, proper alignment of framing symbols, no 
invalid or nondata symbols between start and end delimeters, no disparity errors, 
synchronization method, etc.) [3]. 
 

1.2 Link layer 
This layer describes the packet format and protocols for packet operation (e.g. flow control 
and how packets are routed within a subnet between the source and destination). The link 
layer has got two types of packets: link management packet and data packet. The first type of 
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packets - link management packet - is used to train and maintain link operation. These packets 
are created and consumed within the link layer and are not subject to flow control. Link 
management packets are used to negotiate operational parameters between the ports at each 
end of the link such as bit rate, link width, etc. They are also used to convey flow control 
credits and maintain link integrity. Link management packets are never forwarded to other 
links. The second type of packets - data packet - are the packets that convey IBA operations 
and they consist of a number of different headers, which might or might not be present. 
 

1.3 Network layer 
This layer describes the protocol for routing a packet between subnets. The Global Route 
Header (GRH) is present in a packet that traverses multiple subnets. The Global Route Header 
identifies the source and destination ports using GID (Global Identifier) in the format of an 
IPv6 address. Routers forward the packet based on the content of the GRH. As the packet 
traverses different subnets, the routers modify the content of the GRH and replace the LRH 
(Local Route Header). But the source and destination GIDs not change and are protected by 
the ICRC field. Routers recalculate the VCRC but not the ICRC [3]. This preserves end to end 
transport integrity. Each subnet has a unique subnet ID, the subnet prefix. When combined 
with a port GUID (Global Unique Identifier), this combination becomes a port’s GID (Global 
Identifier). A node might have other locally administrated GIDs. The source places the GID 
of the destination in the GRH and the LID of the router in the LRH. Each router forwards the 
packet through the next subnet to another router until the packet reaches the target subnet. The 
last router replaces the LRH using the LID of the destination. 
 

1.4 Transport layer 
This layer is responsible for segmenting an operation into multiple packets when the 
message’s data payload is greater than the Maximum Transfer Unit (MTU) of the path. The 
transport portion of the packet delivers the packet to the proper Queue Pair (QP) and instructs 
the QP how to process the packet’s data. The QP on the receiving end ressembles the data into 
specified data buffer in its memory [3].   
 

1.5 Upper layer protocols 
As illustrated in Fig.2 IBA supports any number of upper layer protocols by various user 
consumers. 
 

 
 
Fig. 2 Infiniband Architecture – Upper Layers   
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Infiniband architecture also includes messages and protocols for certain management 
functions which are separated into Subnet Management (SM) and Subnet Service (SS). These 
management protocols have unique properties. The first management proocol (SM) is actually 
divided between the Subnet Manager application and the Subnet Management Agent (SMA). 
There only needs to be one subnet manager per subnet and it can reside in any node including 
switches and routers. SM uses a special class of Management Datagram (MAD) called a 
Subnet Management Packet (SMP) which is directed to a special queue pair (QP0). General 
Service Agents (GSA) actually consists of a number of management service agents as 
illustrated in Fig.3. Some of the services are optional. General sevices use a message format 
called a General Management Packet (GMP) which is a Management Datagram (MAD) and 
is normally directed to a special gueue pair (QP1) called the General Service Interface (GSI). 
In Fig. 3 each port has a QP1 and all GMPs received on QP1 are processed by the one of the 
GSAs [1].  
 

 
 
Fig. 3 Infiniband Architecture – General Services 

2 Infiniband – Components 
An infiniband architecture system consists of devices which are classified as: switches, 
routers, channel adapters, repeaters. The management infrastructure includes: subnet 
managers and general service agents. In Fig. 4 we can see a IBA-System area network. An 
IBA system area network consists of processor nodes and I/O units connected through an IBA 
fabric made up of cascaded switches and routers.  
 

 
 
Fig. 4 Infiniband Architecture – System Area Network.  
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2.1 Switches 
Switches in the main pass packets along based on the destination address in the packet’s local 
route header a switch also consumes and sources packets required for managing the switch 
itself. A switch port may incorporate the properties of a physical TCA port. IBA switches are 
the fundamental routing component for intra-subnet routing (inter-subnet routing is provided 
by IBA routers). Switches interconnect links by relaying packets between the links. Switches 
expose two or more ports between which packets are relayed. Every destination within the 
subnet is configured with one or more unique Local IDentifiers (LID). Packets contain a 
destination address that specifies the LID of the destination [1]. From the point of view of a 
switch, the destination LID represents a path through the switch. Switch elements are 
configured with forwarding tables. Individual packets are forwarded within a switch to an 
outbound port or ports based on the packet’s destination LID and the switch’s forwarding 
table. In Fig. 5a are illustrated IBA switch elements. 
 

 
 
Fig. 5 Infiniband Architecture   a) Switch elements  b) Router elements. 
 

2.2 Routers 
Routers (like switches) do not generate nor consume packets (except for management 
packets). They simply pass them along. Routers forward packets based on the packet’s global 
route header and actually replaces the packet’s local route header as the packet passes from 
subnet to subnet [1]. IBA routers are the fundamental routing component for inter-subnet 
routing (intra-subnet routing is provided by IBA switches). Routers interconnect subnets by 
relaying packets between the subnets. In Fig. 5b are illustrated IBA router elements. Routers 
expose one or more ports between which packets are relayed. Routers could be embedded 
with other devices, such as channel adapters or switches. Routers are not completely 
transparent to the endnodes since the source must specify the LID of the router and also 
provide the GID of the destination. 
 

2.3 Channel adapters 
Channel adapters are the IBA devices in processor nodes and I/O units. These devices 
generate and consume packets. Infiniband architecture includes two types of channel adapters: 
Host Channel Adapter (HCA) and Target Channel Adapter (TCA). The HCA supplies with a 
consumer interface providing the functions specified by IBA verbs. Infiniband architecture 
does not enumerate the semantics of the consumer interface for a TCA. A channel adapter is a 
programmable DMA engine with special protection features that allow DMA operations to be 
initiated locally and remotely. As illustrated in Fig.6, a channel adapter may have multiple 
ports.  
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Fig. 6 Infiniband Architecture – Channel adapter. 
 
Each port is assigned a LID or a range of LIDs. Each port has its own set of transmit and 
receive buffers such that each port is capable of sending and receiving concurrently. Buffering 
is channeled through Virtual Lanes (VL) where each VL has its own flow control. The 
channel adapter provides a Memory Translation and Protection (MTP) mechanism that 
translates virtual addresses to physical addresses and to validate access rights. The channel 
adapter provides multiple instances of the communication interface to its consumer in the 
form of Queue Pairs (QP) comprised of a send and receive work queue. A subnet manager 
configuree channel adapters with the local addresses for esch physical port. The entity that 
communicates with the subnet manager for the purpose of configuring the channel adapter is 
referred to as the Subnet Management Agent (SMA) [1]. 
 

2.4 Repeaters 
Links interconnect channel adapters, switches, repeaters and routing devices to from a fabric. 
Repeaters are transparent devices that extend the range of a link. Links and repeaters are not 
directly addressable but the link status can be determined via the device on each end of the 
link. 
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Abstract: The InfiniBand Architecture (IBA) defines a new standard interconnect 
technology for servers and network systems. This specification describes a first order 
interconnect architecture for processors nodes and I/O nodes to form a high performance 
system area network independent of the host operating system and processor platform. 
IBA switched fabric provides a reliable transport mechanism, where messages 
are enqueued for delivery between end nodes. IBA defines hardware transport protocols 
sufficient to support both reliable messaging (send/receive) and memory manipulation 
semantics (e.g. remote DMA) without software intervention in the data movement path. 
This article focuses on communication process in IBA architecture. 

1 Introduction 
The IBA network is composed of endnodes, switches, routers, and subnet managers 
interconnected by links. This high abstraction level is illustrated in figure 1 [1]. Endnodes 
might be processor nodes and I/O units. Each of them includes Chanel Adapter unit that 
terminates a link and executes transport-level functions. Endnodes are connected through 
an IBA fabric made up of cascaded switches and routers.  
 
“Channel adapter” is the term that identifies the hardware that connects a node to the IBA 
fabric (and includes any supporting software). The channel adapter for a processor node 
is called a “host channel adapter” (HCA) and a channel adapter in an I/O node is a “target 
channel adapter” (TCA). These IBA devices generate and consume packets that are 
receiving / transmitting via buffered ports from / to network links. The HCA provides 
a consumer interface providing the functions specified by IBA verbs (the semantics of 
the consumer interface for a TCA is not specify by IBA standard). Consumers are multiple 
independent processes and threads in system. Verbs are referred to semantic interface, which 
describe the functions necessary to configure, manage, and operate a host channel adapter. 

 
Fig. 1 IBA network components 
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2 Communication 
The foundation of IBA operation is the ability of a consumer to queue up a set of instructions 
that the hardware executes. This facility is referred to as a work queue. Work queues are 
always created in pairs, called a Queue Pair (QP), one for send operations and one for receive 
operations. In general, the send work queue holds instructions that cause data to be transferred 
between the consumer’s memory and another consumer’s memory, and the receive work 
queue holds instructions about where to place data that is received from another consumer. 
The other consumer is referred to as a remote consumer even though it might be located on 
the same node. 
The QP is the virtual interface that the hardware provides to an IBA consumer and it provides 
a virtual communication port for the consumer. The operation on each QP is independent 
from the others. Each QP provides a high degree of isolation and protection from other QP 
operations and other consumers. Thus a QP can be considered a private resource assigned to 
a single consumer. A consumer might consume multiple QPs. The consumer creates this 
virtual communication port by allocating a QP and specifying its class of service. 
Communication takes place between a source QP and a destination QP. 
 

2.1 Transport services 
IBA standard supports both connection oriented and datagram service. The IBA transport 
mechanisms provide multiple classes of communication services. When a connection 
end-point is created, that is, QP is created, it is configured to provide one of these classes 
of transport services: 

• Reliable Connection (acknowledged - connection oriented), 
• Reliable Datagram (acknowledged - multiplexed), 
• Unreliable Connection (unacknowledged - connection oriented), 
• Unreliable Datagram (unacknowledged - connectionless), 
• Raw Datagram (unacknowledged - connectionless). 

 
For connection oriented service, the QP is associated with exactly one other QP (that is one 
remote consumer) and all work requests (WR) posted to the QP results in a message sent to 
the established destination QP. In this case the QP context is configured with the identity of 
the remote consumer’s queue pair. The remote consumer is identified by a port and a QP 
number. The port is identified by a Local ID (LID) and optionally a Global ID (GID). 
 
Datagram operation allows a single QP to be used to send and receive messages to/from 
any appropriate QP on any node, QP is not tied to a single remote consumer. 
 
Raw Datagrams are similar to unreliable datagrams, except that the source QP does not know 
the identity of the QP that will receive and process the message. Raw datagrams allow for 
routers that forward raw datagram packets to non IBA destinations on a disparate fabric 
(such as a LAN or WAN) that has no equivalent of a QP. There are two types of raw 
datagrams, IPv6 and Ethertype. IPv6 raw datagrams contain a global routing header and 
the packet payload contains a transport protocol service data unit as identified in the global 
routing header. An Ethertype raw datagram contains an ethernet type field and the packet 
payload contains a transport protocol service data unit as identified in the ethernet type field. 
 
For acknowledged service, a QP returns response messages when it receives request 
messages. Response messages might be positive acknowledgment (ACK), negative 
acknowledgment (NAK), or contain response data. Acknowledged service is referred to 
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as reliable since the transport protocol guarantees uncorrupted data delivery, in order, exactly 
once. Unacknowledged service is referred to as unreliable because the transport protocol does 
not guarantee that all data is delivered. It does guarantee that all data is delivered at most 
once, and delivered data is not corrupted. Also there are certain cases where changes in fabric 
configuration might cause data to be delivered out of order. 
 

2.2 Communication stack 
The communication stack for IBA is illustrated in figure 2 [1]. The consumer posts work 
queue elements (WQE) to the QP, after this, the channel adapter detects the WQE posting and 
accesses the WQE. The channel adapter interprets the command, validates the WQE’s virtual 
addresses, translates it to physical addresses, and accesses the data. Then it creates a request 
message, segments the message into multiple packets if necessary, adds a transport header 
(sequence numbers, opcode, etc.). If the destination resides on a remote subnet the channel 
adapter adds a network header (source and destination Global IDs). The channel adapter then 
adds the local route header, calculates both variant and invariant checksums, and sends 
the packet out through the appropriate port. A packet is the unit of information that is routed 
through the IBA fabric. 
 

 
Fig. 2 IBA communication stack 
 
As the packet passes through switches, the switch may need to change the virtual lane and 
thus must replace the variant CRC with a new value but it does not touch the invariant CRC. 
If the packet passes through a router, the router changes the local route header and updates 
fields in the global route header, again updating the variant CRC but not changing 
the invariant CRC. Each switch and router moves the packet closer to its ultimate destination. 
 
When the destination receives a packet, the port logic makes validity checks (e.g., framing 
violations, disparity, illegal characters, alignment, packet sequence number, CRCs, etc.). 
The channel adapter associates the received packet with a particular QP and uses the context 
of that QP to process the packet and execute the operation. If necessary, the channel adapter 
creates a ACK response (acknowledgment), when for example packets were lost, of course 
a NAK response is created. This message is sent back to the originator. 
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When the originator receives an acknowledgment, it creates a Completion Queue Element 
(CQE) on the Completion Queue (CQ) and retires the WQE from the send queue. 
 

2.3 Communications operations 
2.3.1 Operations supported for Send Queues 
Send Buffer – a channel semantic operation to push a local buffer to a remote QP’s receive 
buffer. The Send Work Request (WR) includes a gather list to combine data from several 
virtually contiguous local buffer segments into a single message that is pushed to a remote 
QP’s Receive Buffer. The local buffer’s virtual addresses must be in the address space of 
the consumer that created the local QP. 
 
RDMA Read – a memory semantic operation to read a virtually contiguous buffer on 
a remote node. The RDMA Read operation reads a virtually contiguous buffer on a remote 
endnode and writes the data to a local memory buffer. Like the Send operation, the local 
buffer must be in the address space of the consumer that created the local QP. The remote 
buffer must be in the address space of the remote consumer owning the remote QP targeted 
by the RDMA Read. 
 
RDMA Write – a memory semantic operation to write a virtually contiguous buffer on 
a remote node. The WR contains a gather list of local buffer segments and the virtual address 
of the remote buffer into which the data from the local buffer segments are written. Like 
the Send WR, the local buffer must be in the address space of the consumer that created 
the local QP. The remote buffer must be in the address space of the remote consumer owning 
the remote QP targeted by the RDMA Write. 
 
Atomic – a memory semantic operation to do an atomic operation on a remote 64 bit word. 
The Atomic operation is a combined Read, Modify, and Write operation. An example of 
an Atomic operation is the Compare and Swap if Equal operation. The WR specifies a remote 
memory location, a compare value, and a new value. The remote QP reads the specified 
memory location, compares that value to the compare value supplied in the message, and only 
if those values are equal, then the QP writes the new value to that same memory location. 
In either case the remote QP returns the value it read from the memory location to 
the requesting QP. The other atomic operation is the FetchAdd operation where the remote 
QP reads the specified memory location, returns that value to the requesting QP, adds to 
that value a value supplied in the message, and then writes the result to that same memory 
location. 
 
Memory Bind – a memory management operation that changes the binding of a memory 
window. The Bind Memory Window operation associates a previously allocated Memory 
Window to a specified address range within an existing Memory Region, along with 
a specified set of remote access privileges. 
 

2.3.2 Operation supported for Receive Queues 
Post Receive Buffer – a channel semantic operation describing a local buffer into which 
incoming Send messages are written. The WR includes a scatter list describing several local 
buffer segments. The contents of an incoming Send message is written to these buffer 
segments in the order specified. The buffer’s virtual addresses must be in the address space of 

315 



IWCIT’03 
 

the consumer that created the local QP. A WR without a scatter-gather list may be used to 
receive Immediate Data from a Write or a zero length Send operation. 
 

3 Summary 
Zero processor copy data transfer, with no kernel involvement, is key in providing high 
bandwidth, low latency communication. A consumer can transfer a data buffer via the QP 
directly from where the buffer resides in memory. Furthermore, the protection provided by 
memory registration removes the need for the OS to validate data transfers. Thus the OS may 
allow posting the WQE from user-mode, bypassing the operating system, and thus consuming 
fewer instruction cycles. 
 
IBA operations support the use of virtual addresses and existing virtual memory protection 
mechanisms to assure correct and proper access to all memory. Thus IBA applications are not 
required to use physical addressing for any operation. That is, an IBA consumer uses virtual 
addresses in work requests and the channel adapter is able to convert the virtual address 
to physical address as necessary. For this to happen, before establish connection, each 
consumer registers regions of virtual memory with the channel adapter. Memory Registration 
provides mechanisms that allow IBA consumers to describe a set of virtually contiguous 
memory locations or a set of physically contiguous memory locations to allow the HCA 
to access the memory as a virtually contiguous buffer using virtual addresses. Not only does 
memory registration allow the use of virtual memory addressing, but it also provides 
an increased level of protection against inadvertent and unauthorized access. Since 
a consumer might communicate with many different destinations but not wish to let all those 
destinations have the same access to its registered memory, IBA provides protection domains. 
Protection domains allow a consumer to control which set of its Memory Regions and 
Memory Windows can be accessed by which set of its QPs. 
 
These features and high supported link bit rates (the lowest is 2,5 Gb/s), as well as features 
not mentioned here (e.g. virtual lanes mechanism, service level prioritization, implemented 
multicast functions, etc.) make this technology very interesting to use not only 
for communication between processors units and peripherials units for example mass storage 
devices. IBA might be a strong competitive standard for crucial servers systems, which 
interconnects computers devices, peripheries and strict network devices, and allows making 
fast distributed systems. 
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